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Disclaimer Regarding Use of SWGDE Documents

SWGDE documents are developed by a consensus process that involves the best efforts of
relevant subject matter experts, organizations, and input from other stakeholders to publish
standards, requirements, best practices, guidelines, technical notes, positions, and considerations
in the discipline of digital and multimedia forensics and related fields. No warranty or other
representation as to SWGDE work product is made or intended.

SWGDE requests notification by email before or contemporaneous to the introduction of this
document, or any portion thereof, as a marked exhibit offered for or moved into evidence in such
proceeding. The notification should include: 1) The formal name of the proceeding, including
docket number or similar identifier; 2) the name and location of the body conducting the hearing
or proceeding; and 3) the name, mailing address (if available) and contact information of the
party offering or moving the document into evidence. Subsequent to the use of this document in
the proceeding please notify SWGDE as to the outcome of the matter. Notifications should be
submitted via the SWGDE Notice of Use/Redistribution Form or sent to secretary(@swgde.org.

From time to time, SWGDE documents may be revised, updated, deprecated, or sunsetted.
Readers are advised to verify on the SWGDE website (https://www.swgde.org) they are utilizing
the current version of this document. Prior versions of SWGDE documents are archived and
available on the SWGDE website.

Redistribution Policy

SWGDE grants permission for redistribution and use of all publicly posted documents created by
SWGDE, provided that the following conditions are met:

1. Redistribution of documents or parts of documents must retain this SWGDE cover
page containing the Disclaimer Regarding Use.

2. Neither the name of SWGDE nor the names of contributors may be used to endorse
or promote products derived from its documents.

3. Any reference or quote from a SWGDE document must include the version number
(or creation date) of the document and also indicate if the document is in a draft
status.

Requests for Modification

SWGDE encourages stakeholder participation in the preparation of documents. Suggestions for
modifications are welcome and must be submitted via the SWGDE Request for Modification
Form or forwarded to the Secretary in writing at secretary(@swgde.org. The following
information is required as a part of any suggested modification:

a) Submitter’s name
b) Affiliation (agency/organization)
c) Address
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f) Change from (note document section number)

g) Change to (provide suggested text where appropriate; comments not including suggested
text will not be considered)

h) Basis for suggested modification

Intellectual Property

All images, tables, and figures in SWGDE documents are developed and owned by SWGDE,
unless otherwise credited.

Unauthorized use of the SWGDE logo or document content, including images, tables, and
figures, without written permission from SWGDE is a violation of our intellectual property
rights.

Individuals may not misstate and/or over represent duties and responsibilities of SWGDE work.
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1. Purpose

The purpose of this document is to provide guidelines and recommendations to assist
organizations in designing a training program for forensic video analysts, image analysts, and
photographers to ensure competency in the completion of forensic tasks and analyses.

2. Scope

This document will recommend topics and guidelines for training within the disciplines of video
analysis, image analysis, and photography.

3. Terminology

e Video Analysis: the scientific examination, comparison, or evaluation of video in legal
matters.

e Image Analysis: the application of image science and domain expertise to examine and
interpret the content of an image, the image itself, or both in legal matters.

e Photography: the process of recording visual information through the interaction of light
with a photosensitive medium, including chemical, electronic, or digital recording
systems, resulting in a fixed representation of a scene.

e Education: the baseline degree(s), previous training, or prior experience of an analyst.

e Competency Testing: an evaluation of the knowledge and ability of an analyst to achieve
intended results, prior to independent completion of analysis.

e Training: the process of obtaining competency.

e Proficiency Testing: an evaluation of the quality of performance of an analyst or an
organization.

e Continuing Education: the process of maintaining proficiency, through additional
training in evolving technology.

4. Limitations

SWGDE recognizes that some organizations may include topics of training other than what is
recommended in this document. Regardless of the exact training topics selected, the program
should demonstrate and document the training selected is adequate to ensure competency for the
specific tasks being undertaken by the trainee.

Training topics introduced in this document may not fit the needs of individual organizations,
when job specific duties are limited to a subset of those listed. Each organization should
determine the minimum training guidelines for examinations performed.
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This document is intended to recommend topics for training. It will not endorse a specific
vendor. Training can quickly become obsolete, and continuing education is needed to maintain
proficiency.

5. Introduction

Personnel that capture, collect, preserve, process, analyze, and/or examine video, image, and
photographic evidence (or supervise these functions) must be aware of the capabilities and
limitations of specific technologies. Those engaged in the video, image, and photographic
evidence process should be aware of the procedures commonly followed within the forensic
community and should strive to meet or exceed these recommendations, which are noted below.
Maintaining awareness of new developments is part of every practitioner’s job.

In support of these goals, the following recommendations are offered:

e Define and employ a quality assurance program for the implementation of a training
program for the valid and reliable use of appropriate procedures.

¢ Training should include only the use of validated technologies and methods.

e Training should include methods used for validating technologies.

e Training programs should ensure practitioners understand the limitations, sources of
uncertainty, and appropriate scope of application associated with the methods they
employ,

e Commit to continuous learning in video, image, and photographic technologies and stay
abreast of new findings, equipment, software, techniques, legal developments, and
technological advances.

e Implement a program for continual assessment of employees’ skills.

e Pursue professional development and certification.

6. Categories of Training

Categories of training relevant to those who capture, collect, preserve, process, analyze, and/or
examine video, image, and photographic evidence (or supervise these functions) are identified
and defined as follows:

6.1 Awareness

Training designed to provide personnel with a general knowledge of the major elements of
video, image, and photographic evidence including the capabilities and limitations of methods,
hardware, and software.

6.2 Skills and Techniques

Training designed to provide personnel with the ability to competently use specific tools and
procedures.
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6.3 Knowledge and Application of Processes

Training designed to provide personnel with an understanding of video, image, and photographic
evidence procedures, the application of that understanding in various situations, and the
knowledge of other forensic discipline requirements and their intended uses.

6.4 Witness Testimony and Legal Aspects

Training designed to provide personnel with the ability to present clear and unbiased video,
image, and photographic evidence based testimony in court. Legal implications for the integrity
of collected and/or submitted evidence should be considered (e.g. search and seizure
authorization).

6.5 Forensic Results Preparation

Training designed to provide personnel with the ability to prepare accurate, clear, and concise
documentation of results and/or opinions, and visual aids.

7. Job Categories

Organizations may choose to use different names, but responsibilities within this field are
commonly defined below. Differentiation between job categories is based on the degree to which
personnel are involved in the collection and examination process. However, since job categories
frequently overlap, training programs should be specific to the tasks performed by the individual,
and may contain topics related to several job categories.

7.1 First Responders

Personnel who are the first to secure, preserve, and/or collect video, image, and photographic
evidence at a crime scene. These personnel often have general crime scene evidence collection
responsibilities.

7.2  Field Photographer/Videographer

Personnel who document and preserve conditions and evidence through photography or
videography outside a laboratory.

7.3 Technician

Personnel whose primary responsibility is to collect/recover and/or prepare video, image, and
photographic evidence for examination and analysis.

7.4 Laboratory Photographer

Personnel whose primary responsibility is to document and preserve evidence through
photography within a laboratory.

7.5 Examiner/Analyst

Personnel for whom examination, analysis, and/or advanced recovery of video, image, and
photographic evidence is a major component of their routine duties.

Training Guidelines for Video Analysis, Image Analysis, and Photography
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8. Training Sources
Training is obtained through different sources at various points in an individual’s career. Such

sources can include the following:

8.1 Baseline education
The possession and type of degree, and/or prior experience of an individual. Baseline education
may be dictated by the forensic discipline or the

requirements of the agency. An assessment of an individual’s knowledge, skills, and/or abilities,
may affect the individual’s specific training program.

8.2 Internal Training

A documented training program provides personnel with the relevant knowledge and experience
necessary to perform job related tasks. It may include written exercises, practical exercises,
competency and proficiency testing, and supervised casework under a competent practitioner.

8.3 External Training

Training from entities and personnel outside one’s organization can result in exposure to industry
innovations and widely accepted techniques. Furthermore, external training can assist with
ensuring organizations are continuing to use best practices. Common sources for external
training include conferences, trade shows, professional organizations, peer-reviewed
publications, and specialized courses or workshops.

9. Training Evaluation and Documentation

Evaluation of a training program is necessary to ensure that the goals of the training are being
met and to verify that personnel have the technical skills and abilities to perform the duties
required of them.

A training program has:

e A written training program for each job description/category.

e A lesson plan for each topic.

e Feedback from trainees and reviews by management.

e Documentation of the training received to include evaluations. There should be
sufficient detail so that the employee, trainers, supervisors, and/or assessors clearly
understand the training program. Such documentation should be maintained and
reviewed as required.

e A means of testing an individual’s competency with given tasks, in order to establish the
end of the official period of training.

e A formal means to recognize the successful completion of training and the authorization
for unsupervised work.
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e A means of testing an individual’s ongoing proficiency with specific tasks, as well as a
schedule

If the individual fails to maintain proficiency, it is important to institute a retraining program,
including limited or supervised casework until the individual demonstrates competence.
Competency and authorization should be documented in a manner that clearly defines the scope
of tasks for which an individual is approved to perform independently.

Certification is one method to evaluate personnel. Certifications can be comprehensive, tool
based, or topic specific, and can be an additional tool in verifying technical skills and abilities.
Comprehensive certifications generally require training to be completed, as well as a specified
amount of experience in the discipline, and the successful completion of an examination.
Certifications can be beneficial and should be a consideration given the likelihood of testifying in
a court of law.

10. Training Topics According to Job Category

10.1 Field Photographer
10.1.1 Technical Foundations

e Selection, framing and composition of appropriate images
e Procedures for recording quality images in various situations
e Image handling and integrity

10.1.2 Equipment

e (Camera/lenses

e Light Sources

e Ancillary equipment and accessories (tripods, removable media, scales, etc.)
e Software/applications

10.1.3 Techniques

e Lighting techniques

e Comparative analysis photography

e General crime scene documentation

e Subject (person) photography

e Specialized photography (e.g. trajectory, blood stain patterns, and techniques related to
other forensic disciplines)

e Evidence handling and packaging

10.1.4 Legal Foundations

e Legal requirements and admissibility issues

Training Guidelines for Video Analysis, Image Analysis, and Photography
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e Courtroom testimony

10.2 Laboratory Photographer
10.2.1 Technical Foundations

Those topics included in 10.1.1

Photomicrography / macro photography

Copy-stand photography
e Image scanning

10.2.2 Equipment

e Those topics included in 10.1.2
e Copy stands

e Microscopes

e Scanners

10.2.3 Techniques

e Those topics included in 10.1.3
e Photomicrography / macro photography
e Other imaging technologies

10.2.4 Legal Foundations

e Those topics included in 10.1.4
e Chain of custody issues

10.3 First Responder
10.3.1 Technical Foundations

e Principles of digital video recording
e Digital video security system concepts
e Video formats, standards and file identification

10.3.2 Equipment

e Recording and playback devices
e Monitors and other output devices
e Storage media

10.3.3 Techniques

e Video data recovery

Training Guidelines for Video Analysis, Image Analysis, and Photography
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Video verification and integrity
Evidence handling and Packaging

10.3.4 Legal Foundations

Those topics included in 10.1.4

10.4 Video Technician
10.4.1 Technical Foundations

Those topics included in 10.3.1
Principles of analog video recording
Compression artifacts

Analog video security system concepts
Basic audio principles

Interpolation

Networking principles

10.4.2 Equipment

Those topics included in 10.3.2

Hardware for duplication, conversion and optimization
Software for duplication, conversion and processing
Video signal capture devices

10.4.3 Techniques

Those topics included in 10.3.3
Playback optimization

Video processing techniques
Image processing techniques

10.4.4 Legal Foundations

Those topics included in 10.1.4

10.5 Video Analyst
10.5.1 Technical Foundations

Those topics included in 10.4.1

Broadcast theory and history

Basic digital theory

Imaging science

Training Guidelines for Video Analysis, Image Analysis, and Photography
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¢ Frequency fundamentals

e Video signal standards

e Video editing

e Statistics, including basic probability concepts, measurement uncertainty, error
propagation, performance evaluation of methods, and appropriate interpretation of
quantitative findings.

e Human factors relating to forming conclusions in analysis (e.g. bias)

10.5.2 Equipment

e Those topics included in 10.4.2
e Hardware for calibration and maintenance

10.5.3 Techniques

e Those topics included in 10.4.3

e Video editing

e Advanced video enhancement techniques
e Advanced image enhancement techniques
e Signal analysis

e Video media reconstruction

e Content authenticity

e Source authenticity

e Generation authenticity

e Photogrammetry theory

10.5.4 Legal Foundations

e Those topics included in 10.1.4

e Moot court exercises demonstrating a firm grasp on any applicable methodologies and
relevant legal precedents.

e Testimony Monitoring

10.6 Image Technician
10.6.1 Technical Foundations

e Principles of video recording

e Principles of traditional and digital photography

e Principles of digital media, file identification, and recovery 10.6.1.4. Image types and
formats

e Compression artifacts
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e Interpolation

10.6.2 Equipment

e Recording and playback devices

e Monitors and other output devices

e Media types

e Hardware for duplication, conversion and optimization
e Software for duplication, conversion and processing

10.6.3 Techniques

e Video processing techniques
e Image processing techniques
e Evidence handling and packaging

10.6.4 Legal Foundations
e Those topics included in 10.1.4

10.7 Image Analyst
10.7.1 Technical and Scientific Foundations

e Those topics included in 10.6.1

e Image science and technology

e Image comparison theory

e Optics

e Photogrammetry theory, including camera modeling, calibration principles,
measurement uncertainty, and limitations associated with scene geometry and image
quality.

e Data integrity and imaging artifacts

e Specific domain knowledge for content analysis and comparison

e Statistics, including basic probability concepts, measurement uncertainty, error
propagation, performance evaluation of methods, and appropriate interpretation of
quantitative findings.

e Human factors relating to forming conclusions in analysis (e.g. bias)

10.7.2 Equipment

e Those topics included in 10.6.2
e (Capture, input and output devices
e Digital storage devices and media
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Software for file identification, diagnostics, calibration, restoration of corrupted files,
analysis, and metadata determination.

10.7.3 Techniques

Those topics included in 10.6.3

Photogrammetry

Comparison

Content authentication, including evaluation of manipulation artifacts, compositing
indicators, and synthetic media considerations (deepfake).

Source authentication, including assessment of metadata, device characteristics,
structural signatures, and limitations of algorithmically processed imagery.
Advanced video enhancement techniques

Advanced image enhancement techniques

10.7.4 Legal Foundations

Those topics included in 10.5.4
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11. History

Revision Issue Date History

1.0 DRAFT 6/4/2015 Original working draft created. Voted for release as
a Draft for Public Comment.

1.0 DRAFT 6/20/2015 Formatting and technical edit performed for release
as a Draft for Public Comment.

1.1 DRAFT 9/17/2015 Re-worked all sections based on public comments.
Voted by SWGDE for re-release as a Draft for
Public Comment.

1.1 DRAFT 9/29/2015 Formatting and technical edit performed for release
as a Draft for Public Comment.

1.1 1/14/2016 Voted by SWGDE for release as an Approved
Document.

1.1 2/8/2016 Formatting and technical edit performed for release
as an Approved Document.

1.2 DRAFT 9/20/2022 Re-worked various sections and updated
terminology for a 5-year review.

1.2 DRAFT 1/12/2023 Submitted for SWGDE vote to release as a Draft for
Public Comment.

1.2 DRAFT 3/31/2023 SWGDE voted to release as a Draft for Public
Comment; formatted for release for public comment.

1.2 DRAFT 5/11/2026 Additions were made to sections 5, 9 and 10 due to
public comments.

1.2 6/18/2026 SWGDE voted to approve as Final Approved Document.

1.2 7/9/2026 Formatted for release as a Final Approved Document.
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