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1. Purpose

The purpose of this document is to provide best practices for obtaining, interpreting, and
analyzing Timing Advance (TA) records.

2. Scope

This document provides guidelines for the acquisition, interpretation, analysis, and mapping of
TA data. The intended audience for this document are examiners/analysts who have training,
knowledge, and experience in working with these records. This document is not intended to be a
training manual nor to replace standard organizational procedures. This document is not all-
inclusive and does not account for every possible scenario related to TA records, and it should
not be confused with historical cell site location information analysis.

3. Definitions

The following definitions are provided to assist with interpreting this document. For further
details, readers may refer to more technical resources defining these terms, such as the Third
Generation Partnership Project (3GPP) and European Telecommunications Standards Institute
(ETSI).

e 2G GSM: A 2nd generation standard for wireless communication that offered basic voice
and SMS services along with low-speed data connections; GSM is an abbreviation for
Global System for Mobile Communications.

¢ 3rd Generation Partnership Project (3GPP): the body responsible for coordinating the
development of international cellular standards, such as 4G LTE and 5G NR. See
wWww.3gpp.org.

e 3G UMTS: A 3rd generation standard for wireless communication that offered basic
voice and SMS services along with medium speed data connections; UMTS is an
abbreviation for Universal Mobile Telecommunications System.

e 4G LTE: A 4th generation standard for wireless communication of high-speed data for
mobile devices; LTE is an abbreviation for Long Term Evolution.

e 5G NR: A 5th generation cellular network technology, offering higher transmission
speeds than 4G with lower latency; NR is an abbreviation for New Radio.

e Annulus: a term that describes the region between two concentric circles, used in this
paper to represent a TA step at a distance around a cell site. Plural ‘annuli’.

e Antenna: An electrical device which converts electric power into radio waves, and vice
versa. It is usually connected with a radio transmitter or radio receiver and can be
mounted on various structures including poles, masts, towers, etc.

e Arc: A Timing Advance arc is a curved geographic icon depicting a Timing Advance-
inferred distance band from a sectorized cell.

Best Practices for Interpreting Timing Advance Records
SWGDE 26-F-002-1.0
Version: 1.0 (6/24/2026)
This document includes a cover page with the SWGDE disclaimer.
Page 3 of 25



RO
S GROUP A

O
SWGDE

42

Scientific Working Group on
Digital Evidence

Azimuth: A bearing, expressed in degrees (clockwise) from true north, which represents
the orientation of a directional cellular antenna.

Beamwidth: The angle between the two points on either side of the azimuth where the
antenna’s power drops to half its peak (-3 dB).

Call Detail Record (CDR): Usage records (e.g., voice, text, data) maintained by the
service provider capturing information typically needed to accurately bill a subscriber or,
in the case of a prepaid service plan, debit the balance. This information typically
includes the date, time, duration, source identifier, destination identifier, or the amount of
data transmitted or received.

Cell: The basic radio coverage area of a radio access network, identified by a cell
identity, and served by a single set of radio resources under the control of one base
station or logical node.

Cell Site: A physical location that contains the equipment needed to receive and transmit
radio signals for cellular voice and data transmission and may consist of equipment from
one or more cellular telephone companies. Cell sites are designed to provide radio
frequency to defined geographic areas.

Cell Site Analysis: The analysis of historical records provided by cellular companies, or
other geographic data, in order to place a particular cellular device within an approximate
geographic area during a specified date and time.

Cell Site List: Also called a tower list, mast list, or cell site key, is a list of all cellular
system antennas with sector information that is retained by a cell provider. Cell site lists
typically contain the latitude and longitude of cell sites as well as specific sector
information including the azimuths and beamwidths of sectors.

Cellular Service Provider: A wireless communications service provider that owns or
controls all the elements necessary to sell and deliver services to an end user including
radio spectrum allocation, wireless network infrastructure (antennas and switches),
backhaul infrastructure, provisioning computer systems, and repair organizations.
Examples of cellular network providers are AT&T, T-Mobile, and Verizon Wireless.
This can also be known as cellular network operator, Mobile Network Operator (MNO),
and wireless carrier.

Code Division Multiple Access (CDMA): A spread spectrum technology for cellular
networks based on the Interim Standard-95 (IS-95) from the Telecommunications
Industry Association (TIA). Is a form of multiplexing a radio signal that allows multiple
signals to occupy a single transmission channel.

Distributed Antenna System (DAS): A network of relatively small antennas linked to a
centralized base station within a geographic area or structure.

Drive Scan Test: See Radio Frequency Propagation Survey.
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e EUTRAN Cell ID (ECI): the version of cell ID employed in 4G LTE networks.

e EUTRAN Node B (eNode B): the type of base station equipment employed at 4G LTE
cell sites.

¢ Frequency Range (FR): Subsets of the overall radio spectrum specified for use by 5G
NR cells. FR1 covers low and mid frequency bands from 400MHz to 7.2GHz; FR2
covers high frequency bands above 24GHz, which are also known as the millimeter wave
(of mmWave) bands.

¢ Global Positioning System (GPS): See GNSS.

¢ Global Navigation Satellite System (GNSS): A network of satellites to determine a
location. Different systems are in operation around the world.

¢ Global System for Mobile Communications (GSM): A set of standards for second
generation (2G) cellular networks currently maintained by the Third Generation
Partnership Project (3GPP).

e 5G Node B (gNode B): the type of base station equipment employed at 5G NR cell sites.

e Millimeter Wave (mmWave): a high-frequency radio band, in which the radio signals
have wavelengths measured in millimeters.

e Mobile Network Operator (MNO): See Cellular Service Provider.

e Mobile Virtual Network Operator (MVNO): A wireless communications services
provider that does not own the wireless network infrastructure over which the MVNO
provides services to its customers. An MVNO enters into a business agreement with one
or more cellular network operators (MNO) to obtain bulk access to network services at
wholesale rates, then sets retail prices independently.

e Multilateration: a geolocation technique that uses directions and measurements taken
from at least three sources to estimate the location of a cellular device.

e Multipath Propagation: the phenomenon where transmitted radio signals reach a
receiver antenna via multiple paths due to reflections, scattering, and diffraction from
environmental objects.

e NR Cell ID (NCI): the type of cell ID employed in 5G NR networks.

e Neighboring Cell Sites: Cell sites that are in close proximity to the target cell site.
Neighboring Cell Sites can affect the outer boundaries of a target cell site’s serving
coverage area.

¢ Omni-Directional Cell Site (AKA Omnipole): A cell site that contains only one sector
with 360° of coverage.

e Ping: A real-time mobile device location estimation method.

e Propagation Delay (PD): a method employed in 3G UMTS networks to estimate a UE’s
distance from a cell site; equivalent to TA in 2G GSM/4G LTE/5G NR.
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Radio Frequency (RF): Any of the electromagnetic wave frequencies that lie in the
range extending from around 3 kHz to 300 GHz, which include those frequencies used
for communications or radar signals.

Radio Frequency Propagation Survey (RFPS): The process of measuring and
illustrating the full cellular radio spectrum occupied by 2G through 5G NR cellular and
Wi-Fi technologies in a given area. This method is used by all cellular providers for the
purpose of network optimization and can also be used by law enforcement to
memorialize and forensically examine the characteristics of a cellular network in a given
area.

Radio Frequency Propagation Map: A geographical representation of RF coverage, not
necessarily including signal strengths, which displays the approximate boundaries of a
cell on the date and time that the survey was performed.

Random Access Response (RAR): A message sent by a base station (eNodeB in LTE
and gNodeB in NR) to a UE after it detects a Random Access Request from the UE.
Remote Radio Unit (RRU): a cell site deployment option in which the radio associated
with each cell is mounted adjacent to the antenna, potentially reducing delay and
avoiding some of the additional delay issues associated with more traditional deployment
models.

Round Trip Time (RTT): a technique employed to estimate the location of a cellular
device by measuring the round-trip delay experienced by signals sent to that device.

Real Time Tool (RTT): Disambiguation: a term employed by Verizon Wireless to
describe the system that produces their specific type of TA return, which is based on TA
and not on RTT (Round Trip Time).

Ring: A Timing Advance ring is a circular geographic icon depicting a Timing Advance-
inferred distance band from a non-sectorized or omnidirectional cell.

Sector: The section of a cell site directed towards a specific geographic area, broadcast
from a directional antenna.

Sector Angle: The planned radial coverage area of a sector (e.g.,120°).

Short Message Service (SMS): a cellular service that conveys short, 140-character text
messages between cellular devices.

Step: The units of delay/distance employed to express TA measurements, also referred to
as ‘band size’, ‘band depth’ and ‘step depth’ - e.g., 0.52us/78m (approximate) in 4G
LTE.

Subcarrier Spacing (SCS): A configuration option for 4G LTE and 5G radio channels
that influences settings such as TA step size.

Survey: See Radio Frequency Propagation Survey.

TA Band: See TA step.
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e TA Step: The units employed to measure delay in Timing Advance (e.g., 0.52pus in 4G
LTE), which can be used to infer units of distance (e.g., approximately 78m in 4G LTE)

e Timing Advance (TA): The process is used within 2G GSM/4G LTE/5G NR cellular
networks to synchronize the attached mobile devices in the uplink direction towards the
cell site. The cell site calculates the two-way delay (cell site to UE to cell site) associated
with each connection and provides the UE with instructions for how to compensate for
that delay to ensure that the uplink between a mobile device and the cell site is adequately
synchronized. Timing Advance is the measure of delay (time).

e User Equipment (UE): Any device that is capable of connecting to a cellular network.

4. Synopsis

Timing Advance (TA) is a value derived from the measurement of the two-way delay (signal
travel time) between a mobile device (referred to as the User Equipment or UE) and the current
serving cell site. It is representative of the latency in the UE communicating with the serving cell
site. It is not intended to be a measure of distance, but it can be used to infer an approximate
distance between a UE and the cell site.

TA is a necessary process for the network to function. The uplink is the transmission path from a
mobile device to the cell site, the direction managed by TA to ensure that signals from multiple
devices, each at a different distance, arrive at the cell site at the correct moment within their
assigned time slots, preventing overlap and interference. The TA process is used within 2G
GSM/4G LTE/5G NR [1] [2] [3] cellular networks to synchronize the attached UE in the uplink
direction towards the cell site. 3G UMTS/CDMA also required a function similar to TA to
properly synchronize UE in the uplink. However, the technology was not TA, and analyzing it is
therefore not within the scope of this paper. The network measures the approximate two-way
delay on the connection between a UE and the current serving cell site and provides the UE with
instructions that allow it to compensate for that delay. The uplink synchronization is maintained
through the application of TA. This is achieved through the network generating a calculated TA
value, which enables an attached UE to manage the timing of transmissions toward the cell site
in order to ensure synchronized uplink transmissions. This is an ongoing process that is
periodically updated as a UE moves around a network.

The TA value issued by the network can be used to infer a UE’s physical distance from the cell
site at that moment in time. The inferred distance, which is based on the equation ‘distance
equals delay multiplied by the speed of light,” assumes a straight-line path between the UE and
the cell site, although actual conditions may be more complex than just a straight line.

The TA value is calculated as a series of steps and is expressed as a step or ‘band’ number. Each
step refers to a specific amount of measured delay. The physical dimensions of a TA step and the
maximum number of steps that can be measured in a cell varies depending upon the cellular
technology. The use of the term ‘band’ in relation to TA steps should not be confused with the
use of the term ‘band’ in relation to radio channels or radio frequency bands. In this paper, the
term ‘step’ is used to describe the measured units of TA.
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TA data can be used to provide the estimated distance between a UE and its serving cell site, but
such estimates should not be regarded as guaranteed to be free from errors or timing biases. TA
records should be evaluated carefully before any conclusions are drawn from them.

5. Technical Description

5.1 Network Need for Timing Advance

TA is the measure of delay (signal travel time) between a UE and the cell site; it is not a measure
of distance, but it can be used to infer an approximate distance between a UE and the serving cell
site for geolocation purposes based on certain assumptions. TA is required for proper operation
of cellular networks for several reasons [4]:

e First, even though radio signals travel at the speed of light (¢ = approx. 300,000 km/s or
186,282 mi/s), it still takes a finite amount of time for a radio signal to travel a given
distance; the longer the radio path, the longer its signal will take to travel to that cell site
[4].

e Second, the signals sent by different UE may experience different levels of delay (e.g.,
multipath propagation) [4].

e Third, 2G GSM/4G LTE/5G NR networks share the capacity of a cell site among
concurrent users using a combination of frequency (different UE use different sets of
radio frequencies) and time (different UE are provided network resources based on
different time slots). To ensure the traffic from multiple UE is received correctly, the
signals transmitted by each UE must be received by the cell site at exactly the right point
in time. TA is employed to maintain this synchronization [4].

This means the greater the signal travel time, the earlier in time the UE needs to start sending its
bursts of data to ensure they arrive at the cell site at the expected time. TA is a way of
compensating for the greater travel time needed by radio signals that have to travel longer
distances (see Figure 1). A UE's signal travel time is measured by the cell site whenever a UE
transmits data [4].
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| "‘l - - The cell site expects the
arrival of UE 2’s data exactly
after the arrival of the data

D from UE 1
Slot3 | Slot2 | Slot1
Device 1 (( ( )))

Device 2

Figure 1. Uplink transmissions must arrive when they are expected by the cell site irrespective
of where the UE is located from the cell. (Image Credit: Forensic Analytics [4])

5.2 Initial Timing Advance

TA measurements are only required when a UE is active; meaning that it is actively transmitting
data on the uplink connection to the cell site. When a UE is 'idle,’ with no active connections, TA
is not measured. Depending on the levels of background data activity, some UE may spend a
greater proportion of time in connected mode and will therefore generate more TA records.

When a UE transitions from 'idle' mode to 'connected' mode, it will initially attach to a serving
cell site via the common Random Access Channel (RACH). There are regular random access
periods set aside by the cell site for this purpose and the RACH is a common uplink channel
shared by all UE within a cell. A UE wishing to connect to a serving cell waits for the next
RACH opportunity and, when the opportunity period starts, transmits a RACH Request to the
cell site.

The cell site starts a timer at the beginning of each RACH period. This allows it to note the
latency or delay associated with each new RACH Request. RACH Requests from distant UE
arrive later in the RACH period than requests sent by UE that are closer to the cell site (see
Figure 2).

Delay 2N

D

UE2 D ----------- ko N PR (D)

Delay N

Figure 2. Cell site initially calculates the latency from the uplink RACH message.
(Image Credit: Forensic Analytics [4])
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A calculation is used to measure the latency experienced by each RACH Request (based on how
late in the allocated RACH period it arrived). This is then used by the cell site to create an initial
TA command to send back to the UE. This command is included in the Random Access
Response (RAR), sent by the cell site to the UE, which instructs the UE to begin transmitting
earlier in time to compensate for the measured delay and to allow the transmitted signal to arrive
at the beginning of the time period allocated to the UE by the cell site (see Figure 3).

Transmits early

= @
B N [ = A

Transmits less early

Figure 3. UE uplink transmissions arrive in a time-correlated order and when expected by the
cell site. (Image Credit: Forensic Analytics [4])

5.3 Subsequent Timing Advance Adjustments

Once the random access process has completed, the cell site will continue to monitor the arrival
time and alignment of each uplink transmission from the UE and will notice if the
synchronization begins to slip.

TA commands are subsequently sent to the UE periodically throughout the lifetime of a call,
text, or data session, instructing it to adjust the time at which it transmits bursts of data to the cell
site. If the measured delay increases (e.g., if the UE’s signal travel time increases), the UE is
instructed to start transmitting each burst earlier (advancing them in time). If the measured delay
decreases, the UE is instructed to reduce its transmission start time to reflect the reduced latency.

The initial and subsequent processes for compensating for timing delay are handled through
different network procedures. The initial TA process is managed by the RACH. Once the UE is
in connected mode, the network continues to maintain synchronization by issuing updates known
as '"Timing Adjust.' Although these processes differ procedurally, they serve the same underlying
function and are collectively referred to as TA in this paper.

5.4 Inferring Distances from Timing Advance

The cell site does not need to measure the exact delay associated with a UE’s connection. The
level of compensation required for uplink transmission does not need to be 100% accurate. The
measured delay associated with the UE’s connection falls into a range, which results in each TA
measurement covering a range of delay values expressed as a step or ‘band.” When distance is
inferred from TA, it too is expressed as a step rather than an exact distance from the cell site.
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The TA calculation takes some of the characteristics of the radio technology into account,

meaning that the size of a TA step is different for each generation of network technology (2G
GSM/4G LTE/5G NR).

When a distance is inferred from TA, it is natively expressed in meters. In 2G GSM, the inferred
step size is approximately 550 meters; 78 meters for 4G LTE (see Figure 4) and will be 78

meters or less in 5G NR, depending upon the configuration of the radio resources. TA was not
employed in 3G networks.

A TA step, expressed in distance, has an inner edge and an outer edge. The inner edge is closer
to the cell site, the outer edge is farther away from the cell site.

Example: A UE using LTE had a measured delay that fell into TA step 2. If a distance
was inferred from that delay, the inner edge of the step would be 156 meters (2 x 78)
from the cell site. The outer edge of the step would be 234 meters (2 x 78 + 78) from the

cell site. Each subsequent step is another 78 meters farther out from the cell site. (see
Figure 4).

TAStep 2

UE 2 actual distance TAStep 1
201m, reported TA 78-1561
distance 156m (startof + UE2

ThStep2) D T(; S‘ﬁ;)”
- ()
A

Figure 4. Each TA step in 4G LTE is approximately 78 meters wide.
(Image Credit: Forensic Analytics [4])
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TA Step meters (m) miles (mi)

inner outer inner outer
0 0 78 0 0.05

™~ 1 78 156 0.05 0.1
2 156 234 0.1 0.15
Assumed arc for TAStep1 3 234 312 0.15 0.19
TA stepin this 4 312 390 0.19 0.24
5 390 468 0.24 0.29
6 468 546 0.29 0.34
7 546 625 0.34 0.39
8 625 703 0.39 0.44
| 9 703 781 0.44 0.49
\ 10 781 859 0.49 0.53
\ 11 859 937 0.53 0.58
\ 12 937 1015 0.58 0.63
Actual cell 13 1015 1093 0.63 0.68
CoveigREaIES 14 1093 1171 0.68 0.73
\ 15 1171 1249 0.73 0.78
16 1249 1327 0.78 0.82
17 1327 1405 0.82 0.87
18 1405 1483 0.87 0.92
19 1483 1561 0.92 0.97
20 1561 1639 0.97 1.02

Figure 5. TA steps on a 4G LTE sectorized cell with an azimuth of 300°.

Hlustration of the TA steps inferring that a UE was somewhere within TA step 1.
(Image Credit: SWGDE)

As shown in Figure 5, if the azimuth for the cell is provided, the inferred TA step distance can be
displayed as an arc overlaying the outer edge of the approximate area of cell coverage for that
sector relative to the inferred TA step distance from the cell site. The area indicated by the arc is
not guaranteed to accurately depict the UE’s exact location at the time of those TA events. The
majority of cell sites employ antennas that transmit signals across an arc of approximately 120°,
but such cells never provide serving coverage to an area that is neatly bounded like the one in
Figure 5; real serving coverage is often more wide-spread (beyond the edges of the idealized
120° wedge) and less predictable. Figure 5 therefore also includes an indication of the measured
serving coverage of this theoretical cell and shows that in both metric (meters) and imperial
(miles to two decimal places).

Cellular service provider records may represent TA distances in values other than meters (e.g.,
step numbers or miles); if the data is provided as a step number, the associated distance can be
calculated by multiplying the step number by the step size. Reference the provider records guides
to determine the values to be used.

Example: T-Mobile TA records for 4G LTE presented in a case indicated an inferred
distance to the UE of 0.34 miles. This converts to a metric distance of 547m;, this
measurement represents TA step 7 (546m - 624m) as 7 x 78m = 546m.
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The inferred distance provided in TA records can generally be interpreted as identifying the
distance to the inner edge of a TA step (see Figure 6).

TA inferred distance of

156m/0.05 miles TA Step 2

(@)

This is not reporting that the
phone was this exact
distance from the tower

Figure 6. TA step number indicating the start of the TA step.
(Image Credit: Forensic Analytics [4])

TA data does not infer an exact distance between the cell site and a UE. Instead, it is reporting
the step that equates to the measured delay. This will not usually be the UE’s exact distance from
the cell site, as there are usually additional sources of delay on the connection other than just the
straight line distance between the UE and the cell site.

5.5 Timing Advance in Different Cellular Technologies

The TA schemes employed by different cellular technologies have maximum measurable TA
values, which set limits on the maximum amount of compensation delay. This in turn sets a
maximum limit to the inferred distance that can be reported.

2G GSM TA has a maximum of 64 steps, which implies a maximum reportable inferred distance
of 35km (550m x 64). 4G LTE has a maximum of 1282 TA steps, which implies a maximum
reportable inferred distance of 100km (1282 x 78m). 5G NR has a maximum TA step of 3846;
the implied maximum inferred distance is a function of a cell’s SCS; at 15kHz SCS there is a
maximum reportable inferred distance of around 300km (3846 x 78m); at 30kHz SCS the
maximum reportable inferred distance is 150km (3846 x 39m); and at 60kHz SCS the maximum
reportable inferred distance is 75km (3846 x 19m).
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UE might be able to establish a connection to a cell site over distances greater than the limits
outlined above, but the ability to compensate for the delay associated with those connections will
be limited to the stated maximum delay values. Cellular service providers may plan for cells to
serve areas with a distance less than the technology’s maximum reportable distance, in which
case connection requests from UE might be rejected if the measured TA delay for the connection
is higher than the planned maximum value.

5.6 TA Multilateration

TA data cannot be used to determine a UE's exact distance from a serving cell site. However,
multiple TA measurements, captured in succession, may be corroborative.

Like many forms of cell site data, TA becomes potentially more useful if there are successive
measurements for the same UE over a period of time, ideally captured by different cell sites,
where the cells in question provide overlapping coverage.

For TA records that were captured in quick succession using cell sites that are in the same
general area, it may be possible to use multilateration techniques to infer a more precise estimate
of an area in which the UE might have been located; in and around the area of overlap. See
Figure 7.

As TA is a measurement of delay from which an approximate distance can be inferred, any
additional delay suffered by a connection can be inferred as additional distance, meaning that TA
often over-estimates the distance between a UE and its serving cell site. Figure 7a shows
multilateration based on two overlapping TA arcs (shown in green, farther from the cell sites). If
either or both of those arcs were an over-estimate, meaning that the UE was closer to the cell
sites at the time the measurements were captured, the mapped TA arcs and the indicated area of
possible UE location may not accurately indicate the UE’s actual location at that time. Figure 7b
shows a second pair of arcs (shown in blue, closer to the cell sites) that offer an alternative view
of the UE’s distance from each cell site at the times of those events; these arcs do not overlap
and indicate a much larger potential area in which the UE might have been located.
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- A

‘-____________- Possible UE
location location

CellB CellB

)
A

7a 7b
Figure 7. Combination of TA data can be corroborative.
(Image Credit: Forensic Analytics [7])

g

The utility of multilateration may diminish as the interval between events increases. Records
with large inter-event intervals, or those reflecting large inferred TA distances, may be of limited
use for this purpose.

5.7 Timing Advance from DAS Cells

Distributed Antenna System (DAS) cell sites were designed to provide cellular coverage to areas
that were difficult to serve from traditional outdoor cell sites, or to provide additional capacity
resources to areas especially crowded with UE. This includes inside large buildings, shopping
malls, sports arenas, subway, and metro networks, etc. In a DAS site, the base stations (including
the radios from where TA is measured), are deployed somewhere central to the cell sites. Cables
carry signals to and from the remote antennas, which are distributed to provide coverage around
the facility. Some cellular service providers also employ the DAS model for outdoor sites.

Outdoor DAS cells are often deployed using techniques that introduce additional delay into
cellular connections, which can in turn lead to an over-estimate of the inferred distance between
a UE and the serving DAS site.

Outdoor DAS sites are potentially subject to more fixed and/or variable delay than Indoor DAS
sites due to the greater length of the cables connecting to the remote antennas. TA records
obtained from explicitly indicated Outdoor DAS sites should be treated with great caution. If a
site is suspected of being a DAS, steps should be taken to confirm this with the carrier.
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Many DAS sites host very small cell coverage areas (often less than a quarter of a mile in
radius), so large TA-inferred distances should be clearly anomalous - for example, a quarter mile
radius cell shouldn’t be able to host a connection with an inferred distance of 9 miles. In these
scenarios, it may be enough to use the location of the DAS antenna for a cell as an indication of
the approximate location of a UE that used that cell, rather than using TA data to further refine
any location estimates within that cell.

Some types of DAS site also experience variable delay between the antennas and the radios,
making reliable delay/distance measurements more challenging. This may not impact all DAS
sites as some may have cable length measurements built into the distance that is provided in their
historical reports, but it may not be possible to distinguish between cells that have this
compensation applied and those that haven’t.

Lastly, some Outdoor DAS sites transmit the same signal from multiple, separate antennas at the
same time, all using the same Cell ID. In these cases, for any given TA record, it cannot be
known from which of the cell’s antennas the TA distance was inferred. Such sites can be
identified due to the same cell ID (ECI/NCI) being listed as having multiple antenna locations in
the network’s cell site list.

5.8 Timing Advance and Cell Coverage

TA measurements do not report direction. Historical TA records may contain sectorized cell site
information which may also contain an azimuth (which indicates the direction that each cell’s
antennas are facing). Azimuth can be used to report direction, which can narrow down the UE’s
potential location.

Although cell coverage is usually depicted on cell site maps as a 120° sector angle or ‘wedge,’
cells in the real world never have serving coverage that neatly defined. Cell serving coverage
areas are more complex and less predictable than a wedge and often contain gaps in coverage,
where either other cells provide service or where no service is provided at all.

As an example, a TA record indicating that a UE was connected at an inferred distance
consistent with a location of significance in the investigation may support an inference that the
UE could have been at or near that location at a relevant time. If the available evidence
demonstrates that the cell did not provide coverage there, the TA record may not reliably support
the conclusion that the UE was present at that location when the connection occurred.

Best Practices for Interpreting Timing Advance Records
SWGDE 26-F-002-1.0
Version: 1.0 (6/24/2026)
This document includes a cover page with the SWGDE disclaimer.
Page 16 of 25



P GROUP
& %

O
s SWGDE

Scientific Working Group on
Digital Evidence

TA e
o

Actual areas covered by
-~ TA step 9

B
i

"o ()
£
Figure 8. Effect of cell coverage on the areas served by specific TA arcs
(Image Credit: Forensic Analytics [5])
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The arcs mapped from TA data are often depicted as continuous bands extending across the cell
coverage area. If the cell’s serving coverage at the inferred distance is not continuous, the area
that can be reasonably assumed to be covered by the TA arc may also not be continuous; there
may be gaps in the arc as shown in Figure 8.

5.9 Timing Advance and Antenna Height

If the height of the antenna is known, it could aid the evaluation of TA records. The structures
that cellular antennas are mounted on may add extra delay to a connection (the signal must travel
up to the antenna and then down the structure to the antenna’s radio unit, where TA is
calculated), which in turn adds additional inferred distance to any TA calculations. This is only
relevant in cell sites where the base station/radios are deployed at the base of the structure. More
modern cell site designs use remote radio units deployed next to the antennas at the top of the
structure, and do not suffer from the additional 'structure height' delay (as TA is calculated in the
radio unit, which is directly adjacent to the antenna) and therefore should not produce TA-
inferred distances that have been over-estimated by this factor. It would be necessary to be able
to distinguish between ‘traditional’ cell sites and those deployed using more modern techniques
before making this determination.

5.10 Timing Advance in Large Cells

TA values from cell sites serving long distances should be treated with caution. Where a UE
connects via a non-line-of-sight path — for example, a signal reflected around an obstruction —
the path length may significantly exceed the straight-line distance between the UE and the cell
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site. Because TA is derived from signal round-trip time rather than true geometric distance, a
longer signal path produces a higher TA value, and therefore a larger inferred distance, than the
actual UE-to-cell separation.

5.11 Timing Advance in Small Cells

Distances inferred from TA should be compared with the likely serving coverage area of the cell
in question - small cells with large TA inferred distances should be treated with caution, as the
opportunity for signals to travel via long, non-line-of-sight paths within a small cell is likely to
be limited.

5.12 Variability

Sequences of TA values that cover a short period of time and that use the same cell site, or a
group of cell sites, but which present TA-inferred distances that exhibit high variability - where
the distances change markedly over short time periods or fluctuate between short and long
distances - should be treated with caution.

Sequences of TA results that use the same cell site, or a group of cell sites, but which present
inferred TA distances that exhibit low variability - where the reported TA step number or
distance remains consistent over long time periods — can be regarded as being more likely to
offer a more realistic estimation of a UE’s potential distance from the serving cell site.

5.13 Granularity

TA should generally not be interpreted as indicating that a UE must have been within the stated
TA arc and nowhere else - TA cannot be guaranteed to be that accurate.

The effects of additional delay (beyond the straight-line distance between a UE and the serving
cell site) can cause the TA-derived distances to be overestimated, producing a TA arc that is
farther away from the cell site than the UE’s actual location.

Testing of 4G LTE networks shows that this over-estimation is generally in the order of up to
200-250m, or two 4G LTE TA steps. Except in extreme conditions, such as near the edge of very
large cells, very tall structures or when using a DAS site, the UE is likely to be in the stated TA
step or the one or two steps closer to the cell site. See Figure 9.
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Figure 9. Granularity of TA data in 4G LTE networks based on testing
(Image Credit: Forensic Analytics [4])

5.14 Timing Advance Standardization

The TA calculations used in 2G GSM, 4G LTE, and 5G NR are standardized by 3GPP (3rd
Generation Partnership Project), the organization that coordinates cellular network development.

5.15 Proprietary Location Estimates

In addition to TA data, some cellular service providers also maintain proprietary location
estimates, which are calculated using proprietary methods and are often presented as a set of
latitude/longitude coordinates, with ‘confidence’ values to indicate the accuracy of the estimates.
This data is not TA. These processes generally apply proprietary algorithms to TA measurements
and other geolocation data to create proprietary location estimates. Some US cellular carriers
provide these proprietary location estimates in the same file as the TA data, this can cause
confusion because this is not TA data. Accordingly, it is advised that caution be used when
interpreting proprietary location estimates.

5.16 Anomalies & Impossible Movement

TA records should be reviewed for sequential consistency. A sequence of records suggesting
reasonably stable inferred locations is more analytically reliable than one showing large, abrupt
changes in inferred distance over short time intervals. In practice, such jumps do not reflect
actual UE movement; they result from momentary increases in signal delay caused by factors
such as signal reflection, a transition from a line-of-sight to a non-line-of-sight connection path,
or other transient timing effects. Because distance is inferred from delay, any additional delay
causes the UE to appear farther from the cell site than it actually was.
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6. Recommended Best Practices

6.1 General Best Practice Recommendations

The use of TA to ascribe a specific location to a UE may not be accurate. TA data is more suited
to indicate general areas in which a UE was located.

The term ‘accuracy’ is used in this paper to refer to how closely the TA-inferred ‘device to cell
site’ distance relates to the UE’s true distance from the cell site.

Uncorroborated TA data should not be regarded as definitive proof of the distance between the
UE and the serving cell site. However, uncorroborated TA data may be used when the objective
is limited to identifying general areas in which a UE may have been located. Methods for
corroborating the inferred distances provided by TA records include conducting Radio
Frequency Propagation Surveys (RFPSs) [6] or using crowd-sourced data to determine whether
the cell(s) in question can be expected to provide serving coverage at the location(s) of interest.
RFPSs can also be used, depending on the capabilities of the survey device, to indicate the TA
values that are measured at specific locations, which can be compared to TA records to see if
they coincide.

Cellular connections invariably experience additional delays, caused by non-line-of-sight
connection paths and other issues, beyond what can be attributed to the straight-line distance to
the cell site; these additional delays are interpreted by the network as additional TA-inferred
distance, meaning that those TA-inferred distances are sometimes over-estimated. The distance
inferred from TA should generally be viewed as the farthest the UE could have been from the
serving cell site at the time of each record. There are, however, some infrequent and unusual
circumstances that can cause TA-inferred distances to be under-estimated, which makes the
process of inferring distance based on TA data complex.

TA events should therefore be evaluated in sequences of records that cover a period of interest.
Isolated or individual TA records should not be utilized solely as a source of estimating a UE’s
location, as without additional corroboration, they do not offer sufficient context to allow precise
distance estimates to be made.

6.2 Recommended TA Record Evaluation Criteria

Evaluating the accuracy of TA records is a critical step in determining the suitability and
reliability of this form of evidence — not all TA measurements can be treated as being accurate.
To ensure that the distances inferred from TA records can be considered as being reasonably
accurate, an effective set of evaluation criteria should be applied (Figure 10). An example set of
evaluation criteria, though not exhaustive or exclusive, follows:

e Were the TA values derived from an Outdoor DAS site? See section 5.7.
e [If‘no’ —Is the TA-inferred distance >15km/10 miles? See section 5.10.

e [f‘no’ —Is the TA record part of a sequence of records over a short period of time? See
section 5.12.
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e If “yes’ — Do the inferred distances vary by a large degree over the duration of the
sequence? See section 5.13.

e If ‘no’ — Can the TA-inferred distance be corroborated by any other evidence?

e [f‘yes’ — The TA value can be cautiously used to provide an estimated distance between
the subject UE and the serving cell site.

Section
Were the TA values derived from 57 Outdoor DAS introduces additional delay that can
yes an Outdoor DAS site? o cause TA-inferred distances to be over-estimated
‘ no
Is the TA inferred distance 510 Longer connections have more likelihood of
yes >15km/10 miles? =5 following more complex non-line of sight paths
‘ no
Isthe TArecord partof a 513 Individual and isolated records provide less
no sequence over a short time? BN context than sequences of records
l yes
Do the inferred distances vary by s If the inferred distance varies significantly over a
alarge degree over the duration 5.12 short period of time., there is a greater likelihood
yes of the sequence? that the values are less precise
l no
- Cell coverage data. CCTV or video evidence,
Canthe A—mfcrr?d distance be witness statements, etc could all used to provide
= corroboratgd by a7nv other corroboration
evidence
} [oes
The TA data has an increased The TA value can be cautiously
likelinood of being less accurate used to provide an estimated
and should not be used alone to distance between the subject
estimate the distance of the UE UE and the serving cell site
from each serving cell

Figure 10. Example TA record evaluation criteria. (Image Credit: SWGDE)

If a record does not meet the criteria above, the TA data may be less accurate and should not be
used alone to estimate the distance of the UE from each serving cell. Most of these issues
introduce additional delay, which can cause TA-inferred distances to be over-estimated.

If a TA event is excluded from analysis based on these or any other set of criteria, it should be
documented what criteria were used and why those records were disregarded.

If an event does not strictly meet all the evaluation criteria, further examination or corroboration
may be required to evaluate its usefulness and reliability.

7. Verifying TA Records

Distances inferred from TA records are generally not accurate enough to be used as primary or
uncorroborated evidence of a UE’s distance from each serving cell site.

Data from TA records can be used to identify general areas that can be searched for other
evidence (surveillance video, traffic cameras, license plate readers, doorbell cameras, financial
transactions, etc.) that can more closely place a UE in the area.

Best Practices for Interpreting Timing Advance Records
SWGDE 26-F-002-1.0
Version: 1.0 (6/24/2026)
This document includes a cover page with the SWGDE disclaimer.
Page 21 of 25



R o0
oGt O

S
SWGDE

Scientific Working Group on
Digital Evidence

Uncorroborated TA is suitable to be used for purposes to simply indicate general areas in which
a UE may be or has been previously located.

RFPSs can be used to confirm or deny that the cell used by the user equipment provides serving
coverage at the location of interest [6]. Certain RFPS platforms are capable of identifying the TA
step number observed at a given location, which can then be compared against the TA values
reflected in the records under analysis.

8. Mapping Timing Advance Data

Maps created from TA records provide a visual representation of the data disclosed by the

carrier; the ring or arc plotted on a TA map do not necessarily provide proof of the associated
UE’s exact location.

The area indicated by a TA distance estimate within which the UE could have been located, in
the absence of other information such as cell coverage details, is a ring with a radial thickness
dictated by the cellular technology’s TA step size. The UE’s actual location is likely to have
been somewhere within that reported area or in an area closer to the cell site. Knowledge of the
cell’s serving coverage area can help to reduce the area covered by the distance estimate,
illustrated as an arc (see Figure 11).

Inferred
distance

Step size

Step size

Inferred timing advance Inferred timing advance
measurement represented as aring. measurement represented an arc.

Figure 11. Mapping representations of TA records. (Image Credit: SWGDE)

In order to properly visualize the inferred distance of TA records, practitioners should present
TA data as an ring (omnidirectional cell site / sector data missing), or arc (known sector)
extending across the assumed serving coverage area of the cell in question, with an inner edge at
the TA inferred distance and a depth that is equal to the step size for the associated technology.

Best Practices for Interpreting Timing Advance Records
SWGDE 26-F-002-1.0
Version: 1.0 (6/24/2026)
This document includes a cover page with the SWGDE disclaimer.
Page 22 of 25



e GROUP oF
* SWGDE %

Scientific Working Group on
Digital Evidence

In circumstances where a practitioner presents a map that does not display TA rings or arcs with
a depth equal to the appropriate step size, but instead depicts them as a thin line, it should be
understood and documented that the displayed information is incomplete and that the UE’s
location may be some distance from the line shown. Importantly, the illustrated line on the map
should not be interpreted as representing an exact distance between the UE and the cell site, as
doing so could be visually misleading.

There are circumstances where the TA data is presented as specific inferred distances (e.g., 0.19
miles). In circumstances where the data does not provide sufficient information to indicate the
step size, for example where a TA record provides a ring or arc’s ‘inner edge’ distance from the
cell site but doesn’t specify the cell’s SCS and cannot indicate the step size, it is acceptable to
present TA measurements as a ring or arc that is a thin line, with no depth - as that may be less
potentially misleading than presenting an incorrect step size.

In circumstances where TA data is provided as a step number but does not provide sufficient
information, such as the cell’s SCS, to indicate the step size, it may not be possible to display
these events on a map at all. Without knowledge of the cell’s SCS and step size, it is not possible
to determine the distance to the inner edge of the TA inferred ring or arc.

For omni-directional cells and in circumstances where a cell’s azimuth is not known, but where
TA distance or step number and step size are known, TA data should be mapped as a ring, with a
depth equal to the step size of the cell’s technology and SCS. If SCS or step size are not known,
it may not be possible to determine the ring’s distance from the cell site and mapping of the
associated TA record(s) may not be possible.

Mapping TA data obtained from 5G NR networks may be problematic without knowing the
carrier's subcarrier spacing (SCS) at the time the record was created. Without this information,
the step distance or the step size may not be definitively determined.

9. Specific Carrier TA Records

9.1 Types of Timing Advance Records
9.1.1 Preservation Requests

Title 18 U.S. Code § 2703 [7] provides government entities the ability to order the preservation
of records and other evidence held by an electronic communications provider. In doing so, data
that may otherwise be perishable (e.g., deleted by the provider) is preserved for a specified
period of time prior to obtaining the appropriate legal authority to secure the release of the
preserved data. Preservation requests are of utmost importance when seeking TA records.
Retention periods are dependent upon the individual cellular service providers.

9.1.2 Emergency and Exigent Requests

Title 18 U.S. Code § 2702 [8] allows for the immediate and voluntary release of records by
providers to government entities in certain specific emergency situations.
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9.1.3 Cell Site Lists

Cellular carriers maintain a list of cell site information containing the location of the cell sites,
along with other configuration parameters, such as sector orientation, that are periodically
updated. Typically, cellular carriers maintain historical lists. In order to map TA records,
practitioners should obtain applicable cell site lists from the provider which should coincide with
the time period(s) relevant to the investigation.
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