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1. Introduction  
In digital forensics, ensuring the integrity of electronic data is critical. The investigative process 
relies on proving that digital data has been preserved in a forensically sound manner, maintaining 
integrity throughout.  This paper will focus on the integrity aspects of data, which ensures digital 
evidence remains unaltered and reliable throughout the investigative process. 
Currently within the United States legal system, stringent standards and expectations exist for 
proving digital evidence has been maintained without compromise. The absence of integrity can 
render evidence inadmissible or unreliable, undermining the entire investigation. Conversely, 
preserving integrity guarantees the evidence remains accurate and consistent, increases the 
likelihood that it is admissible in court, and eliminates the need for testimony from every 
individual who handled the data. 
Moreover, integrity is crucial when reexamination of evidence is required. It provides a robust 
method to ensure that the original data is available and admissible, thereby upholding the 
credibility of the forensic process [1]. 

2. Purpose  
This document details best practices for maintaining data integrity in digital forensics, 
encompassing computers, mobile devices, cloud service providers, and other digital evidence 
source types. These practices aim to prevent intentional or unintentional tampering with 
evidence. 

3. Scope  
This document provides information about the techniques used to maintain the integrity of digital 
evidence within all phases in digital forensics. The intended audience is personnel qualified to 
seize, collect, acquire, or examine digital evidence.  

4. Limitations  
This document is not intended to be a training manual, nor to replace organizational policy or 
standard operating procedures, nor should it be construed as legal advice. This document is not 
all inclusive and does not contain information regarding specific commercial products. This 
document may not be applicable in all circumstances. When warranted, an examiner may deviate 
from these best practices and still obtain reliable, defensible results. If examiners encounter 
situations warranting deviation from best practices, they should thoroughly document the 
specifics of the situation and actions taken.  

5. Fundamentals of Data Integrity 
Data Integrity (DI) is the property that data is accurate, complete, and protected from 
unauthorized changes in storage, during processing, and while in transit. The integrity of data is 
built on three core principles: accuracy, consistency, and reliability [1].  
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The pursuit for data integrity begins at the initial identification of electronic data as evidence and 
carries through the conclusion of an investigation. From the acquisition of data to all subsequent 
data handling, consistency throughout the lifecycle is integral to this process. Factors that 
threaten data integrity include, but are not limited to, human error, security breaches, and lack of 
documentation. Best practices to limit or prevent these threats are discussed below. 

6. Preparation 
Preparation of storage media and collection environments should be completed prior to data 
acquisition to reduce the risk of data commingling, unauthorized access, or integrity concerns. 
When reusable physical storage media (e.g., removable drives or imaging targets) are used for 
acquisition, cloning, or transport of evidence, data sanitization should be performed prior to use 
to prevent residual data from prior activities. A forensic wiping procedure with a minimum of 
one overwrite should be completed in these circumstances. 
In environments where data is acquired and stored using managed infrastructure, such as network 
storage, centralized forensic platforms, or cloud-based repositories, traditional media sanitization 
may not be practicable or applicable. In such cases, logical segregation, access controls, 
encryption, and documented evidence-handling procedures should be used to mitigate the risk of 
cross-contamination and unauthorized access. 
Disk or volume-level encryption of storage media, where supported, should be used to protect 
evidentiary data, particularly in investigations involving sensitive or regulated information [2]. 

7. Documentation 
Appropriate chain of custody and any other agency required documentation should be created 
upon collection of data and maintained throughout the life of the case. Detailed notes should be 
contemporaneously created including, but not limited to, software employed, logs, reports, 
screenshots of the interface, downloaded data size, number of files, file names, and hash values. 
Additional relevant material relating to the collection should be considered, such as email 
correspondence. 

8. Acquisition 
The acquisition phase should ensure data is acquired from a reliable source and best practices are 
implemented during the evidence collection. Acquisition logs and reports generated by the 
forensic tools during this phase should be preserved. In the absence of software-generated logs, 
documentation on the acquisition process should be created manually. Minimum documentation 
should include, at a minimum, the staging drive or image storage location, the make, model, and 
serial number of hardware utilized during the acquisition process, the capacity of any staging 
drive used, and the software name and version utilized to perform the acquisition. This provides 
an audit trail of the acquisition process and reasonable assurance that the data represents accurate 
information [3]. 
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Whenever practicable, cryptographic hashing of the original data, commonly referred to as the 
acquisition hash, should be performed as early as possible in the collection process. This 
typically occurs at the time a forensic image is created or when data is extracted from the source 
system. Early hashing provides a baseline integrity value that can be used to verify the data has 
not been altered throughout handling, analysis, and storage. 

8.1 Live Acquisitions  
It is the examiner’s responsibility to employ the least invasive, but most inclusive, technique on 
writeable data acquired from live sources.  This includes network data, remote servers, live 
memory, and logical data in a decrypted state, to preserve data integrity. Due to the nature of a 
live acquisition, the examiner should be aware that the acquisition process can alter the original 
data and should be documented as such [4]. Detailed contemporaneous notes should also be 
maintained by the examiner to document actions taken during the acquisition and examination 
process, as well as to assist in identifying and explaining any system or data changes that may 
have occurred as a result of those actions or interaction with the live environment.  

8.2 Mobile Device Acquisitions 
Data acquired from mobile devices using forensic tools often results in the creation of one or 
more forensic container files, logical extraction files, or associated data sets generated during the 
acquisition process. A cryptographic hash value should be calculated on the files generated as a 
result of the acquisition and collection process prior to examination of the data [5].  

In the context of mobile device forensics, the purpose of the hash value is to demonstrate the 
integrity of the acquired data and to verify that forensic files produced during acquisition have 
not been altered, modified, or corrupted after collection. Due to the nature of mobile device 
acquisition methods, the resulting forensic output may not represent a direct bit-for-bit duplicate 
of the original device storage. Therefore, the hash value is not intended to prove that the acquired 
data originated from a specific mobile device, but rather to establish that the acquired forensic 
files and their contents remain unchanged from the time of acquisition through subsequent 
examination and analysis.   

8.3 Third-Party Productions 
In an effort to maintain the integrity of third-party data, the original copy of the production 
should be hashed and documented to establish a baseline of the dataset. In instances where data 
is produced electronically, such as email attachments and cloud-based storage, a local static copy 
should be created and the source documented, such as preserving the original email or complete 
hyperlink. 
Following this integrity process, a working copy and archive should be created. The data 
download links are usually time sensitive and may not be reproducible by other parties at later 
dates.  
A Certificate of Authenticity should be requested from the provider when acquiring data through 
a legal process or created by the investigator when acquiring data through consent [6].  
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9. Hashing  
The goal of integrity verification is to determine if any changes have been made to a data set 
since the hash value was calculated. Hashing of the original data, commonly referred to as an 
acquisition hash, should be done as early as possible in the collection process; typically, when a 
forensic image of the data is being created or when an extraction of data is obtained. For 
recommended algorithms, refer to the National Institute of Standards and Technology FIPS 180-
4 [7]. Note that older algorithms may be used according to SWGDE 18-F-004-1.0 Position on the 
Use of MD5 and SHA1 Hash Algorithms in Digital and Multimedia Forensics. 
A verification hash of the acquired dataset should be calculated after the completion of 
acquisition and before the acquired dataset is analyzed to ensure that the integrity of the data has 
not been compromised. SWGDE 18-F-004-1.0 Position on the Use of MD5 and SHA1 Hash 
Algorithms in Digital and Multimedia Forensics contains additional guidance on the role and use 
of hashing in integrity verifications.  

10. Security 
Reasonable safeguards should be implemented to protect acquired data and forensic images from 
unauthorized access, modification, or disclosure throughout their lifecycle. 
Logical Security: Where practicable, logical security may be accomplished through encryption 
of the container storing the evidence (e.g., encrypted archive files, encrypted logical containers, 
or encrypted derivative evidence volumes) or encryption of the storage media itself. 
In managed or centralized environments such as an enterprise network storage, forensic 
platforms, or cloud-based repositories, logical security controls should include appropriate access 
restriction, role-based permissions, separation of case data, and monitoring consistent with 
organizational security policies.  
Logical security measures should be commensurate with the sensitivity of the data and the 
investigative context, particularly for matters involving regulated, confidential, or legally 
privileged information. 
Physical Security: Physical access to areas where evidentiary data is examined or stored, 
whether temporarily or long-term, should be restricted to authorized personnel. Appropriate 
physical security controls should be implemented based on the operating environment and risk 
level, such as controlled access to forensic laboratories, evidence rooms, secure office spaces, or 
other designated examination areas. 
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