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1. Introduction

This document provides a standard for a Quality Management System (QMS) for the Digital and
Multimedia Evidence (DME) forensic discipline. It offers practical requirements,
recommendations, and considerations for implementing a QMS.

This QMS standard arose from the need to tailor quality management to the dynamic, evolving
nature of DME. In 2022, the National Institute of Standards and Technology (NIST)
Organization of Scientific Area Committees (OSAC) for Forensic Science’s Digital Evidence
Subcommittee published a report which identified the most critical quality practices necessary
for producing timely, accurate, and useful results. The OSAC Report of the Digital Evidence
Task Group Quality Study documented effective quality practices for DME, as well as those that
were less successful [1]. It also revealed discrepancies among DME Forensic Service Providers
(FSPs) in their understanding of quality management practices. This document draws on the
findings and recommendations of the 2022 study, aiming to provide requirements and
recommendations for quality practices for DME providers.

The information outlined in this document can be adopted in full or implemented in parts and can
complement or function independently of traditional accreditation standards, such as ISO/IEC
17025 or ISO/IEC 17020.

1.1 Purpose and Scope

This document specifies, explains, defines requirements, and provides recommendations
designed to improve DME forensics to promote accuracy, timeliness, and usefulness of the
results. It is intended for use by:

First responders, who often identify, collect, and preserve digital evidence.
Technical users who extract DME using stations deployed in front line offices (e.g.,
kiosks, evidence retrieval stations, triage tools).

e Forensic personnel (e.g., analysts, examiners, or practitioners) who acquire, analyze,
and document examination results.
Investigators, analysts, and others who review and analyze examination results.
Litigators, jurists, and other stakeholders who review or analyze examination results for
legal purposes.

e Any unit performing DME activities.

1.2 How to Use this Standard
In this standard, the following terms are used as follows:

e “Shall” indicates a minimum requirement.

e “Should” indicates a recommendation.
Quality Management System for Digital and Multimedia Evidence Units
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Version: 1.0 (6/9/2026)
This document includes a cover page with the SWGDE disclaimer.
Page 4 of 71



Scientific Working Group on
Digital Evidence

e “May” indicates an allowable option.
e “Can” indicates an ability or possible option.

In this standard, the following structure is employed:

1. PRINCIPLES: The principles lay out the “why.” Principles establish the foundation
for the requirements and recommendations that follow and help clarify when they
apply. Although principles are not themselves requirements, principles are meant to
offer context and insight that support understanding of the requirements or
recommendations.

2. REQUIREMENTS: The requirements are items that a DME unit shall do to achieve
quality results in a consistent manner.

3. RECOMMENDATIONS: The recommendations are items that a DME unit should do
to improve quality but are not required.

4. CONSIDERATIONS: Considerations are tips, techniques, or helpful hints, providing
further information about a requirement or recommendation. Considerations also give
context as to the ways they can be implemented in various types of situations.

In this standard, many of the requirements and recommendations use terms such as “define,”
“document,” or “record.” In general, this will lead to a need for documentation.

Appendix A enumerates the requirements and recommendations for citation purposes and
describes associated documentation requirements.

1.3 Overview
The standard consists of the following sections:

Section 1 - Introduction, Overview, and Terminology

Section 2 - DME Quality Foundation: Establishes a risk-based approach for
addressing DME quality management. Quality management practices are most effective
if applied using a risk-based approach rather than a checklist approach.

e Section 3 - Human Factors: Addresses ethics and confidentiality policies and steps to
reduce cognitive and other types of biases.

e Section 4 - Facilities: Addresses physical and information technology (IT) security for
DME facilities and infrastructure regarding protection of evidence and equipment.

e Section 5 - Personnel: Personnel must be qualified to perform the tasks associated with
their roles. This section applies the risk-based approach from Section 2 to personnel
management and activities. It also introduces the monitoring and support of employee
well-being as part of a standard.

Quality Management System for Digital and Multimedia Evidence Units
SWGDE 25-Q-001-1.0
Version: 1.0 (6/9/2026)
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e Section 6 - Management and Operations: Addresses management and operational
controls, case documentation, record retention, evidence storage, and standard
operating procedures (SOPs).

e Section 7 - Method, Tool, and Technique Reliability: Addresses the reliability of
methods, tools, and techniques to support forensic integrity and defensibility of results.

e Section 8 - Communication: Addresses processes needed to efficiently perform
forensic tasks to achieve clear and effective communication with internal and external
customers.

e Section 9 - Quality Reviews and Monitoring: Addresses technical, peer,
administrative, and management reviews as well as audits to promote accuracy,
timeliness, usefulness, and continual improvement.

e Section 10 - Legal Requirements: Addresses appropriate legal authority needed for
the forensic process.

e Section 11 - Appendices: Provides a complete listing of all the requirements and
recommendations listed in Sections 2 through 10.

1.4 Terminology

The terminology in this document may differ from traditional quality management terminology
in order to make the content more accessible to an audience familiar with DME content.
Traditional quality management terminology may not adequately apply to DME best practices
and processes. One example is the term "DME unit". This term is used instead of traditional
terms like "Forensic Science Service Provider" (FSSP) or "Forensic Service Provider" (FSP) to
be inclusive of all entities performing DME work, including one-person operations and
organizations with front-line equipment acquisition equipment (e.g., kiosks) whose personnel
may not be traditional forensic examiners.

In general, terms are used in the common English language use or as used generally in computer
science or within the digital and multimedia discipline.

Acronyms used in this document:

CISA: Cybersecurity and Infrastructure Security Agency

CJIS: Criminal Justice Information Services

CSAM: Child Sexual Abuse Materials (sometimes referred to CSEM — Child Sexual
Exploitation Materials)

DME: Digital Multimedia Evidence

FSP: Forensic Service Provider

FSSP: Forensic Science Service Provider

ICAC: Internet Crimes Against Children

Quality Management System for Digital and Multimedia Evidence Units
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e IEEE: Institute of Electrical and Electronics Engineers

e IT: Information Technology

e ISO/IEC: International Organization for Standardization/International Electrotechnical
Commission

KSA: Knowledge, Skills, and Abilities

MOU: Memorandum of Understanding

NIST: National Institute of Standards and Technology

NISTIR: National Institute of Standards and Technology Interagency or Internal
Report

OSAC: Organization of Scientific Area Committees for Forensic Science
PTSD: Post-Traumatic Stress Disorder

QMS: Quality Management System

SOP: Standard Operating Procedure

2.  DME Quality Foundation

Before addressing the specific practices needed for a quality management system, it is necessary
to look at the DME process, identify risks, and then build a foundation for the application of risk
mitigating quality controls.

PRINCIPLE: DME is often conducted outside traditional laboratories. Therefore, it is critical to
address quality throughout the entire DME process.

PRINCIPLE: Some DME tasks are more complex or have a higher risk of error than others and
therefore require different quality controls. The need for quality control is driven by two
fundamental factors: (1) the potential for error (e.g., people, process, and technology) and (2) the
difficulty or complexity of the task.

To address these principles, the rest of this section describes the three building blocks of a risk-
based approach to quality:

1. An understanding of the DME process and its key components.

2. An assessment of the risks associated with each component. With the purpose of
quality management to produce accurate, timely, and understandable results, the first
step is to identify what can go wrong in each of the components that would affect these
goals.

3. A description of the complexity of each component. Risk is assessed based on the
complexity of each component. The more complex a component, the greater the need
for more quality controls to mitigate the higher risk.

Quality Management System for Digital and Multimedia Evidence Units
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PRINCIPLE: The quality controls need to match the complexity and risk level of the activity
performed. While it is not feasible to classify all risks and complexities, a general framework can
guide a DME unit in their quality management. The goal is to optimize by using more intense
quality control for the riskiest tasks and to streamline quality control for the less risky ones.

2.1 DME Process and Components

PRINCIPLE: There are five primary components of the DME process that units conduct.
Individual DME units may conduct different components, either combining or separating
activities according to their needs.

REQUIREMENT: DME units shall define the types of work performed and types of evidence
sources examined. The five components listed are used to explore risks. It is not required to use
these terms.

Below are the components of the DME process. These form the basis of risk evaluation based on
complexity.
1. Identification: The process of determining what digital sources need to be collected.
2. Collection, Preservation, and Acquisition: The process of physically or virtually
collecting digital devices or data and creating a forensic copy of the device or data.
3. Evidence Management: The process of documenting and protecting both physical and
virtual devices and data from collection through disposition.
4. Analysis: The process of parsing, searching, and understanding digital data, generally
to answer a question (e.g., investigative), wholly or in part.
5. Reporting and Testimony: The presentation of results in any form.

2.2 Assessment of Risks

The next step after identifying the types of work is to look at the types of risks (Table 1). Section
2.3 will add difficulty and complexity. Section 2.4 will join identification with assessment of
difficulty/complexity.

REQUIREMENT: DME units shall document an assessment of the risks associated with the
work they perform.

CONSIDERATION: The following table is an assessment of the risks most DME units face.
This list can be applied as-is or modified for an individual unit’s needs.

Quality Management System for Digital and Multimedia Evidence Units
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Table 1. Risks faced by DME units.

Collection, Evidence Reporting and
Identification Preservation, Analysis .
. el Management Testimony
and Acquisition
= Not identifying | = Failure to = Loss of evidence | = Not finding = Inaccurate or
evidence that collect or = Loss of chain of evidence that misleading
should be acquire pertinent | custody should be outputs
collected evidence = Damaging analyzed (i.e., = Hard to
= Identification or | = Collecting or evidence inculpatory and understand
seizure of acquiring data exculpatory) outputs
devices for outside of = Analyzing = Untimely outputs
collection that authority evidence outside
are not evidence | ® Acquiring data of authority
in a manner that = [naccurate
is not classification,
forensically categorization,
sound or correlation of
» Damaging data
evidence = Failure to

understand (i.e.,
misinterpret) the
data

2.3 Difficulty/Complexity

The next step after identifying the risks is to add difficulty/complexity (Table 2).

REQUIREMENT: DME units shall document an assessment of the difficulty or complexity of
the work that they perform.

CONSIDERATION: The following table is an assessment of the major drivers of difficulty and
complexity most DME units face. This list can be applied as-is or modified for individual unit

needs.
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Table 2. Factors affecting complexity of DME work.

or evidence

networking that

devices that
could be further
harmed through
Interaction

= Device in
danger of being
locked or
rendered
inaccessible

devices and

requires use of

devices

= Linking data
from a device to
a real-world
person or event

Collection, Evidence Reporting and
Identification Preservation, Analysis poriing
. el Management Testimony
and Acquisition
= Novel devices = No ports or = Large number of | » Analysis = Explanation is

beyond a normal

types not could be used to evidence types, non-standard user’s
recognized as access the large amounts of | methods, tools understanding of
being potential device data, physically and techniques how IT functions
DME * Novel type of large items = Manual or = Explanation
» Physically device for which | = Modification of targeted depends on

concealed there are no or media needed identification complex IT
devices incomplete for acquisition and analysis of operations and

standard specific artifacts | testing

practices * Linking data

* Damaged across multiple

2.4 Risk/Complexity Table

The final step is to combine risk with difficulty/complexity. The quality controls need to match
the complexity and risk level of the activity performed. The goal is to optimize by using more
intense quality control for the riskiest tasks and to streamline quality control for the less risky

ones.

REQUIREMENT: DME units shall document an assessment of the risk and complexity of the
work they perform and tailor their quality practices accordingly.

CONSIDERATION: The following table is an assessment of the difficulty and complexity that
most DME units face grouped by risk level. This list can be modified for individual unit needs.

In some units, this table (Table 3) may be referred to as a risk index, risk table, or risk

management tool.

Quality Management System for Digital and Multimedia Evidence Units
SWGDE 25-Q-001-1.0
Version: 1.0 (6/9/2026)
This document includes a cover page with the SWGDE disclaimer.
Page 10 of 71



Scientific Working Group on

Digital Evidence

Table 3. Assessment of risk vs. complexity for various DME tasks."

Collection, Evidence Reporting and
Identification Preservation, Analysis .
. el Management Testimony
and Acquisition
= Common = Unlocked = All activity Limited to = Limited to
devices and phones and within standard information description of
= media other devices practices found in the what was seen in
& and media standard user the standard user
interface (i.e., interface
logical view)
= Devices in = Locked = Modification of Interpretation of | = Explanation is
danger of devices media needed data not beyond or
being locked = Remote for acquisition parsed/decoded/ different from a
» Unusual collection displayed by normal user’s
devices Servers automated tools understanding of
g Linking data to how IT
2 real-world functions
;E persons (i.e.,
attribution)
Events or
timestamps
across multiple
devices
» Concealed = Novel and » Failed integrity Anti-forensics = Explanation of
= devices damaged checks anti-forensics
§ deV1f:es
= = Devices
< without ports
or networking

"Where the 'Basic!, 'Standard', and 'Advanced' designations represent tasks of (1) low risk, low complexity, (2)
medium risk, medium complexity, and (3) high risk, high complexity, respectively.
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3. Human Factors
3.1 Overview

Digital investigation may be subject to biases and limitations inherent in human attention,
memory, and reasoning; therefore, human factors need to be addressed. Minimizing the effects of
these factors requires acknowledging and remediating ethical and cognitive bias concerns.

3.2 Ethics
REQUIREMENT: DME units shall have a code of ethics.

RECOMMENDATION: DME units should incorporate periodic training, enforcement,
remediation for non-compliance, and related processes. This program can be either standalone or
part of their parent organization.

CONSIDERATION: Common activities guiding ethical conduct may include, but are not
limited to:

Maintain honesty and integrity.
Avoid and disclose apparent conflicts of interest including anything that could
potentially be construed as influential (see Section 5.6 - Employee Suitability).

e Report exculpatory information, if encountered /see Section 10.3.2 - Special Situations
(Brady v. Maryland and Giglio v. United States)]/.

e Prevent or minimize influence (or pressure) on examiners to produce results based on
anything outside the scope of the examination request.
Document actions to facilitate identification and correction of errors when found.
Provide any contextual information that might affect another’s interpretation within the
scope of the authority.
Respect confidentiality of sensitive information.
Work within the limitations of the discipline and the examiner’s knowledge, skill, or
ability.
Maintain a level of competence to provide quality expertise.
Represent accurately one’s credentials and qualifications.

REQUIREMENT: DME units shall have a policy for preserving confidentiality, either
standalone or as part of their parent organization (see Section 10.3.1 - Confidentiality).

3.3 Cognitive Bias

Cognitive bias is a tendency for an individual’s pre-existing beliefs, expectations, motives, or the
situational context to influence their sampling, observations, results, interpretations, or opinions,
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or their confidence in the aforementioned. Limiting the effects of cognitive bias requires active
effort to ensure that awareness and minimization strategies are in place.

For DME units to successfully address the issue of cognitive bias, it is important to consider the
risks and take preventative measures. DME units can employ SOPs designed to minimize the
effects of cognitive bias. Awareness and training may assist in minimizing some forms of bias.

“A Practical Approach to Mitigating Cognitive Bias Effects in Forensic Casework,” while
focused on pattern-matching disciplines, provides significant background information on
cognitive bias in forensics [2].

PRINCIPLE: DME unit personnel are likely to be exposed to biasing information.

REQUIREMENT: DME units shall develop and plan specific actions aimed at addressing
cognitive bias within their operational processes and its potential impact on the validity of
results. These planned actions must be implemented/integrated to ensure a systematic approach
to minimizing the effects of cognitive bias.

CONSIDERATION: Actions implemented to address identified risks associated with cognitive
bias may include:

e Facilitating discussions with staff to increase awareness of cognitive bias and its
implications.

e Providing training sessions specifically focused on understanding and managing
cognitive bias.

e Reviewing evidence collection, submission, examination, and reporting procedures to
identify and mitigate practices that might be affected by cognitive bias.

RECOMMENDATION: DME units should stay up to date on research and recommendations
in the area of cognitive bias and related subfields.

CONSIDERATION: DME units may consider the following minimization strategies with the
understanding that best practices in this field are still emerging:

e When possible, remove irrelevant or unnecessary contextual information. For example,
potentially irrelevant information may include ethnographic information, the opinion of
others on the expected outcome of an investigation, or a suspect’s previous criminal
history.

e Make use of the following techniques as appropriate:

o Adhere to standardized steps and processes.
o Identify steps that rely on subjective judgment.
o Avoid ambiguous language.
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o Include instructions for required documentation, to include a restatement of the
purpose of examination as stated by the client.

o Conduct an independent technical review of processes applied, finished work
products as well as opinions.

RECOMMENDATION: For comparative analytical tasks requiring reference samples (e.g.,
photo of a suspect), DME units should follow the principle of working from evidence to suspect,
and not from suspect to evidence, taking relative image quality into consideration.

CONSIDERATION: An important principle in forensic processes that can minimize the effects
of cognitive bias is deriving observations from evidence first. This avoids deriving observations
from a suspect which can lead to confirmation bias or looking for evidence to support a
preconceived notion. DME units may consider techniques such as Linear Sequential Unmasking

[3].
3.4 Impartiality

Impartiality is a cornerstone of laboratory integrity and credibility. To maintain trust in
laboratory results, activities must be conducted objectively, safeguarded by robust management
structures, and free from commercial, financial, or other pressures that could introduce bias.
Laboratory management should actively foster a culture of impartiality, continuously assess and
address risks—whether arising from relationships, operations, or external influences—to ensure
that all decisions and results remain independent and trustworthy.

REQUIREMENT: DME units shall manage their work to safeguard impartiality.

CONSIDERATION: Many DME units are embedded in the parent organization they serve.
Steps to safeguard impartiality can include a commitment to ethics, ethics education, and quality
reviews (see Section 9 - Quality Reviews and Monitoring), and establishing independent
reporting and supervisory chains for DME units.

REQUIREMENT: DME units and personnel shall be aware that commercial, financial, or other
pressures have the potential to compromise impartiality and have a plan to address them.

CONSIDERATION: A relationship that threatens impartiality can be based on ownership,
governance, management, personnel, shared resources, finances, contracts, marketing (including
branding), and payment of a sales commission or other inducement for the referral of new
customers, etc. DME units and parent organizations can minimize the effects by requiring
disclosure of financial interests, secondary employment, or affiliations.

4. Facilities

4.1 Overview
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This section only applies to the physical location where a DME unit performs its work. It does
not apply to evidence collection that occurs outside the facility, such as at a crime scene. It does
apply, however, to analysis performed outside the primary facility, such as in the field, a home
office, or a mobile command post.

PRINCIPLE: In addition to protecting evidence, DME units need to protect the infrastructure
that is used to process it (see Section 6.4 - Evidence Storage and Handling).

4.2 Physical Security

REQUIREMENT: DME units shall maintain physical security for the infrastructure used for
evidence processing including:

e Implementing means to prevent improper access (e.g., doors, locks), mechanisms for
indicating improper access (e.g., alarms), and a means to log access.

Conducting regular periodic verification of physical security measures.

Documenting failures or problems with physical security and steps taken to remediate
the issue.

Limiting physical access to infrastructure to those with a legitimate business need.
Maintaining records of who has physical access.

Maintaining access logs (i.e., badge, logbook, or surveillance).

Removing access from personnel who no longer need it in a timely manner.

4.3 IT Security and Infrastructure

PRINCIPLE: The security of the DME unit is critical and should follow IT security best
practices. DME operations have specialized requirements that may conflict with organizational
policies and procedures. Digital forensic tools often require administrative privileges on the host
computer because they require privileged access to system resources. Organizational security
policies may interfere with digital forensic tools by restricting personnel from having such
access, or by mandating the installation of software that can interfere with digital forensic tools,
such as malware detection and removal tools.

REQUIREMENT: DME units shall maintain security for its IT infrastructure used for evidence
processing, working with their parent organization.

RECOMMENDATION: DME units should implement systems to identify and alert
unauthorized access to DME network infrastructure.

CONSIDERATION: Most organizations have established enterprise IT infrastructure and cyber
security policies and procedures. However, the DME unit is likely to have differing requirements
than the enterprise, which may not have been considered when designing and implementing the
IT infrastructure and security policies. Where applicable, best practice is for the DME unit to
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collaborate with IT Security to establish compensating controls and exceptions that minimize
risk while ensuring forensic capabilities.

PRINCIPLE: DME units conduct internet-based research, update forensic tools, and use cloud-
based services. While most parent organizations already have enterprise IT infrastructures and
cybersecurity policies, DME units often have unique and heightened requirements that may not
have been considered during enterprise I'T design with evidence integrity, confidentiality,
accessibility, and admissibility in mind.

RECOMMENDATION: DME units should use the following techniques:

e Administrative Rights: Many DME tools should have administrative privileges on the
host computer because they need elevated access to system resources.

o Organizational security policy typically restricts access levels to the minimum
necessary permissions. DME personnel may not have sufficient privileges, and this
can make many DME functions impossible. There are several solutions based on
networking or use of local administrative rights while still assigned minimal domain
privileges.

e Networking: DME unit computers should be separated from organizational domain
networks.

o To mitigate this issue, DME units should operate within their own networks. This
allows DME personnel to run required tools without interference.

o DME unit network infrastructure should be logically or physically segmented from
the main organizational domain, and from any infrastructure that is CJIS compliant
or highly regulated.

e Software Configurations:

o DME units often need to disable virus and malware detection to run.

o DME units often need special drivers, port settings, and other configurations.

e Internet Access: DME units sometimes need unrestricted internet access for some of
their systems, e.g., real-time submission of malware samples, the analysis of cloud-
based evidence, downloading of codecs or players, and the essential maintenance of
specialized forensic tool licensing and updates.

e IT Procurement: DME units should provide specialized hardware and software,
including legacy systems and services with known vulnerabilities.

e Cloud-based Services: When using cloud-based storage, DME units should consider
the special security requirements of forensic data when using cloud-based storage.

5. Personnel

5.1 Overview
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Competent and motivated personnel who identify, collect, acquire, analyze, and report on DME
are the single most important aspect in the creation of quality work products [1]. This section
outlines and defines quality personnel principles, requirements, recommendations, and
considerations.

The distribution of DME activities across first responders, multiple labs, and users of digital and
multimedia evidence necessitates a more comprehensive approach to QMS driven by the type of
work performed. The knowledge, skills, and abilities (KSA) for DME are not uniform for all
digital forensic capabilities and functions; they have evolved to be highly specialized and unique.
The capabilities of the DME unit determine the KSAs and the roles needed.

The approach generally includes:

e Determining the roles that a DME unit needs to provide or is providing based on
services performed or offered by the unit.
Determining the KSAs needed by each role (and the person who fulfills the role).
Establishing that every person has the required KSAs and training as needed.
Ongoing performance monitoring and training to keep up with the rapid pace of change
in DME technology.

e Supporting morale and well-being.

5.2 Roles and Skills

PRINCIPLE: A DME unit encompasses a broad range of roles, each requiring different skill
levels.

Section 2 provides a high-level description of forensic activities with three tiers: (1) Basic, (2)
Standard, and (3) Advanced.

The services or capabilities a unit provides determine the roles it needs, and those roles, in turn,
define the required KSAs. To be practical, it is recommended that units define fairly broad roles;
however, it is acceptable to have multiple roles, keeping in mind that each role will need to have
an associated skills determination. This process should result in a focus on the underlying digital
forensic knowledge rather than each specific task that might be performed for more difficult or
complex roles; a more task-oriented approach will likely be more appropriate in the lower
complexity roles. Training for the basic roles will generally be more “how-to” focused and
specifically address that people do not perform tasks or analyses at the standard or advanced
level.

It is important to recognize that personnel outside of the DME unit may be fulfilling roles such
as collection, which is often performed by first responders, or data interpretation and analyses,
which is often performed by recipients of reports.
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PRINCIPLE: The work that a unit does determines what role(s) personnel are performing. This
drives what skills the unit’s people need to possess.

CONSIDERATION: Training and education are not a skill. Training is used to increase
someone’s skillset, and an education requirement is used to demonstrate the underlying
knowledge for a skill.

REQUIREMENT: DME units shall determine and document what role(s) personnel perform
and establish the skills needed for the role(s).

REQUIREMENT: DME units shall ensure that all staff have the appropriate skills for their
roles prior to performing independent examinations.

REQUIREMENT: DME units shall ensure that all staff maintain the required skills and develop
new skills as needed based on the work performed by the DME unit.

5.3 Performance Monitoring Skills (Competence/Proficiency)

Monitoring and training are complementary aspects of ensuring that personnel have and maintain
the appropriate skills, respectively. Performance monitoring and training are ongoing activities.
This standard addresses performance monitoring separately from training, but units are advised
to view them as integrated activities.

REQUIREMENT: DME units shall ensure personnel have demonstrated the skills needed for
the roles they perform.

REQUIREMENT: DME units shall determine if personnel are maintaining their skills and
performance given the rapid pace of change in technology.

REQUIREMENT: Skill determination shall be assessed using the most appropriate method, as
discussed in considerations.

CONSIDERATIONS: There are several methods for determining if personnel are maintaining
skills (competence/proficiency), each with its own advantages and disadvantages such as:

e Performance observation. Technical reviews can be used as a form of performance
monitoring. If the review is performed on completed examinations, best practice is to
look at both procedural and technical aspects of the case. This could be done for all
examinations or a sample.

o Pros:
= (Can be incorporated into ongoing efforts and reveal trends across the unit (e.g.,
technical, procedural, well-being) (see Section 9.3 - Technical Reviews).
o Cons:
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= The scope of the review is limited to the DME unit’s own requirements.
e Credentials. Attestations of skill such as degrees or certifications.
o Pros:
= Independent certifications can provide unbiased external confirmation of
adherence to community best practices and comprehension of fundamental
concepts.
* Educational degrees and qualifications can demonstrate background knowledge.
= Vendor certifications can demonstrate familiarity or mastery of a particular tool.
o Cons:
= Resource consuming
* Limited to the scope of the credential
e In-house developed tests with pre-established acceptance criteria.
o Pros:
= Can be tailored to be consistent with unit examinations.
o Cons:
= Requires significant time and resources to develop.
e Commercial testing services.
o Pros:
= Can reveal novel issues and identify gaps in training or procedures.
= (Can reduce effort developing in-house tests.
= May publish expected or consensus results that provide insights into personnel
performance relative to other participants.
= May provide insights about gaps compared to others who have taken the same
test.
o Cons:
= May be structured differently from tasks typically completed by examiners.

REQUIREMENT: DME units shall establish and document a policy for the ongoing or periodic
reassessment of personnel competence. This policy shall include specific triggers for immediate
re-evaluation, such as:

Changes to the examiner's core role or assigned sub-discipline.
The introduction of major new technology or tools.
Extended leave of absence (e.g., long-term sick leave, sabbatical) exceeding the unit’s
pre-defined threshold.
e Identified issues through performance monitoring or technical reviews.

REQUIREMENT: Criteria for successful performance shall be established.
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REQUIREMENT: The process for addressing unsuccessful performance (either initial or
periodic) shall be documented.

REQUIREMENT: DME units shall maintain records of training, competence determination,
and remediation activities.

REQUIREMENT: DME units shall ensure personnel operate within their demonstrated
competencies.

CONSIDERATION: Examples of personnel operating beyond their competencies include:

e Personnel without KSAs attempting to interpret complex artifacts or perform file
carving or malware analysis.

e Failure to understand that mobile device forensics extraction capabilities change over
time.

e Personnel lacking specialized knowledge assessing image manipulation or compression
artifacts.

e  Personnel without sufficient background in forensic audio or video analysis attempting
to perform audio clarification, authentication, or photogrammetry.

CONSIDERATION: Examples of unit strategies to prevent out-of-scope activities may include:
e Skill matrices
e Explicit position descriptions
e Task-based work authorizations

5.4 Training

PRINCIPLE: DME is dynamic and requires a continual commitment to developing personnel’s
skills. Effective training is driven by several intersecting issues:

Results from initial and ongoing skills assessments
Changes in technology

Changes in best practices

Continuous improvement of job skills

Expansion of unit capabilities

REQUIREMENT: DME units shall train personnel to perform activities relevant to their role(s)
in each DME sub-discipline, improve their skills, and meet the current and likely future needs of
the unit.

CONSIDERATION: It may be necessary, especially when hiring experienced personnel, to
perform an initial determination of training needs. Training needs will change with new unit and
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personnel roles, new technology, and tools. For more information, see SWGDE 10-Q-002-3.0
Guidelines and Recommendations for Training in Digital and Multimedia Evidence.

CONSIDERATION: Personnel may need ongoing training for certification maintenance.
5.5 Employee Welfare and Well-being

Organizations that provide quality DME services also provide protection for employees from
dangerous exposure. Similar to protections being in place from narcotic exposure or poisoning,
DME units often deal with disturbing material, especially image, video, and audio, which may
depict things such as torture, dismemberment, physical or sexual abuse of individuals, animals,
and children. This can cause a negative reaction by experiencing the trauma of others, an effect
called vicarious trauma. Post-traumatic stress disorder (PTSD) effects can also arise in examiners
with prolonged or acute exposure to disturbing materials. Providing an environment that
mitigates these exposures and addresses the mental health effects is essential for employee well-
being.

PRINCIPLE: Employee well-being is important for performing quality work. Maintaining and
encouraging the health and safety of a well-trained staff of skilled professionals supports this
goal.

REQUIREMENT: DME units shall identify and provide resources for addressing exposure to
disturbing material.

REQUIREMENT: DME units shall provide a clear explanation of the duties related to viewing
and handling disturbing material.

RECOMMENDATION: DME units should train examiners on the risks of exposure to
disturbing material and strategies for maintaining well-being.

RECOMMENDATION: DME units should encourage activities which promote mental well-

being including self-care methods to ensure mental health (e.g., facilitate activities unrelated to
work, allow for community engagement such as volunteering, fostering social connections, and
personal relationships).

RECOMMENDATION: DME units should actively promote well-being and safety by
evaluating and addressing employee mental health needs.

RECOMMENDATION: DME units should implement and periodically assess policies and
procedures to ensure that wellness program(s) assess preventative, reactive, and rehabilitative
measures designed to ensure employee physical and mental well-being. This can be implemented
and maintained by the DME unit or sourced from a parent organization.

RECOMMENDATION: Managers and employees should be trained to recognize the effects of
over-exposure to disturbing material.
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CONSIDERATION: Addressing these requirements may include peer support programs,
intervention, and counseling.

A well-being program takes the needs of individuals into account. Individual
examiners may have different emotional needs and reactions over time, and these can
be influenced by their unique personal histories. Past experiences, such as previous
trauma, cultural background, or significant life events, can shape how a person
responds emotionally in various situations. Recognizing and addressing these factors is
essential for creating a supportive environment meeting each individual's needs.
Organizations may consider consulting a psychiatrist or psychologist to assist in
development of a wellness policy.

If DME units are part of a larger organization, they may consider existing wellness
programs within their parent organizations and assess if it meets the needs. Smaller
organizations should consider strategies to encourage practical solutions such as
implementation of a mutual aid plan or the consolidation of resources with neighboring
organizations.

Wellness checks emphasize mental health awareness, and periodic individual sessions
can help examiners process their exposure to disturbing evidence. If practical,
management may make these “check-ins” mandatory (for further information, see Kelty
et al., 2021).

Encouraging or coordinating regular breaks from disturbing material throughout the
day or switching to unrelated tasks can help promote mental well-being.

If staffing allows, rotate examiners, in and out of assignments that regularly process
high-exposure, disturbing material (e.g., violent crime cases, ICAC unit, forensic audio
or video analysis).

Alternate the types of cases to give examiners breaks from exposure to disturbing
material.

5.6 Employee Suitability

Quality DME units require employees to demonstrate character traits of honesty, reliability, and
responsibility suitable for employment.

PRINCIPLE: Employee integrity is important for performing quality work. To maintain a
reliable and trustworthy workforce, personnel suitability must be regularly and consistently
monitored.

REQUIREMENT: DME units shall develop and publish standards of personal conduct for
employees that address suitability (see Section 3.2 - Ethics).
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CONSIDERATION: Suitability factors may include history of criminal activity,
misrepresentation or fraud, substance abuse, and other behaviors that may negatively affect the
unit’s work or reputation.

REQUIREMENT: DME units shall review prospective employees’ backgrounds for suitability
and ensure their history of conduct is in accordance with the organization's standards, prior to
allowing them to begin work.

REQUIREMENT: DME units shall regularly review current employees’ backgrounds and
conduct for suitability and ensure their history of conduct is in accordance with the
organization's standards.

CONSIDERATION: The sensitivity of the information in the unit’s custody drives the
frequency and nature of the reviews, ranging from a credit report or criminal check to in-depth
background checks.

PRINCIPLE: Avoiding the appearance of impropriety is important for performing quality work.
Identifying potential sources of personal bias and conflicts of interest to allow DME units to
preserve the integrity of their work.

REQUIREMENT: DME units shall develop policies to identify and mitigate potential personal
biases and conflicts of interest which could impact the unit’s work.

CONSIDERATION: Potential bias or conflict of interest can arise from professional,
investigative, financial, familial, or romantic relationships.

CONSIDERATION: Requiring employees to disclose potential conflicts and allowing them to
recuse themselves from work that may put them in conflict is a means of reducing bias and
potential impropriety.

6. Management and Operations
6.1 Overview

This section covers the basic management within a DME unit. It is tightly coupled with Section
9, which addresses monitoring and oversight. This section covers:

Management Operations
Evidence Handling and Storage
Case Documentation

Metrics and Tracking

Records Retention

Management System Documentation (Standard Operating Procedures)
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6.2 Management Operations

PRINCIPLE: A well-defined management structure establishes the foundational structure for
the unit.

REQUIREMENT: DME units shall document their management structure.

REQUIREMENT: DME units shall extend all applicable QMS practices, control, and assurance
to all outsourced digital forensic tasks.

RECOMMENDATION: DME units should evaluate their needs in order to choose and approve
the appropriate external provider for outsourcing activities.

CONSIDERATION: This can be outlined in contracting terms, MOUS, or in a written
agreement between both parties.

6.3 Management System Documentation

Documentation is essential for maintaining high standards and reliable operations in a DME unit.
Documentation may include "Standard Operating Procedures" (SOPs) and policies, which
provide structured guidelines to ensure work is performed in a consistent manner within DME
unit. Within the context of this standard, Policies and Procedures are defined as follows:

e Policy: Defines rules for a unit’s activities, including required, permissive, and
prohibitive actions.
e Procedure: Details the steps for how activities should be performed.

REQUIREMENT: DME organization shall have SOPs and supporting processes that provide
clear guidance to staff on day-to-day activities to include, but not limited to, workflow, naming
conventions, and handling of work products.

CONSIDERATION: Appendix A has a list of elements that create a documentation
requirement. Parent organizations may have specific processes and legal or regulatory
requirements.

CONSIDERATION: DME unit SOPs can also be used to communicate with stakeholders.

REQUIREMENT: DME units shall review their procedures on a periodic basis but no less than
annually.

REQUIREMENT: DME units shall establish a system for tracking version history of policies
and procedures and notifying members of updated versions to improve efficiency, manage policy
and procedure changes, maintain an audit trail, prevent error, and ensure accountability
throughout the unit.
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CONSIDERATION: This requirement applies to all documentation maintained by the DME
unit. Appendix A lists all the documentation requirements created by this QMS.

REQUIREMENT: A procedure shall be established to manage deviations from SOPs, and all
deviations shall be properly documented.

6.4 Evidence Storage and Handling

PRINCIPLE: Evidence storage and handling will benefit from detailed SOPs. This will reduce
the chance of cross-case contamination and loss. There is significant overlap with Section 4 -
Facilities since DME units need to protect people and infrastructure as well as evidence'. This
section only addresses the specific needs of evidence and minimizing human error.

REQUIREMENT: DME units shall protect the integrity of all original evidence by using
physical and logical access controls, chain of custody during transfers, and by hashing evidence.

CONSIDERATION: This includes the transfer of physical evidence, creation of images and
extractions.

CONSIDERATION: Best practices include:

e Encryption for evidence/custodial data at rest and in motion
e Multifactor authentication-based access control
e Logs for logical and physical access

REQUIREMENT: For controlled access information such as CSAM, national security data, or
trade secrets, all access shall be recorded even if the access is temporary, such as viewing the
CSAM.

REQUIREMENT: DME units shall protect the IT and physical infrastructure used to process
DME (see Section 4.3 - IT Security and Infrastructure).

PRINCIPLE: Data is fragile and easily subject to modification or loss.

REQUIREMENT: DME units shall have a plan for protecting data to account for the potential
for accidental or malicious loss.

CONSIDERATION: Best practice is to use data redundancy or full backups of original
extractions or first logical version of the evidence and case notes. Since this can become quite

! Not all custodial data is referred to as evidence (e.g., internal investigations or civil examinations); therefore, this
principle applies to the material that is essential to the digital examination.
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expensive, DME units will need to prioritize backups. This should be coordinated with the data
retention policy.

REQUIREMENT: DME units shall have a process for managing evidence that addresses
custodial tracking, data integrity, and evidence availability (see Section 6.6 - Administrative
Records).

PRINCIPLE: Data redundancy and backup management are important because they protect
organizations from data loss and downtime, but they also add significant storage cost and
complexity, so they must be carefully balanced against budget and performance constraints.

REQUIREMENT: DME units shall have a policy for data archival and disposal. Best practices
in data destruction and media sterilization or sanitization shall be followed to ensure evidentiary
information is protected.

CONSIDERATION: Derivative extractions from surveillance video recorders when
documented and validated accordingly are sufficient for evidentiary use rather than retaining the
entire forensic acquisition of information that is not relevant to the request for examination.

PRINCIPLE: Evidence may need to be examined by multiple types of forensic disciplines,
needing a defined sequence to prevent contamination, damage, or loss of data.

RECOMMENDATION: The DME unit should have an evidence-processing sequence based on
capabilities.

CONSIDERATION: DME examinations are generally performed after the collection of trace
evidence, DNA, and fingerprint evidence, where applicable, to prevent damage or contamination.

6.5 Case Documentation

PRINCIPLE: Comprehensive documentation is fundamental to quality, enabling meaningful
review, ensuring reliability and reproducibility of results, and supporting clear and effective
communication.

REQUIREMENT: Documentation shall be sufficient to allow the original examiner to explain
their work, enable another competent person of similar qualifications to repeat the process,
reproduce the results, and facilitate a meaningful technical review.

CONSIDERATION: Standardizing procedures for case documentation facilitates review or
necessary reproduction of work.

6.6 Administrative Records

While evidence retention is typically governed by statute or external policy, DME units must
address retention for both evidence and non-evidence records, as the terms often overlap (e.g.,
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crime scene photos). Best practice is to address evidence retention and records retention
separately, but it is acceptable to combine them.

PRINCIPLE: Preserving administrative records enables an organization to demonstrate that
they have fulfilled requirements as well as keeping track of key items.

REQUIREMENT: DME units shall have a records retention policy within the constraints of
any parent organization policies, relevant laws, or external commitments.

7. Method, Technique and Tool Reliability
7.1 Overview

In DME units, a wide variety of tools, forensic techniques, and technical methodologies are used.
For uniformity, this document refers to all these as “tools” The term “reliability” is used
throughout, as “validation” can refer to several overlapping concepts.

The section is organized into two main parts:

1. Tool Selection and Use Lifecycle
a. Tool Selection and Authorization (selection for use within a DME unit) —
Authorizing a tool for use within a DME unit including collecting and accepting
assurances about its performance and reliability.
b. Case Specific — Applying tools for specific cases, obtaining additional assurance as
needed, and reporting reliability information alongside results.
c. Operations and Monitoring — Ongoing oversight and monitoring of tool
performance.
2. Assurance Techniques and Practices - Methods for gaining understanding and
assurance about tool performance and reliability.

7.2  Tool Selection and Use Lifecycle

The following three overarching principles apply to all the requirements and recommendations in
this section.

PRINCIPLE: Demonstrating that a tool is capable of producing useful results is a dynamic
process that involves both a determination to select and deploy a tool within a unit and a process
to continuously monitor as more performance data accumulates and information technology
evolves.

PRINCIPLE: There are many sources of performance information relevant to forensic tools.
Using the most effective performance information will allow DME units to avoid redundant or
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ineffective testing. See NISTIR 8354 Digital Investigation Techniques: A NIST Scientific
Foundation Review for additional information.

PRINCIPLE: Maintaining documentation makes it possible to trace tool and version approvals
and to link specific cases if a significant problem is found with a tool.

7.2.1 Tool, Technique, and Method Selection
The first part of the tool lifecycle is selection.

PRINCIPLE: Tool selection involves choosing a tool to meet specific forensic and operational
needs within a DME unit. This process also includes maintaining documentation related to how
and why each tool was chosen.

REQUIREMENT: DME units shall assess all tools prior to use and address whether the tools
are based upon sound scientific principles and practices and are meeting the need to acquire or
analyze evidence. The assessment does not need to comprehensively test all tool functions but

instead needs to focus on capabilities utilized and limitations since more specific testing can be
done as needed to support specific cases.

CONSIDERATION: DME units can use any of the following methods to determine a tool’s
basic capabilities, reliability, and limitations. These are described in Section 7.3.

Wide Acceptance
Vendor Testing and Attestations
In-House or Community testing per SWGDE 18-Q-001-2.1 Minimum Requirements for
Testing Tools Used in Digital and Multimedia Forensics
e Technical Information Tracking

CONSIDERATION: It is not a requirement for all DME units to test each product prior to use
if they rely upon one of the above-mentioned methods.

CONSIDERATION: In the context of ISO/IEC 17025, this assessment is referred to as
"validation." In DME, the term “validation” does not imply a discrete assessment but rather an
ongoing process to ensure the tool is working as intended. Monitoring is essential for this holistic
approach, extending from initial tool selection and deployment through use in specific cases.

REQUIREMENT: The DME unit shall document when a tool is selected or authorized for use
in the unit including what assessment method was performed and any key limitations.

CONSIDERATION: As described in Section 2, some DME forensic tasks have a higher risk of
error. The riskier the tool, the more important it is to have a deeper understanding of tool/task
performance and limitations.

Quality Management System for Digital and Multimedia Evidence Units
SWGDE 25-Q-001-1.0
Version: 1.0 (6/9/2026)
This document includes a cover page with the SWGDE disclaimer.
Page 28 of 71



Scientific Working Group on
Digital Evidence

CONSIDERATION: The decision to select a tool and accept the assessment is often referred to
as tool authorization.

CONSIDERATION: Best practice is to make sure that the documented information is available
to examiners for subsequent use.

CONSIDERATION: Release notes provide examiners with valuable information regarding
updates to the tool’s functionality as well as bug fixes or limitations.

REQUIREMENT: DME organizations shall maintain documentation about tool versions in use
to include the date it was approved for use.

CONSIDERATION: Digital forensic tool lifecycle management will intersect with training
needs, procedure development (instructions for use), technical reviews, and documentation.
Documentation makes it possible to identify tools, their version numbers, and functions used. It
makes it possible to track back to specific cases if a significant problem is found with a tool.
(Documentation that users are trained to use the tool is addressed in Section 5.4 - Training)

REQUIREMENT: Assessment of tool updates shall include a review of release notes to inform
examiners of changes, functionality updates, or limitations, but the update assessment need not
be as in-depth.

RECOMMENDATION: DME units should weigh potential benefits of new tool versions
against operational risks of upgrading.

CONSIDERATION: Case volume or the need to maintain version stability for ongoing or
recently completed casework may necessitate a delay in the immediate deployment of the latest
tool versions.

RECOMMENDATION: DME units should define a policy for when and how tool updates are
deployed in relation to active case timelines and case closure.

PRINCIPLE: Operational needs are also a key consideration in tool selection and use.

RECOMMENDATION: DME units should consider their ability to manage and effectively use
selected tools.

CONSIDERATION: Does the unit have sufficient expertise, infrastructure, and resources to
operate the tool effectively? Do the tool’s features fit the unit’s specific forensic requirements
(e.g., types of evidence, case complexity)? This may include non-forensic issues such as security,
compatibility, and total cost of ownership (including cost of training staff). In summary, when a
unit selects digital forensic tools, the following attributes may be considered:

e Functionality: Does the tool match the current and expected examination needs?
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e Infrastructure: Does the organization have the infrastructure and resources to
implement the tool effectively?

e Usability: How difficult will the tool be to use? Tools that are easier to use may require
less extensive training; however, tools deployed with minimal training (e.g., kiosks
need a more in-depth usability assessment.

e Training needs: Will staff need training to be able to effectively use the tool? How
much training will be needed?

e Lifecycle cost: In addition to upfront costs, most tools require maintenance or ongoing
license costs. Is the tool sustainable for the DME unit?

e Vendor support and product management: Does the vendor release understandable
and useful updates? Is there training available?

e Community acceptance of the tool: Is there a community of users to facilitate
knowledge sharing and support?

e Security: Does the tool meet the unit’s security requirements?

7.2.2 Case Specific

The second part of the tool lifecycle is selecting a tool to use for a specific case or task and
reporting on its use.

7.2.2.1 Application Specific Tool Selection and Use

PRINCIPLE: Application of a tool may involve features not assessed as part of the initial
selection.

REQUIREMENT: Examiners shall consider whether existing assessment information is
sufficient for how a tool is being used for that case. DME units shall either collect additional data
or clearly qualify findings by disclosing the limitations of the assessment (see Section 8.3 -
Reports and Explanations).

REQUIREMENT: DME units shall perform case specific testing as necessary to support
interpretations or conclusions.

CONSIDERATION: Additional testing may be required in situations including, but not limited
to:

New or unsupported data types, artifacts, formats, media, etc.

Using in-house developed methods.

Novel approaches and methods

Noting unusual behavior (either within the case or based on monitoring information)

Reliance on untested or undocumented tool features.
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CONSIDERATION: DME units may use all the techniques described in Section 7.2.3 -
Operations and Monitoring in addition to taking advantage of community resources. It may be
necessary to run specific local tests if an artifact or analysis in question is not well documented
in the community and is critical to a case.

7.2.2.2 Case Specific Reporting

PRINCIPLE: Tool selection and case specific testing affect the reliability of an examination, as
found in Sections 7.2.1 and 7.2.2.

PRINCIPLE: DME units may provide different types of reports ranging from initial findings to
in-depth analysis of specific artifacts. It is important that the description of these different types
of findings and reports be clear to the customer (see Section 8.3 - Reports and Explanations).

REQUIREMENT: DME units shall describe the reliability and limitations that are specific to
the tools used or specific to the case, the report, or the output.

CONSIDERATION: Given the wide range of evidence types, information requested, and
available tools, a meaningful and understandable summary of the reliability will aid the
customer’s use of the report.

CONSIDERATION: There are many ways to describe reliability. A few examples of how to
report reliability results are provided below:

e Example 1: SWGDE [2-Q-001-2.0 Establishing Confidence in Digital and Multimedia
Evidence Forensic Results by Error Mitigation Analysis provides a holistic method for
describing potential errors and their mitigations [4] (see Section 8.4 - Communication
of Issues, Limitations, and Problems).

e Example 2: Not all files and folders were reviewed during the examination, nor are all
potentially relevant files and folders provided. After reviewing the files and data, this
report covers an initial discussion of findings believed to be needed to progress this
case. Additional analysis may be performed as requested.

e Example 3: The reported information listed below was identified using only automated
processes. Additional information related to the request may still be present on the item
but will require additional analysis to produce.

e Example 4: Evidential findings are based upon current technology. Results could vary
based upon additional search criteria or new technology.

e Example 5: Due to the method of data acquisition, only existing data and limited,
previously existing data on the item was accessible. Additional previously existing data
related to the request may be present on the Item; but will require an alternative data
acquisition process that can result in device destruction or data loss.
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7.2.3 Operations and Monitoring

PRINCIPLE: The constant change and variety of digital evidence necessitates monitoring tool
performance as a critical assurance method.

REQUIREMENT: DME units shall monitor tool performance within the unit and across the
community to stay abreast of potential issues. At a minimum, units shall monitor information
from their tool vendors.

CONSIDERATION: DME units may consider additional analysis when request details or
organizational capabilities change. Examples include:

Devices that could not be acquired
Applications or data formats which were unsupported or could not be decoded
Tool limitations are identified

Investigative leads develop updated search criteria

CONSIDERATION: DME units may wish to maintain a log of requested analyses they are
unable to perform due to tool limitations. It is possible future tool updates may enable the
requested analysis (e.g., access to and extraction of particular mobile device models).

REQUIREMENT: DME units shall share information within the organization and update how
the tool is used based on the findings.

REQUIREMENT: DME units shall notify the developer or vendor of a forensic tool if an
anomaly, issue, or limitation is identified that could materially affect the examination results.

CONSIDERATION: Anomalies in the performance of a tool that rise to the threshold of
inclusion in case notes are subject to this requirement.

RECOMMENDATION: DME units should encourage and maximize the sharing of technical
and legal information with the professional community, especially when that information relates
to emerging issues, substantive challenges, and solutions. This sharing process amounts to
technical assistance and helps the local staff as well as the larger professional community. This is
especially true with detailed technical testing of technology or forensic tools. Community
sharing solutions also add workflow efficiency.

PRINCIPLE: It is possible that a bug or newly identified tool limitation could materially impact
findings.

RECOMMENDATION: DME units should establish a protocol for when a significant bug or
tool limitation is identified. This protocol should involve a review of potentially affected work
and potential remediations (see Section 8.4 - Communication of Issues, Limitations, and
Problems).
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CONSIDERATION: The following steps may be helpful in protocol development:

Recognize a problem may not be identified until work has already been completed.
Review the bug/issue once identified and determine

o What examinations were impacted?

o How significant was the impact?

Plan to fix/remediate as appropriate.

Communicate results of this evaluation with the customer.

o Does anything need to be resubmitted or re-analyzed?

Document all steps used to recognize, review, and remediate the issue.

Consider sharing information with the vendor and DME community as appropriate.

7.3 Assurance Methods

Techniques for digital evidence span many types of tools and methods; it makes sense to use
other non-testing assurance methods to efficiently gain information about a tool or technique.
The following section is organized to define assurance techniques, their benefits and limitations
and when they are commonly used during the tool lifecycle. It does not contain any requirements
or recommendations; it is only informational.

There are four categories of assurance techniques:

Wide acceptance,
Vendor attestation,
Testing, and

Technical information tracking.
7.3.1 Wide Acceptance

Many of the tools and techniques used in DME examinations are based on widely accepted
principles of computer science and related fields and generally regarded as reliable by merit of
the testing and validation conducted by the developer and widespread use in the DME
community. For example:

e "Native" tools designed to interact (e.g., export, display, edit) with specific data
formats.

e Functions built into widely used operating systems.

e Other tools commonly used within the information technology field.

Benefits: Takes advantage of crowdsourcing to know about capabilities and limitations.

Drawbacks: May not provide in-depth analysis or information specific to forensic use.

Quality Management System for Digital and Multimedia Evidence Units
SWGDE 25-Q-001-1.0
Version: 1.0 (6/9/2026)
This document includes a cover page with the SWGDE disclaimer.
Page 33 of 71



Scientific Working Group on
Digital Evidence

Applicability in Lifecycle: This is most often appropriate for initial introduction of a tool or
method but may also be used for a case, especially if the case uses tools or techniques not
commonly used by the unit.

7.3.2 Vendor Testing with Attestations

Most major tool developers in the DME community perform extensive testing on their tools. An
attestation is a standardized document in which the vendor affirms or formally states how they
tested their product, what features and versions are covered, and any known limitations.

This assurance method is widely used, in keeping with Executive Order 14028 testing or others
[5]. (See Appendix B for a sample attestation.)

Benefits: Takes advantage of a widely used assurance technique that builds off the testing
already performed by forensic tool developers. Can be flexible to address specific needs but is
most effective if many vendors adopt a shared format. Provides a low-cost baseline testing asset.

Drawbacks: Cannot address specific testing needs since it relies on a common format to be cost
effective for vendors. Vendors may exaggerate capabilities and downplay potential weaknesses.

Applicability in Lifecycle: This is most often appropriate for the initial introduction of a tool or
method.

7.3.3 In-House and Community-Based Testing

Tool testing is the most traditionally performed assurance technique. Testing requires datasets
with the native artifacts being tested, as well as a testing strategy that focuses on how the tool
deals with these artifacts. SWGDE 18-Q-001-2.1 Minimum Requirements for Testing Tools used
in Digital and Multimedia Forensics and IEEE Std 1012: Standard for Software Verification and
Validation can be used to guide testing when needed.

Benefits: Testing can be used to both establish a tool’s functionality (can it work in the DME
unit’s environment) and to probe situations where a tool may not work.

Drawbacks: The OSAC Report of the Digital Evidence Task Group Quality Study found testing
was rarely an effective quality control technique as part of tool introduction and authorization
[1]. It 1s important to remember that testing can never predict how a tool will behave in
environments or with datasets that are not tested.

Applicability in Lifecycle: Testing can be very useful to ensure a tool fits into a unit’s
environment. It is necessary for case-specific assurance. Testing can be used to understand
anomalies found during tool use.
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7.3.4 Technical Information Tracking

There are many approaches for tracking performance and technology. Best practice is to use
multiple approaches:

e Examiner experience
o Examiners look for and document capabilities and limitations and tool anomalies.
o Identification and documentation of aberrant tool behavior could help the unit
identify other issues with their equipment, environment, compatibility issues,
system configuration, or implementation.
e Technical (peer) reviews within DME organizations (see Section 9.3 - Technical
Reviews).
e Vendor-produced documentation including manuals, release notes and other
mechanisms to communicate with customers.
e Formal technical literature such as books, technical trade magazines, government
databases.
Informal technical literature such as listservs, blogs, forums.
Peer-reviewed papers (academic literature).
Conferences, meetings, and workshops.

Benefits: Given the vast number of types of evidence and inquiries, sharing knowledge about
tool performance is more effective than focusing only on performance within the unit.
Monitoring and community engagement help ensure that DME units stay informed of new
releases, bug reports, and security advisories.

These approaches can capture a wide range of expert and community viewpoints. DME unit
assurances are multiplied by participants throughout the community. An individual DME unit
cannot amass the amount of insight and knowledge that the community is collectively able to
generate. By sharing and seeking this information, the entire community improves its collective
work and overall quality/reliability. Vendors also benefit by monitoring the community
discussion and learning of possible bugs/improvement opportunities as users encounter them in
the field. This creates a mutually beneficial feedback loop that acts as a force multiplier for
quality improvements in both tools and examiner knowledge. This is especially helpful since
there is a diverse and broad range of digital forensics units. Many sources often provide detailed
explanations, supporting data, and well-reasoned arguments and may include practical
experience.

Technical information tracking affords the DME community the ability to use multiple resources
in the identification of tool capabilities and remediation of tool vulnerabilities. Community
discussions may persuade developers to fix bugs or introduce desired functionality in a timely
manner.
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By drawing on the experiences of examiners, as well as end users, the DME community can
acquire actionable intelligence to inform both methodology and practice within the field.

Drawbacks: There are few available published technical literary sources on tool performance.
While informal technical literature can be well-researched and valuable, DME units should
appropriately scrutinize vendor and informal technical literature to ensure that the author(s)
possesses the appropriate level of expertise, dataset, and reasoning to produce information with
sufficient technical depth to be of value.

Applicability in Lifecycle: This is a strong mechanism for establishing widespread acceptance
and the vendor’s track record may play an important role in authorizing a tool for use by a DME
unit. Technical Information Tracking can be critical to find information relevant to a specific
case. This is the primary mechanism for operation and monitoring.

8. Communication
8.1 Overview

A key goal of quality is to deliver accurate information customers need as quickly as possible.
This demands effective communication with diverse customers and stakeholders. In some
forensic disciplines, providers have been separated from customers to minimize bias. However,
open communication is often essential in digital forensics as many cases cannot be processed
efficiently or effectively without it. Reducing bias is important and is addressed in Section 3.3.

8.2 Communicating with Customers

There are many potential customers of digital forensics. Customers are defined as persons and
entities that use the results of the forensic analysis. For criminal prosecution cases, the public is
also a customer.

Parts of this section are primarily relevant to DME units because they have external customers.
Units without external customers who submit evidence should consider the principles but may
not find the requirements applicable.

PRINCIPLE: Effective communication between DME units and their customers ensures
customers understand the capabilities and limitations of the organization and the organization’s
analysis and findings, enabling timely, relevant, and efficient work.

REQUIREMENT: DME units shall have a mechanism to describe their capabilities and
processes to customers and ensure customers are made aware of the unit’s and examiners’ skills,
capabilities, training, experience, and limitations.

CONSIDERATION: DME units may need to explain to customers why a request is unrealistic
in scope or expected turnaround time. Submitters may have unrealistic expectations about what
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can be done, how involved a request is, or ask for products they may not understand, for
example, by requesting “find all incriminating information.”

REQUIREMENT: DME units shall communicate with customers during an examination. At a
minimum this shall include: the scope and requirements of the request, the desired nature of the
deliverable or output, and any limitations to the analysis or interpretations of the results.

CONSIDERATION: Best practices for encouraging proper communication include the
following, but may be modified to meet customer specific methods:

e Initial strategy meeting to address customer priorities and whether the provider has the
capabilities to complete the request

Timeframes for completion, especially if the request is urgent (e.g., crime in progress)
Cost, if applicable

Follow-up meetings if additional information is needed or the request changes

Mechanism for open-ended discussion for requests that may require it

8.3 Reports and Explanations

The output of a DME forensic exam can take many forms. In general, there are three
components:

1. A statement of the work requested, evidence included, and summary of the work
performed.

2. Identification and version of the tool used, including the tool outputs and other material
generated as part of the extraction and examination.

3. Results that are responsive to the request. This can range from a simple identification of
where relevant material was found all the way to an in-depth analysis.

This section refers to all three as the report, recognizing that the nature of the request will
determine which components are needed.

PRINCIPLE: The goal of a report is to provide accurate usable information for the customer(s).
Reporting is a key part of communication; good communication during the request phase
establishes the customer requirements and sets the stage for a report that meets those
requirements. Additional guidance on reporting best practices is available in SWGDE 18-Q-002-
1.0 Requirements for Report Writing in Digital and Multimedia Forensics.

REQUIREMENT: DME units shall strive to create reports or other outputs that are
understandable by the intended audience. At minimum, the report shall include who performed
the work, the request, evidence examined, methods used, and the results of the examination.
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CONSIDERATIONS: When writing a report for a customer, the goal is to provide necessary
information addressing the issues discussed during submission and analysis. Best practice is for a
report to provide analysis or to highlight pertinent or critical information about the evidence. If a
customer requests a “dump” of the phone or other evidence, the report will probably not have
analysis.

PRINCIPLE: Given the technical nature of many reports, customers may need help
understanding them.

RECOMMENDATION: DME units should offer assistance to customers to help them
understand a report.

CONSIDERATION: Insertion of a glossary or list of terms and associated definitions, relevant
research, standards, or supporting documents may be beneficial.

PRINCIPLE: Testimony regarding examinations and analysis often is a form of communication
on behalf of customers in legal and administrative proceedings by many DME units.

REQUIREMENT: Where applicable, DME units shall provide testimony understandable by the
intended audience.

RECOMMENDATION: If a DME unit offers testimony, the unit should incorporate training
on the effective delivery of results.

RECOMMENDATION: DME units that provide testimonial evidence should implement
measures to ensure quality testimony is provided, such as initial training, mock trials, and
testimony monitoring.

CONSIDERATIONS: SWGDE has two documents on testifying:

o SWGDE 22-Q-001-1.1 Introduction to Testimony in Digital and Multimedia Forensics
o SWGDE 23-0Q-001-1.1 Best Practices for Personnel Presenting Digital Evidence in
Legal Proceedings

PRINCIPLE: Digital forensics, like other forensic disciplines, is imperfect; however, the
appropriate way to express uncertainty is different for digital and multimedia analysis than for
other forensic disciplines.

RECOMMENDATION: DME units should not use error rates to describe most digital analysis
[4]. For additional information on the analysis of error rates and alternative methods to address
errors, see NISTIR 8354 Digital Investigation Techniques: A NIST Scientific Foundation Review.

RECOMMENDATION: DME units should describe limitations of methods as described in
Section 8.4.
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8.4 Communication of Issues, Limitations, and Problems

PRINCIPLE: DME units must acknowledge the possibility of limitations or errors in the
preservation, acquisition, analysis, and reporting of forensic analysis, as well as disclose when
errors occur. Whether intentional or inadvertent, when they are discovered and disclosed
promotes trust and impartiality within the digital forensic process. While this disclosure is a legal
requirement for criminal actions, disclosure by all DME units can promote transparency and
trust.

REQUIREMENT: DME units shall disclose issues and errors that could impact any resulting
analysis.

CONSIDERATION:

e The process for disclosure will vary according to the types of customers the DME unit
serves.
There may be multiple types of impacted customers.
The customer may not need a corrected report if the issue does not affect their use of
the report.

e Limitations associated with methods, tools, and techniques used are discussed in
Section 7.3 - Assurance Methods.

8.5 Feedback

PRINCIPLE: Feedback plays a key role in helping DME units improve services and
communications and identify specific problems that need to be fixed. Feedback needs to be
evaluated when received for improvements.

REQUIREMENT: DME units shall have a process for receiving both positive and negative
feedback, identifying actionable information, determining its accuracy, and providing a response,
when warranted.

CONSIDERATION: Feedback is a valuable source of information that improves organizations.
DME units may also find it useful to track feedback to identify trends.

8.6 Communicating with the Public

PRINCIPLE: Public communications programs provide a way to relay information to a variety
of stakeholders.

RECOMMENDATION: DME units should have a policy for public communication and an
effective mechanism for this communication.

CONSIDERATION: Meaningful communication with the public may include:
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e Organizational capabilities and credentials

e What forensic technology is used for and what it is not used for, its reliability and how
that is established and maintained

e Disclosure of problems and corrective actions taken

9. Quality Reviews and Monitoring
9.1 Overview

Quality reviews include a wide variety of methods to improve DME unit outputs and to improve
internal practices to avoid future problems. Reviews focus on improving products and processes
and are appropriate to the risk of something going wrong. This section addresses the overall
approach and then addresses four types of reviews:

1. Technical (also known as “peer”)

2. Administrative

3. Management (also known as monitoring and oversight)
4. Audits

The process for performing reviews is a key element of risk management and assessment
programs. Done well, risk management can guide efficiency and effectiveness for quality
activities. As discussed in Section 2, risk drives the need for oversight and quality control
performed. Risk management may vary across different units and DME examinations.

Note that the OSAC Report of the Digital Evidence Task Group Quality Study found that
skillfully executed technical reviews were among the most effective quality practices:

“Along with having competent personnel, peer review was the most highly regarded quality
control element. Peer review had multiple positive impacts on overall quality including
helping examiners learn from each other, streamlining operations beyond the scope of a
single review, and reviewing the work performed. Peer review programs that optimized the
collaborative aspect were viewed much more favorably. There was a general trend
suggesting that increased formality in the peer review process decreased its effectiveness.
[1] (see Section 9.3 - Technical Reviews)

9.2 Reviews

PRINCIPLE: The primary purpose of reviews is to ensure reports and other products are
accurate, timely, and usable. The review process is also used to improve the DME units and
provide insights to elevate the standard of practice in the field of digital and multimedia
forensics.
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REQUIREMENT: DME units shall have procedures for review processes that enhance the
accuracy, timeliness, and usability of their outputs while also identifying areas of improvement
in the practice of DME.

RECOMMENDATION: In order for reviews to focus on improvement, DME units should
build a healthy review culture which operates in a safe but effective context. A poorly run review
process can create hostility, minimize technical sharing, reduce morale, and result in delayed
output to customers.

9.3 Technical Reviews

PRINCIPLE: The purpose of the technical review is to identify and fix errors before a report is
released. Because technical reviews can take considerable time, they are best directed toward the
most important elements, the most complex tasks, and the tasks most likely to have problems.
The skills chart in Section 2.3 outlines task complexity. SWGDE 12-Q-001-2.0 Establishing
Confidence in Digital and Multimedia Evidence Forensic Results by Error Mitigation Analysis
describes types of errors [4].

Because technical reviews should be commensurate with the risks, this document defines four
levels of technical review: (1) Group/Sampling, (2) Focused Technical Review, (3) Full
Technical Review, and (4) Preliminary Review.

Group/Sampling: The goal of this type of review is to ensure that basic procedures are
followed, equipment and procedures are current and to identify ways to improve processing.
Group/Sampling means that a person who has expertise in acquisitions and digital forensics
looks at a sample of acquisitions performed and provides a report addressing the key factors with
the goal of process improvement. Note that this will not correct poorly done acquisitions but
should help prevent them in the future.

Focused Technical Review: This review is done by someone with sufficient expertise in DME
forensics to ensure that work performed was confined to the limited scope of Basic work as
defined in Section 2. Typically, this will be someone who has had training on the tool being used
and an understanding of the tool’s limitations, such as how timestamps can be misleading.

Full Technical Review: This is performed by someone with expertise in DME forensics who
has been found to have the skills required for independent examinations. The level of expertise is
expected to match or exceed the difficulty of the acquisition, analysis, or testimony being
reviewed.

Preliminary Review: This is performed as needed to ensure accuracy of partial findings
released before a final report.

REQUIREMENT: At a minimum, Group/Sampling shall be done for a sample of acquisitions
at the basic level as defined in Section 2 on an annual basis.
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REQUIREMENT: At a minimum, Focused Technical reviews shall be done for all analysis
work at the basic level as defined in Section 2 and for all acquisitions that will result in
testimony.

REQUIREMENT: At a minimum, Full Technical reviews shall be performed for all
acquisition, analysis, reporting, and testimony beyond the basic level, as defined in Section 2.

REQUIREMENT: Required Focused and Full Technical reviews shall be performed prior to
releasing the report or findings.

RECOMMENDATION: Preliminary reviews should be performed prior to releasing findings
which may result in substantive action.

RECOMMENDATION: The DME units should make an exception for exigent circumstances
such as when a crime is in progress.

RECOMMENDATION: The technical review should focus on the most challenging or error-
prone aspects of the case, taking into account the type of evidence, the tools used, and the
analysis performed, all with the overarching goal of ensuring the work provides accurate and
useful information to DME unit customers.

CONSIDERATION: Other technical review issues, such as adherence to correct procedures,
may be handled as part of the Administrative and Management Reviews.

Best practices for technical reviews:

e The review typically assesses if the work is responsive to the request, notes are
appropriate, and findings and any opinion are accurate and understandable.

e If the work deviated from standard DME unit practices, the technical review can
specifically address whether that work was correct.

e A technical review does not require redoing the entire examination — rather, the goal is
for an independent reviewer to evaluate whether the methods, findings, and report are
accurate, ultimately reaching the same conclusion through a fresh assessment. This
approach maximizes efficiency while preserving the integrity and objectivity that
independent review provides.

RECOMMENDATION: The technical review should also serve as a valuable forum for sharing
technical insights among staff.

RECOMMENDATION: The technical review process should be leveraged for DME unit
improvement, such as identifying gaps in procedures or training needs.

9.4 Administrative Reviews
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PRINCIPLE: The goal of administrative reviews is to ensure work conforms to key
administrative controls such as maintaining chain of evidence, abides legal, and other constraints
and is communicated accurately and clearly to users of the report.

Administrative reviews can be combined with technical reviews.

RECOMMENDATION: Administrative reviews should be a holistic look from evidence intake
through reporting and should confirm that:

The report is about the evidence source(s).
The report and the work performed remained within legal, customer and other
requirements (e.g., consent agreements).

e The DME unit’s policies, procedures, and discipline-specific best practices or other
sources were followed, as appropriate.

e The report clearly communicates the information.

PRINCIPLE: The administrative review process should be leveraged for DME unit
improvement. For example, if the DME unit notices that some procedures are not consistently
followed, this implies that the procedure is either out of date, unclear, or hasn’t been well
communicated to examiners. This will help keep the focus on improvement.

9.5 Management Reviews (Internal Monitoring)

PRINCIPLE: The goal of internal monitoring/management reviews is to look at how well the
entire quality management system is working together in order to identify areas of improvement.
These reviews can be focused on a particular issue or open-ended. Internal audits may be a
component of management reviews.

RECOMMENDATION: DME units should use internal monitoring to improve organizational
practices on a scheduled and on-going basis.

CONSIDERATION: Factors that a unit may want to review could include:

e Is the work being understood by the customer(s)? DME units that send examiners to
testify can get feedback from lawyers. Previously, testimony monitoring was
considered best practice; however, it has not been shown to be an effective control
except for evaluating new examiners or confirming suspected problems.

Could the submission and communication process be improved?
Is training adequate?

e Some specific issues that are recommended for periodic review include:
o Evidence management
o Equipment and tool management
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o Systemic checks of the adequacy of examinations and documentation, beyond
technical and quality reviews

RECOMMENDATION: DME units should stay vigilant if review processes are becoming
detached from the primary purpose or punitive in nature. For example, there can be a formal
check if the reviews are staying focused as a separate process or as part of other reviews.

9.6 Metrics and Tracking

REQUIREMENT: Metrics shall focus on the technical accuracy and usefulness of DME unit
output.

CONSIDERATION: Examination scope, complexity, context, and the compatibility of the
assigned examiner are key considerations. Given that cases are varied, it is not best practice to
use case completion as a primary metric for examiner performance. Timeliness is an important
aspect of usefulness, but so are the accuracy and understandability of findings.

REQUIREMENT: DME units shall ensure that examiner performance is evaluated based on
metrics beyond case completion rate.

PRINCIPLE: Keeping a DME unit effectively serving its customers is difficult given the rapid
pace of change in DME.

RECOMMENDATION: DME units should keep sufficient data so that evidence container
trends and tool capabilities can be identified which might improve unit capabilities and
responsiveness to customer needs.

CONSIDERATION: Metrics can be used to:

e Identify trends that may result in changes to DME unit operations or to support policy
changes outside the unit.

e Inform purchasing decisions (e.g., need equipment to support X type of devices, which
tools are more/less depended upon by examiners).

e Account for long-term hands-off cases when calculating turnaround time (e.g., brute
force, pending further investigative requests).

9.7 Audits (External)

There are many types of external audits, including accreditation to ISO/IEC Standard 17025 or
17020. Other independent bodies perform external audits as well. DME units performing audits
on each other are only semi-independent but still provide a valuable outside perspective. See
SWGDE 19-Q-001-2.0 Establishing a Quality Management System for a Digital and Multimedia
Organization under ISO-IEC 17025 or 17020 for more information.
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PRINCIPLE: The goal of an external audit is to provide feedback from an unbiased and
impartial source. It is very useful for pointing out organizational blind spots, bringing in best
practices from other organizations, and communicating the organization’s quality posture to
stakeholders.

RECOMMENDATION: DME units should use external audits to improve unit policies and
practices and to demonstrate adherence to best practices to external stakeholders.

CONSIDERATION: External audits are a powerful tool but can be expensive and time-
consuming. There is also the potential for an external audit team to be overly focused on doing
things “their way” or too focused on catching missteps, rather than looking at the unit’s overall
quality posture.

DME units can request focused external audits addressing the same considerations as described
in Management Reviews above.

9.8 Non-conformance

REQUIREMENT: A DME unit shall have a clear process for handling any work that does not
meet its procedures or client requirements (e.g., tool errors, chain of custody gaps, exceeding
legal authority, failed quality checks) and that ensures:

Roles and authority for managing the issue are identified;

Actions (e.g., stopping analysis, re-running exams, or holding reports) are based on
risk;

The issue is evaluated for significance, including whether past results may be affected;
The client is notified if there is a material change to a report or other output (including
amendments or recalls of reports); and

The nonconforming work and the resolution are documented.

9.9 Corrective Actions

REQUIREMENT: When an issue requires corrective action, the DME unit shall address the
problem and identify the root cause to prevent recurrence:

Control and correct the issue (e.g., stop affected analysis, fix the error, address
impacted cases).

Determine if similar problems exist or could occur elsewhere (e.g., across tools,
workflows, or analysts).

Take action to eliminate the root cause (not just the symptom).

Verify that the remedial action worked.

Update risk assessments and improve processes or policies if needed.
Document what went wrong, why it happened, what was done, and whether the
corrective action was effective.
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10. Legal Requirements
10.1 Overview

DME forensic examinations support both criminal and civil investigations. Regardless of the
type of investigation, DME units must be guided by appropriate legal authority, comply with
applicable discovery requirements, and maintain confidentiality before undertaking a forensic
examination. This section is written for DME units within the United States.

10.2 Authority

PRINCIPLE: DME examinations in criminal investigations are limited by the Constitution and
subject to regulation by federal, state and local laws. Limitations on forensic collection and
reviews in civil cases generally are guided by the federal and state rules of civil procedure,
consent, judicial order, or other agreements. DME units’ SOPs need to account for these
requirements and limitations.

REQUIREMENT: Prior to commencing work, DME units shall obtain and review the legal
authority to perform all requested digital forensic tasks on the submitted items.

REQUIREMENT: DME units shall ensure all staff involved in seizure, search, or analysis
clearly understand the relevant legal authority specific to each task, as well as any limitations
placed on such authority.

RECOMMENDATION: SOPs should address the potential for expanded legal authority to
cover additional examination processes.

CONSIDERATION:

e Limitations on legal authority may impact the extent of a forensic examination.

e DME units should have a procedure to communicate and reconcile any deficiency or
address any questions within the legal authority to supervisors, management, customer,
or legal authority. It may be helpful for the DME units to enlist the assistance of a legal
advisor or similar resource, either within or external to the organization.

e DME units otherwise proceed to accept and forensically examine digital devices within
the scope of the warrant, given the parameters set forth therein. If the examination and
analysis suggest that relevant artifacts may exist outside the authority of the existing
legal instrument, the DME units should consult with supervisors, management,
customers, or legal advisors, to clarify the scope or seek new authority accordingly.

RECOMMENDATION: DME units should train staff in their legal or other compliance
obligations and the associated impact on workflows. These may vary depending on their role.
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REQUIREMENT: DME units shall ensure there is an established procedure for staff and others
to communicate if they think that legal authority might have been exceeded.

CONSIDERATION: The DME organization should both foster an environment where
employees feel comfortable coming forward with concerns and create appropriate mechanisms
for communication.

10.3 Discovery

PRINCIPLE: Forensic based discovery obligations are designed to provide a process that is
both transparent and reliable. Allowing the results of forensic examinations to be subjected to
testing and review during discovery can help assure criminal defendants, opposing parties,
courts, the public, and other stakeholders that forensic results have been obtained through a fair,
unbiased and defensible manner, with a goal of learning the truth. A perception of bias, a lack of
transparency, or results that are insufficient or misleading can taint not just the way a DME unit
or practitioner is viewed but can cause a loss of confidence in the entire civil or criminal justice
system, or other adjudicative system or process (see Section 3.2 - Ethics for requirements and
considerations). Providing transparency in the discovery process also allows DME units and staff
members to fully comply with obligations under statute and rules of criminal or civil procedure.

REQUIREMENT: Examiners shall comply with all discovery obligations under federal, state,
and local law, relevant criminal or civil procedure rules, local court rules, and parent
organization policies and procedures. It is the examiner’s responsibility to understand their
obligations and ethical issues related to complying with the discovery process.

10.3.1 Confidentiality

REQUIREMENT: DME units shall prevent unnecessary disclosure of sensitive information
obtained in the course of their work. This requirement of confidentiality does not supersede
discovery obligations an examiner or organization may have.

REQUIREMENT: DME units shall train staff to appropriately maintain confidentiality of
sensitive information, and protect relevant materials, facts, or other information from disclosure,
as required by law, civil or criminal rules or procedure, or organizational policies and
procedures.

RECOMMENDATION: Conflicts identified between requirements for confidentiality and
discovery obligations should be referred to the DME units’ authorities, supervisors, managers,
customers, or legal counsel.

CONSIDERATION: DME units generate both written and electronic items of investigative
interest that are subject to both discovery requirements and confidentiality restrictions set forth
by law. At the completion of analysis, best practice is for an examiner to review material
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intended to be distributed for confidential or restricted information. All information should be
included in investigative notes, subject to subsequent redaction.

10.3.2 Special Situations (Brady v. Maryland and Giglio v. United States)

REQUIREMENT: DME units shall develop procedures to educate personnel about the
obligation to provide exculpatory and impeachment information.

CONSIDERATION: Examiners may not have sufficient contextual information to identify
information as potentially inculpatory or exculpatory or it may be outside the scope of the
examination.

RECOMMENDATION: DME staff and units involved in criminal investigations should be
mindful of obligations pursuant to Brady v. Maryland and Giglio v. United States, and other
requirements under law, to provide exculpatory and impeachment information.

RECOMMENDATION: DME units should consult with legal professionals in the development
of procedures addressing both Brady v. Maryland and Giglio v. United States and continually
review procedures to address any changes within the legal landscape that may affect operations.
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14. Appendices

14.1 Appendix A — Listing of all Requirements and Recommendations and if Documentation is Needed

Note: The requirements and recommendations are enumerated below in the order in which they appear in the document.
Where requirement is SHALL default to documentation. Where recommendation is SHOULD no documentation unless

implemented.
Citation # | Term Associated Requirement Documentation
. Sentence Text
found or Recommendation ?
DME units shall define the types of work performed and
types of evidence sources examined. The five
RQL SHALL REQUIREMENT components listed are used to explore risks. It is Yes
not required to use these terms.
DME units shall document an assessment of the risks
RQ2 SHALL REQUIREMENT associated with the work they perform. Yes
DME units shall document an assessment of the difficulty
RQ3 SHALL REQUIREMENT or complexity of the work that they perform. Yes
DME units shall document an assessment of the risk and
RQ4 SHALL REQUIREMENT complexity of the work they perform and tailor their Yes
quality practices accordingly.
RQ5 SHALL REQUIREMENT DME units shall have a code of ethics. Yes
DME units should incorporate periodic training,
RC1 SHOULD | RECOMMENDATION enforcement, remedle}tlon for non-compl}ance, and  lemaiie]
E— related processes. This program can be either standalone
or part of their parent organization.
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Citation #

Term
found

Associated Requirement
or Recommendation

Sentence Text

Documentation
9

SHALL

REQUIREMENT

DME units shall have a policy for preserving
confidentiality, either standalone or as part of their parent
organization. (See Legal Requirements Section 10.3.1

- Confidentiality).

Yes

SHALL

REQUIREMENT

DME units shall develop and plan specific actions aimed
at addressing cognitive bias within their operational
processes and its potential impact on the validity of
results. These planned actions must be
implemented/integrated to ensure a systematic approach
to minimizing the effects of cognitive bias.

Yes

RC2

SHOULD

RECOMMENDATION

DME units should stay up to date on research and

recommendations in the area of cognitive bias and related
subfields.

If Implemented

SHOULD

RECOMMENDATION

For comparative analytical tasks requiring reference
samples (e.g., photo of a suspect), DME units should
follow the principle of working from evidence to suspect,
and not from suspect to evidence, taking relative image
quality into consideration.

If Implemented

g

SHALL

REQUIREMENT

DME units shall manage their work to safeguard
impartiality.

Yes

g

SHALL

REQUIREMENT

DME units and personnel shall be aware that commercial,
financial, or other pressures have the potential to
compromise impartiality and have a plan to address

them.

Yes

SHALL

REQUIREMENT

DME units shall maintain physical security for the
infrastructure used for evidence processing including:

Yes
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e [mplementing means to prevent improper access
(e.g., doors, locks), mechanisms for indicating
improper access (€.g., alarms), and a means to
log access.
e Conducting regular periodic verification of
physical security measures.
e Documenting failures or problems with physical
security and steps taken to remediate the issue.
e Limiting physical access to infrastructure to
those with a legitimate business need.
Maintaining records of who has physical access.
Maintaining access logs (i.e., badge, logbook, or
surveillance).
e Removing access from personnel who no longer
need it in a timely manner.
DME units shall maintain security for its IT infrastructure
ROI1 SHALL REQUIREMENT used for evidence processing, working with their parent Yes
organization.
RC4 SHOULD | RECOMMENDATION DME units should implement systems to identify and il

alert unauthorized access to DME network infrastructure.

Quality Management System for Digital and Multimedia Evidence Units
SWGDE 25-Q-001-1.0

Version: 1.0 (6/9/2026)

This document includes a cover page with the SWGDE disclaimer.
Page 55 of 71




Scientific Working Group on
Digital Evidence

Citation # | Term Associated Requirement Documentation
. Sentence Text
found or Recommendation ?

DME units should use the following techniques:
e Administrative Rights

Networking

Software Configurations If Implemented

Internet Access

IT Procurement

e Cloud-based Services

RCS SHOULD | RECOMMENDATION

DME units shall determine and document what role(s)
SHALL REQUIREMENT personnel perform and establish the skills needed for the | Yes
role(s).

:
o

DME units shall ensure that all staff have the appropriate
SHALL REQUIREMENT skills for their roles prior to performing independent Yes
examinations.

=
>

DME units shall ensure that all staff maintain the required
SHALL REQUIREMENT skills and develop new skills as needed based on the work | Yes
performed by the DME unit.

DME units shall ensure personnel have demonstrated the

SHALL REQUIREMENT skills needed for the roles they perform.

Yes

DME units shall determine if personnel
SHALL REQUIREMENT are maintaining their skills and performance given the Yes
rapid pace of change in technology.

EIE|E
> |[l& | =

Skill determination shall be assessed using the
most appropriate method, as discussed in considerations.

=
3

SHALL REQUIREMENT Yes

DME units shall establish and document a policy for the
ongoing or periodic reassessment of personnel

=
%

Yes

SHALL REQUIREMENT
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competence. This policy shall include specific triggers for
immediate re-evaluation, such as:
e Changes to the examiner's core role or assigned

sub-discipline.

e The introduction of major new technology or
tools.

e [Extended leave of absence (e.g., long-term sick
leave, sabbatical) exceeding the unit’s pre-
defined threshold.

e Identified issues through performance
monitoring or technical reviews.

RQ19 SHALL REQUIREMENT Criteria for successful performance shall be established. Yes
The process for addressing unsuccessful performance

RQ20 SHALL REGEEEMENY (either initial or periodic) shall be documented. Yes
DME units shall maintain records of training, competence

RQ21 SHALL PrQUIREMEGY determination, and remediation activities. Yes
DME units shall ensure personnel operate within their

RQ2 SHALL REQIREMENT demonstrated competencies. Yes
DME units shall train personnel to perform activities
relevant to their role(s) in each DME sub-discipline,

RQ23 SHALL REQUIRERGT improve their skills, and meet the current and likely Yes
future needs of the unit.

RO24 SHALL REQUIREMENT DME units shall identify and provide resources for Yes

addressing exposure to disturbing material.
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DME units shall provide a clear explanation of the
RQ25 SHALL REQUIREMENT duties related to viewing and handling disturbing Yes
material.

DME units should train examiners on the risks of
RC6 SHOULD | RECOMMENDATION | exposure to disturbing material and strategies If Implemented
for maintaining well-being.

DME units should encourage activities which promote
mental well-being including self-care methods to ensure
RC7 SHOULD | RECOMMENDATION mental health (e.g., facilitate activities unrelated to work, [ If Implemented
allow for community engagement such as volunteering,
fostering social connections, and personal relationships).

DME units should actively promote well-being and safety
RC8 SHOULD | RECOMMENDATION | by evaluating and addressing employee mental health If Implemented
needs.

DME units should implement and periodically assess
policies and procedures to ensure that wellness
program(s) assess preventative, reactive, and

RC9 SHOULD | RECOMMENDATION | rehabilitative measures designed to ensure employee If Implemented
physical and mental well-being. This can be implemented
and maintained by the DME unit or sourced from a parent
organization.

Managers and employees should be trained to recognize

RC1O 130D HECOIITEINIDY - BION] the effects of over-exposure to disturbing material.

If Implemented
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DME units shall develop and publish standards of
SHALL REQUIREMENT personal conduct for employees that address suitability Yes
(see Section 3.2 - Ethics).

~
\®)
o)

DME units shall review prospective employees’
backgrounds for suitability and ensure their history of
conduct is in accordance with the organization's
standards, prior to allowing them to begin work.

Yes

:

RQ2 SHALL REQUIREMENT

DME units shall regularly review current employees’
backgrounds and conduct for suitability and ensure their
history of conduct is in accordance with the
organization's standards.

=
[\
o0

SHALL REQUIREMENT Yes

DME units shall develop policies to identify and mitigate
SHALL REQUIREMENT potential personal biases and conflicts of interest which Yes
could impact the unit’s work.

}g E
[9%) [\
() O

SHALL REQUIREMENT DME units shall document their management structure. Yes

DME units shall extend all applicable QMS practices,
SHALL REQUIREMENT control, and assurance to all outsourced digital forensic Yes
tasks.

=
=

DME units should evaluate their needs in order to choose
RCI11 SHOULD | RECOMMENDATION | and approve the appropriate external provider for If Implemented
outsourcing activities.

DME units shall have SOPs and supporting processes
that provide clear guidance to staff on day-to-day
activities to include, but not limited to, workflow, naming
conventions, and handling of work products.

=

3

\S)

SHALL REQUIREMENT Yes
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DME units shall review their procedures on a periodic

RQ33 SHALL REQUIREMENT basis but no less than annually. Yes
DME units shall establish a system for tracking version
history of policies and procedures and notifying members

RQ34 SHALL REQUIREMENT of updated versions to improve efficiency, manage policy | Yes

and procedure changes, maintain an audit trail, prevent
error, and ensure accountability throughout the unit.

A procedure shall be established to manage deviations

RQ35 SHALL REQUIREMENT from SOPs, and all deviations shall be properly Yes
documented.
DME units shall protect the integrity of all original
evidence by using physical and logical access controls,
RQ36 SHALL REQUIREMENT chain of custody during transfers, and by hashing Yes
evidence.
For controlled access information such as CSAM,
RO37 SHALL REQUIREMENT national securi?y data, or trgde secrets, all access shall be Yes
recorded even if the access is temporary, such as viewing
the CSAM.
DME units shall protect the IT and physical infrastructure
RQ38 SHALL REQUIREMENT used to process DME. (See Section 4.3 - IT Security and | Yes
Infrastructure).
DME units shall have a plan for protecting data to
RQ39 SHALL REQUIREMENT account for the potential for accidental or malicious loss. Yes
RO40 SHALL REQUIREMENT DME units shall have a process for managing evidence Yes

that addresses custodial tracking, data integrity,
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and evidence availability. (see Section 6.6 -
Administrative Records)

DME units shall have a policy for data archival and
disposal. Best practices in data destruction and media

RQ41 SHALL REQUIREMENT sterilization or sanitization shall be followed to ensure Yes
evidentiary information is protected.
RC12 SHOULD | RECOMMENDATION The DME units should have an evidence-processing e

sequence based on capabilities.

Documentation shall be sufficient to allow the original
examiner to explain their work, enable another competent
RQA42 SHALL REQUIREMENT person of similar qualifications to repeat the process, Yes
reproduce the results, and facilitate a meaningful
technical review.

DME units shall have a records retention policy within
RQ43 SHALL REQUIREMENT the constraints of any parent organization policies, Yes
relevant laws, or external commitments.

DME units shall assess all tools prior to use and address
whether the tools are based upon sound scientific
principles and practices and are meeting the need

to acquire or analyze evidence. The assessment does not
need to comprehensively test all tool functions but instead
needs to focus on capabilities utilized and limitations
since more specific testing can be done as needed to
support specific cases.

RQ44 SHALL REQUIREMENT Yes
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The DME unit shall document when a tool is selected or
RQ45 SHALL REQUIREMENT authorized for use in the unit including what assessment | Yes
method was performed and any key limitations.

DME units shall maintain documentation about tool
RQ46 SHALL REQUIREMENT versions in use to include the date it was approved for Yes
use.

Assessment of tool updates shall include a review of
release notes to inform examiners of
R4/ SHALL REQUIREMENT changes, functionality updates, or limitations, but the Yes

update assessment need not be as in-depth.

DME units should weigh potential benefits of new tool

RC13 SHOULD | RECOMMENDATION . : ; . .
versions against operational risks of upgrading.

If Implemented

DME units should define a policy for when and how tool
RC14 SHOULD | RECOMMENDATION | updates are deployed in relation to active case timelines If Implemented
and case closure.

DME units should consider their ability to manage and

RCIS S13(OI0IEIRH || FCONI ISNIDY MO effectively use selected tools.

If Implemented

Examiners shall consider whether existing assessment
information is sufficient for how a tool is being used for
that case. DME units shall either collect additional data or
RQ48 SHALL REQUIREMENT clearly qualify findings by disclosing the limitations of Yes
the assessment. (See Section 8.3 - Reports and

Explanations.)
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RO49 SHALL REQUIREMENT DME units shall perfprm case spemflc testing as Yes
RQ49 necessary to support interpretations or conclusions.
DME units shall describe the reliability and limitations
RQ50 SHALL REQUIREMENT that are specific to the tools used or specific to the case, Yes

the report, or the output.

DME units shall monitor tool performance within the unit
and across the community to stay abreast of potential

RQ51 SHALL REQUIREMENT issues. At a minimum, units shall monitor information Yes
from their tool vendors.
DME units shall share information within

RQS52 SHALL REQUIREMENT the organization and update how the tool is used based on | Yes
the findings.
DME units shall notify the developer or vendor of a

RO53 SHALL REQUIREMENT forensic tool if an anomaly, issue, or limitation Yes

is identified that could materially affect the examination
results.

DME units should encourage and maximize the sharing
of technical and legal information with the professional
community, especially when that information relates

to emerging issues, substantive challenges, and solutions.
RCI16 SHOULD | RECOMMENDATION | This sharing process amounts to technical assistance and | If Implemented
helps the local staff as well as the larger professional
community. This is especially true with detailed technical
testing of technology or forensic tools. Community
sharing solutions also add workflow efficiency.
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DME units should establish a protocol for when a
significant bug or tool limitation is identified. This
RC17 SHOULD | RECOMMENDATION | protocol should involve a review of potentially affected If Implemented
work and potential remediations. (See Section 8.4 -
Communication of Issues, Limitations, and Problems)

DME units shall have a mechanism to describe their
capabilities and processes to customers and ensure
customers are made aware of the unit’s and examiners’
skills, capabilities, training, experience, and limitations.

RQ54 SHALL REQUIREMENT Yes

DME units shall communicate with customers during the
course of an examination. At a minimum this shall
RQ55 SHALL REQUIREMENT include: the scope and requirements of the request, the Yes
desired nature of the deliverable or output, and any
limitations to the analysis or interpretations of the results.

DME units shall strive to create reports or other outputs
that are understandable by the intended audience. At
RQ56 SHALL REQUIREMENT minimum, the report shall include who performed the Yes
work, the request, evidence examined, methods used, and
the results of the examination.

DME units should offer assistance to customers to help

RCI18 SHOULD | RECOMMENDATION If Implemented
them understand a report.
ROQS57 SHALL REQUIREMENT Where applicable, DME units shall provide testimony Yes

understandable by the intended audience.
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RC19 SHOULD | RECOMMENDATION | Lt @ DME unit offers testimony, the unit should If Implemented
incorporate training on the effective delivery of results.
DME units that provide testimonial evidence should
RC20 SHOULD | RECOMMENDATION implement measures to ensure quality testimony is e

provided, such as initial training, mock trials, testimony
monitoring,

DME units should not use error rates to describe most
digital analysis. For additional information on the
RC21 SHOULD | RECOMMENDATION | analysis of error rates and alternative methods to address | If Implemented
errors, see NISTIR 8354 Digital Investigation
Techniques: A NIST Scientific Foundation Review.

RC2D SHOULD | RECOMMENDATION DME‘ umtg shoulq describe limitations of methods as e
— described in Section 8.4.

0 DME units shall disclose issues and errors that
RQ58 SHALL Y . could impact any resulting analysis. Yes

DME units shall have a process for receiving both
positive and negative feedback, identifying actionable

RQ59 SHALL REQUIREMENT . . S o Yes
information, determining its accuracy, and providing a
response, when warranted.
DME units should have a policy for public

RC23 SHOULD | RECOMMENDATION | communication and an effective mechanism for this If Implemented
communication.

RO60 SHALL REQUIREMENT DME units shall have procedures for review processes Yes

that enhance the accuracy, timeliness, and usability of
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their outputs while also identifying areas of improvement
in the practice of DME.

In order for reviews to focus on improvement, DME units
should build a healthy review culture which operates in a
RC24 SHOULD | RECOMMENDATION | safe but effective context. A poorly run review process If Implemented
can create hostility, minimize technical sharing, reduce
morale, and result in delayed output to customers.

At a minimum, Group/Sampling shall be done for a

RQ61 SHALL REQUIREMENT sample of acquisitions at the basic level as defined in Yes
Section 2 on an annual basis.
At a minimum, Focused Technical reviews shall be done
for all analysis work at the basic level as defined in
RQ62 SHALL REQUIRENEHSY Section 2 and for all acquisitions that will result in Yes
testimony.
At a minimum, Full Technical reviews shall be performed
RQ63 SHALL REQUIREMENT for all acquisition, analysis, reporting, and testimony Yes
beyond the basic level, as defined in Section 2.
RO64 SHALL REQUIREMENT Required Fogused and Fqll Technical rev1ewslshall be Yes
performed prior to releasing the report or findings.
RC25 SHOULD | RECOMMENDATION | Freliminary reviews should be performed prior to If Implemented
releasing findings which may result in substantive action.
RC26 SHOULD | RECOMMENDATION The DME unit should make an exception for exigent il

circumstances such as when a crime is in progress.
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The technical review should focus on the most
challenging or error-prone aspects of the case, taking into
account the type of evidence, the tools used, and the
analysis performed, all with the overarching goal of
ensuring the work provides accurate and useful
information to DME unit customers.

RC27 SHOULD | RECOMMENDATION If Implemented

RC28 SEOULE | RICOMMENDATION | o el iesen Siema sl s i o velnle If Implemented
forum for sharing technical insights among staff.

The technical review process should be leveraged for
RC29 SHOULD | RECOMMENDATION [ DME unit improvement, such as identifying gaps in If Implemented
procedures or training needs.

Administrative reviews should be a holistic look from
evidence intake through reporting and should confirm
that:

e The report is about the evidence source(s).

e The report and the work performed remained

RC30 SHOULD | RECOMMENDATION within legal, customer and other requirements If Implemented
(e.g., consent agreements).

e The DME unit’s policies, procedures, and
discipline-specific best practices or other sources
were followed, as appropriate.

e The report clearly communicates the information.

DME units should use internal monitoring to improve
RC31 SHOULD | RECOMMENDATION | organizational practices on a scheduled and on-going If Implemented
basis.
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DME units should stay vigilant if review processes are
becoming detached from the primary purpose or punitive
RC32 SHOULD | RECOMMENDATION | in nature. For example, there can be a formal check if the | If Implemented
reviews are staying focused as a separate process or as
part of other reviews.

Metrics shall focus on the technical accuracy and

RQ65 SHALL REQUIREMENT usefulness of DME unit output. Yes
ROG6 SHALL REQUIREMENT DME units shall ensure Fhat examiner perforrnan.ce 1s Yes
evaluated based on metrics beyond case completion rate.
DME units should keep sufficient data so that evidence
RC33 SHOULD | RECOMMENDATION container trends and tool capabilities can et

be identified which might improve unit capabilities and
responsiveness to customer needs.

DME units should use external audits to improve unit
RC34 SHOULD | RECOMMENDATION | policies and practices and to demonstrate adherence to If Implemented
best practices to external stakeholders.

A DME unit shall have a clear process for handling any
work that does not meet its procedures or client
requirements (e.g., tool errors, chain of custody gaps,
exceeding legal authority, failed quality checks) and that
SHALL REQUIREMENT ensures: Yes
e Roles and authority for managing the issue are
identified;
e Actions (e.g., stopping analysis, re-running
exams, or holding reports) are based on risk;

~
N
=
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e The issue is evaluated for significance, including
whether past results may be affected;

e The client is notified if there is a material change
to a report or other output (including amendments
or recalls of reports); and

e The nonconforming work and the resolution are
documented.

When an issue requires corrective action, the DME unit
shall address the problem and identify the root cause to
prevent recurrence:

e Control and correct the issue (e.g., stop affected
analysis, fix the error, address impacted cases).

e Determine if similar problems exist or could occur
elsewhere (e.g., across tools, workflows, or
analysts).

e Take action to eliminate the root cause (not just
the symptom).

e Verify that the remedial action worked.

e Update risk assessments and improve processes or
policies if needed.

e Document what went wrong, why it happened,
what was done, and whether the corrective action
was effective.

RQ68 SHALL REQUIREMENT Yes

Prior to commencing work, DME units shall obtain and
RQ69 SHALL REQUIREMENT review the legal authority to perform all requested digital | Yes
forensic tasks on the submitted items.
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DME units shall ensure all staff involved in seizure,
search, or analysis clearly understand the relevant legal

RQT0 SHALL REQUIREMENT authority specific to each task, as well as any limitations Yes
placed on such authority.
RC35 SHOULD | RECOMMENDATION SOPs should address the potential for expanded legal  lemeia

authority to cover additional examination processes.

DME units should train staff in their legal or other
RC36 SHOULD | RECOMMENDATION [ compliance obligations and the associated impact on If Implemented

workflows. These may vary depending on their role.

DME units shall ensure there is an established procedure
RQ71 SHALL REQUIREMENT for staff and others to communicate if they think that Yes
legal authority might have been exceeded.

Examiners shall comply with all discovery obligations
under federal, state, and local law, relevant criminal or
civil procedure rules, local court rules, and parent
organization policies and procedures. It is the examiner’s
responsibility to understand their obligations and ethical
issues related to complying with the discovery process.

RQ72 SHALL REQUIREMENT Yes

DME units shall prevent unnecessary disclosure of
sensitive information obtained in the course of their work.
RQ73 SHALL REQUIREMENT This requirement of confidentiality does not supersede Yes
discovery obligations an examiner or organization may
have.

DME units shall train staff to appropriately maintain

RQ74 SHALL REQUIREMENT confidentiality of sensitive information, and protect

Yes
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relevant materials, facts, or other information from
disclosure, as required by law, civil or criminal rules or
procedure, or organizational policies and procedures.

Conlflicts identified between requirements for
confidentiality and discovery obligations, should be
referred to the DME units’ authorities, supervisors,
managers, customers, or legal counsel.

RC37 SHOULD | RECOMMENDATION If Implemented

DME units shall develop procedures to educate personnel
RQ75 SHALL REQUIREMENT about the obligation to provide exculpatory and Yes
impeachment information.

DME staff and units involved in criminal investigations
should be mindful of obligations pursuant to Brady v.
RC38 SHOULD | RECOMMENDATION | Maryland and Giglio v. United States, and other If Implemented
requirements under law, to provide exculpatory and
impeachment information.

DME units should consult with legal professionals in the
development of procedures addressing both Brady v.
RC39 SHOULD | RECOMMENDATION | Maryland and Giglio v. United States and continually If Implemented
review procedures to address any changes within the legal
landscape that may affect operations.
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14.2 Appendix B — Sample Attestation

This appendix provides an example of an attestation form as referenced in Section 7.3.2.

Company Name DBA

Product(s) Can apply to one tool or whole product line.
Include specific version numbers.
Attestation shall be for the current version.
Vendors can use a “statement” for subsequent releases in the same version.
(Statement will be something like: Changes made in release X have been
tested using the same method as the previous attestation. It is anticipated
that the statement will be included in the Release Notes. Note that the
statement is only saying that the changes were tested, not the entire
product.)

Signature Authorized Company Official

Other Important Metadata

Contact for reporting bugs and other issues. (coordinated vulnerability
disclosure)

Test Purpose/Scope

Overview

Requirements/Specifications

This is a list of which specific features are covered in the attestation. This
may be a subset of all the features that are in the tool.

Test Methodology

How was each feature tested (can be grouped)

If tested with a known dataset, list artifacts in the known dataset that were
included in the test.

Describe different methods if used.

Setup

What types of hardware/software were included in the testing (e.g., classes
of mobile devices)

Limitations

This is likely to be blank, but the vendor can include it.

See CISA sample form at https://www.cisa.gov/sites/default/files/2024-
04/Self Attestation Common_Form_ FINAL 508c.pdf
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