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Intellectual Property:
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Individuals may not misstate and/or over represent duties and responsibilities of SWGDE work.
This includes claiming oneself as a contributing member without actively participating in
SWGDE meetings; claiming oneself as an officer of SWGDE without servingas such; claiming

sole authorship of a document; use the SWGDE logo on any material and | m vitae.
Any mention of specific products within SWGDE documents is for info @ ses only;

it does not imply a recommendation or endorsement by SWGD

SWGDE Best Practices for Handling Damaged Hard Drives
Version: 1.0 (September 05, 2014)
This document includes a cover page with the SWGDE disclaimer.
Page 2 of 8



ST Scientific Working Group on
N Digital Evidence

.
A
705~ 30

&
5
x
&
A
S
=
=
)
=
Z,

SWGDE Best Practices for Handling Damaged Hard Drives

Table of Contents

1. Purpose

2. SCOPEC ceuererrrressnressssrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssasssssssssssssssssssssssssssssssssssssssssnssssss

3. Limitations

4. Evidence Collection of Known Damaged Magnetic Media
4.1 Water Damage.......cceeevuvieiiiiieiiieeeieeeiee et eeieeeeieeeseege e S e veeeevee e ok ee e ens
TSP D) (o)) 0156 O SUURURRRIUURRUPROPRRREP” AU USSRy SRR
4.3  Fire Damage........ccccovoveeiieenieeiienieeieeieeeeseeeeee gt e i
4.4  Unknown Drive Failure.........cccoooevveevenenenne Gl
4.5  Broken Pieces........ccoooiriieniienieniienieneen G

5. Qualifications for a Technician Performing for Me

6. Evidence Packaging /Transport..........coeee. Siiaeeeeeenee

7. Additional Guidance

8. References

SWGDE Best Practices for Handling Damaged Hard Drives
Version: 1.0 (September 05, 2014)
This document includes a cover page with the SWGDE disclaimer.
Page 3 of 8



Scientific Working Group on
Digital Evidence

1. Purpose

The purpose of this document is to describe the best practices for handling magnetic media hard
drives when the data cannot be accessed via the guidelines provided in the SWGDE Best
Practices for Computer Forensics.

2. Scope

This document provides basic information on the handling of damaged magnetic.media and the

magnetic media nor should it be construed as legal advice.

3. Limitations

This document does not cover all digital devices that may ¢
information (e.g., solid-state drives, flash media,

This document only discusses those devices curr
technologies will be addressed in future re

Hard drive data recovery techniques ed by properly trained personnel.
Performing traditional computer forenSigyimiagi iques on a failed or failing hard drive
may cause evidentiary data t raditional computer forensic examiners should
never open the drive chassi

4. Evidence Collectio amaged Magnetic Media

provided belo consider the following:

or media recovery should consult with the investigator to

ally, there may be a need to conduct traditional forensic processes on media, e.g.
DNA, latent prints, etc. The processes are case dependent and should be discussed with
the investigator to determine the need for such processing as well as the order in which
the processes should be performed.
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4.1 Water Damage
If a hard drive was recovered from water or other liquids, DO NOT attempt to power.
Shipping of water damaged media:

o If'the drive is known to have been submerged for 24 hours or less at a depth of 2 feet or
less, DO NOT package it in the original liquid. Package the drive in an anti-static bag
with desiccant gel packs and ensure the drive is protected on all sides by at least 3 inches
of padding.

o Ifthe drive has been submerged for more than 24 hours and/or af'a ater than 2

hazard or dangerous substance).

o Water damaged items need to be shipped to the reco

4.2 Dropped

If a hard drive was dropped or known to ha' er-on the drive. With any
include a cover sheet indicating that the
drive has been dropped and whether. wn to have been powered on at the

time of the drop.

4.3 Fire Damage

If a hard drive was in a fire
with silica gel packsg

ished with water, package the drive in anti-static bag
protected on all sides by at least 3 inches of padding.
as possible and notify the technician responsible for

If a hard drive was was extinguished on its own and/or reached a temperature of
! g then DO NOT power-on the drive.

signs of damage. However, once powered on, the drive starts clicking or makes a musical type
tone. These are"indications of drive failure and the drive should be immediately powered-off and
sent to the technician responsible for media recovery.

If the drive fails to power-on, or there are burn marks on the PCB, then the drive should be sent
to the technician responsible for media recovery.
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4.5 Broken Pieces

If the hard drive has any pieces broken, attempt to recover as many pieces as possible and send
all recovered pieces with the drive to the technician responsible for media recovery.

o It is especially important to recover any electronic components that belong to the PCB.

o Attempt to recover and keep intact any labels or other components with identification
markings.

Multimedia Evidence.

¢ Atechnician performing media recovery should h
culminate in a competency in all of the following a

o Advanced imaging techniques appli data hard drives with
problematic sectors.

o Advanced soldering techniq ive circuitry, e.g. Surface
Mount Technology (SMT).

o Cleaning, repairing, i hardidsive internals to include the head stack
assembly (HSA), the the transplanting of platters.

Refer to SWGDE Best Practices for Computer Forensics for guidance on equipment preparation,
acquisition, analysis, documentation, and reporting.
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8. References
The following SWGDE documents are referenced in this document:

*  SWGDE Data Integrity within Computer Forensics

o  SWGDE/SWGIT Guidelines & Recommendations for Training in Digital & Multimedia
Evidence

Access the most current version of these documents at www.swgde.org.
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