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1. Purpose

The purpose of this document is to provide best practices for acquiring video, audio, and
associated data evidence from digital video recorders (DVRs).

These guidelines may also be used to assist agencies when developing standard operating
procedures (SOPs) for the acquisition of video and audio evidence from digital video recorders.

2. Scope

Consumer-grade DVRs are designed for data to be exported by a
experience. This document identifies a forensic workflow for a

3. Limitations

do not have experience acquiring video eviden
document; for more information on these oyiti
Retrieval of Digital Video [1].

This document describes procedure identiary value from consumer-

, such as video capture, are not

addressed.
This document does not ad, rdings. For more information on cloud-based
recordings, see SWGDE Be ] igital and Multimedia Evidence Video Acquisition

from Cloud Storage,

ter forensic examination. In rare cases where exporting
1d is not practical or feasible, data recovery may require
removal of the rec@ 1 d the inclusion of a computer forensic examination workflow.

4. Typ i 20 Recorders

e primarily found in residential, commercial, or governmental
include these major types:

and-Alone Embedded Digital Video Recorder

Stand-Alone Network Video Recorder

Hybrid Digital Recorder

Dedicated Computer

Personal Computer

Server-Based (only accessible by client station)

institutions

v v Vv Vv Vv Vv
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4.1 Stand-Alone Embedded Digital Video Recorder

Menu-driven device containing a recording system that typically uses a proprietary
operating system to convert analog video to digital data and store it.

4.2 Network Video Recorder

Menu-driven device containing a recording system that typically uses a proprietary
operating system to accept a digital stream and store it (the conversion from analog to
digital occurs on the camera).

NOTE: IP cameras may have the capability of recording multimedi grd on the

camera as the primary recording or as a backup.

4.3 Hybrid Digital Recorder

Menu-driven device capable of recording both a networ
analog signal.

4.4 Dedicated Computer
PC-based proprietary system dedicated to recording vi

gital)

4.5 Personal Computer
Standard personal computer running vadeo r
4.6 Server Based
Network accessed storage (N A« ored*@ither locally or remotely.

ding so and likely other software.

5. DVR Recordings

When acquiring video evid i tain the highest quality data from the DVR.
Most DVRs allow for the e . Consideration should be given to the following:

duld be the*first choice when exporting video and audio evidence.
ilable, the proprietary player or codec should be downloaded while on

secondary export of an open file format may also be obtained, time and
afety permitting.
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6. Compression

Compression encodes data to reduce the amount of storage used within the DVR. DVRs vary in
the amount and type of compression applied to the recordings. Compression settings are usually
chosen when the DVR is initially configured. The compression settings should be documented
before acquisition. Adjusting the settings during acquisition is not recommended; it will not
improve the quality of video that has already been recorded.

» A review of the live monitor may appear to be of better qualit the actual

recorded video because compression has not yet occurred

7. Legal Considerations

Proper legal authority should be obtained before seizing o i nce from a
DVR. Refer to organizational policy regarding specific req nts, consent, or
exigent circumstances.

8. Recommended Equipment

The following is a list of equipment that wi ist the acquisition of video and audio
evidence from DVRs: (Note: “bold” text indic equipment.)

» Devices

: flia drive (may be peripheral or built-in)
work port (RJ45)

Scan converter

USB mouse
Monitor
=  USB keyboard
» Media

=  Optical disc media (e.g. CDs, DVDs, Blu-ray, etc.)
= USB flash drives (variety of sizes 1GB and larger)
= External hard drive
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» Cables

o

Composite cable

USB extension cable
°  Network cable

°  BNC to RCA adapters
°  VGA to DVI adapter

» Other items

= Digital camera

= Flashlight

=  Mirror

*  Archival media markers'

= Batteries

= Power strip and extension cord

o

=  Gloves

= Documentation (chain of custody, notes sent
= USB splitter

= Ladder

= Phillips and flathead screavdri
» Evidence packaging

9. Steps to Take Prior to Acquisi

mation is not known by the system owner/operator.

¢ whether the relevant video is still on the DVR.

view the area of interest.

¢ how much data needs to be acquired.

etermine the best method for acquisition.

nvass the area for other existing recording devices.

» To prevent tampering, consider isolating the device from any outside network
connection (do not disconnect active IP cameras).

» Consider disabling any additional monitors.

!'Solvent-based permanent ink markers should not be used for labeling optical media discs; use water- or alcohol-
based ink markers designed specifically for disc media. For information on how permanent ink markers may affect a

disc’s data-storing layer, see https://www.tapeonline.com/using-permanent-ink-markers-on-cds-dvds.
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10. Steps to Take During Acquisition

Notes should be kept during the acquisition process (see Appendix A: Sample Audio/Video
Field Retrieval Worksheet at the end of this document for an example). Photographs may also
be used in lieu of, or in addition to, written notes.

10.1 Items that should be documented
» Scene contact information:

= Scene address
= Scene point of contact and telephone number

Type of DVR
Make, model, and serial number of DVR
DVR password(s) and username(s)

Number of cameras capable of recording a

v v Vv Vv Vv

°  NOTE: Do not change the t;
Calculate if there is a ti
reference, such as the, Na

clock
° Applications are availab devices that will assist with the offset
calculations.
10.2 Additional items t documented (if possible)
» Number of of recording and number of microphones

connected

Alarm or motion trigger settings for cameras
System firmware version

= Logs may be exported directly or documented through photographs of system
display, depending on the system

» Also consider photographing the DVR system, cameras, and connections or
sketching camera placement (if necessary).
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11. DVR Outputs

Multiple factors, including the amount of evidence to be collected, will determine which
output option should be selected from those available.

» DVRs that record in a proprietary file format may use an associated viewer
application for playback of output files. You may have to manually select this
option to copy the viewer along with video files.

» Some DVR systems limit the amount of data that can be retz
(downloaded/exported) at a time. This limit may not be sj
manual or known to the manufacturer.

11.1 USB Devices

Generally, the DVR’s software will have an archive, ba. ction with
which you can offload the data directly to the device
recognize the USB device:

» Formatting the attached USB devic ng system may be
necessary. Formatting attached

» The USB device’s capacity may b DVR to recognize. Consider
trying another USB device o

» A broken USB port may also pr evices from being read or recognized

by the DVR. Indicato ive, 1f present, may help to determine if the
port is function

11.2 Optical Media

DVRs may have an o er t0 output recorded data. Generally, the DVR’s

copy, or export function with which you can output
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11.3 Network Connection

Many DVRs have network ports. Furthermore, many DVRs have their own proprietary
network viewer software that allows for playback and output of the recorded data.

A computer can be connected to the DVR with an ethernet cable to transfer data. Prior to

transfer, the network viewer software may need to be installed on the connected computer,
although some DVRs will have the viewer available through a web browser. Any setting(s)
changed to facilitate connectivity should be made on the destination computer, if possible,
rather than on the DVR.

» Network viewers may only allow for viewing the video ad of an
open file format.

» The IP address may be obtained from the DVR
are installed on the DVR system for easy acc

appropriate IP address.

» You may need to change securi rowser to transfer the

data.

» Document the original IP addre
Some DVR systems l@xe a li
transferred.

ings

f th
on t

R as well as any changes made.
mount of data that can be

12. Removal of DVR Unit

In certain circumstances it to seize the DVR for submission and/or

examination by an ag
ence is too large to be downloaded on scene.
son the DVR may not be functioning.

ay need to be seized to protect the evidence, or if continued

cess could impact an ongoing investigation.

cquisition of data directly from the hard drive is the most appropriate way

maining to obtain relevant data and metadata.

» If'the area of interest is not found or believed to be "Deleted" or otherwise
inaccessible.

» All other attempts to export data have failed.

If the video is viewable on scene, make a copy of the playback with a recording device (using an
analog video recorder or digital recorder) before powering down the DVR. The DVR should be
properly powered off before removal, either through system settings or a power switch before
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unplugging the machine. Collect all relevant components of the system (e.g. power supply,
remote control, manual).
13. Steps to Take After Acquisition and Prior to Leaving Scene

» Complete all the necessary documentation.
= Initiate a chain of custody for the evidence, per organizational policies.

» Collect all required video data and proprietary playback sofi

to the system settings have been restored).

» Any evidence stored on a temporary storage
rewritable media) should be transferred to

» Refer to SWGDE Best Practices for Mamtal
and local organizational SOPs for
acquired data.
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Appendix A
Appendix A Sample Audio/Video Field Retrieval Worksheet

AUDIO/VIDEO FIELD RETRIEVAL FORM

Incident #: Offense Type:

Location (Address):

Scene Point of Contact:

Scene Point of Contact Telephone Number:

Date & Time of Offense:

Date & Time of Acquisition:

Date & Time- Actual:

DVR Recording Date & Time Difference to Actual (Time Offset):

DVR Type & Manufacturer:

DVR Model #:

DVR Username:

AVAILABLE):

Earliest Recorded Date/Time: Manual for DVR available? ] Y [ N

Storage Capacity: Overwrite Enabled: [] Y [J]JN  Firmware Version:

# of Cameras Possible: Attached to the DVR: Cameras Exported:
Camera Resolution: Rate: Logs Present: Y [N  Logs Exported: [} Y [IN
Image Quality: Low E] Other Camera Settings (e.g. alarm or motion triggered):

Starting Date & Ti Ending Date & Time of Selection:

Media Backup Format Media Copied to: DVD CD Flash Drive Other

Notes:

* Native/proprietary video files should be the highest priority. « Verify video exported on a separate PC prior to leaving
scene if possible. < Create a hash value for any video retrieved. * Begin Chain of Custody immediately. < Properly label
and protect all electronic evidence. * Do not use ball point pens or stickers on CDs, DVDs, or other disc-based media.

* Fill out as much information as you have available on this form. < Retain this form as part of the case file.
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