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1. Purpose

The purpose of this document is to provide recommendations on the use of Historic Cell Site
Location Information contained in Call Detail Records (CDR) when conducting Cell Site
Analysis.

2. Scope

This document provides information and recommended guidelines for using Hhistoric Cell Site

audience for this document are practitioners who have training, knowle
using these investigative techniques, which may include investigat

procedures. This document is not all-inclusive and does not 3siblc scenario
related to Cell Site Analysis, and it should not be confuse i i sics. Refer to

means, including law enforcement surveillance a

devices with cell site information, mobile devi cation data that may exist in

cloud-based or remote locations. While obt 'mn i ation through other means
can be invaluable, the focus of this docume 1 1 Cell Site Location
Information contained within the CDRs, as m, i the cellular service providers relative
to Cell Site Analysis.

3. Definitions

details, readers may refer to\more technical resources defining these terms, such as the Third
Generation Partnersha uropean Telecommunications Standards Institute
(ETSI).

. Bea pEABW): The coverage that is not always reported by a cellular

communications event. This data includes such items of data as the phone

dialed, durations of phone calls, phone numbers involved in text messages,

rotocol (IP) addresses involved in data transactions, etc. This data does not
include the contents of any electronic communications.

= Antenna: An electrical device which converts electric power into radio waves, and vice
versa. It is usually connected with a radio transmitter or radio receiver and can be
mounted on various structures including poles, masts, towers, etc.

* Automated Cell Site Analysis Mapping Program: Software that automates the analysis

and plotting of locations contained within the CDRs.
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Azimuth: Is a compass bearing and represents the orientation of a directional cellular
antenna.

Base Transceiver Station (BTS): Equipment that facilitates wireless communication
between user equipment and the network. User equipment includes devices such as
mobile devices or computers with wireless Internet connectivity. The network can be any
of the wireless communication technologies like GSM and CDMA.

Beamwidth: The radio frequency arc of an antenna, measured in dg Vith a cell site

represents the Horizontal Beamwidth (HBW) of a dth (VBW)

can represent an antenna’s uptilt or downtilt.
Call Detail Record (CDR): Records maintained by 1der capturing
1nf0rmat10n typlcally needed to accurate 1 or, in'the case of a prepaid

duration, source identifier, dest1nat1 or the amiount of data transmitted or
received.
Cell Site: A cell site is a phy contains the equipment needed to receive
and transmit radio sign data transmission and may consist of

voice a
equipment from one ephone companies. Cell sites are designed to
provide radio frequ phic areas.

Cell Site Analysis: i istorical records provided by the cellular companies,
place a particular cellular device within an

cellular system antennas with sector information that is
provider. Cell site lists typically contain the latitude and longitude of
pecific sector information including the azimuths and beamwidths of

services to an end user including radio spectrum allocation, wireless network
infrastructure (antennas and switches), backhaul infrastructure, provisioning computer
systems and repair organizations. Examples of cellular network providers are AT&T, T-
Mobile, and Verizon Wireless. This can also be known as cellular network operator,
mobile network operator, and wireless carrier.
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Version: 3.0 (3/3/2025)
This document includes a cover page with the SWGDE disclaimer.
Page 4 of 22



Scientific Working Group on
Digital Evidence

Code Division Multiple Access (CDMA): A spread spectrum technology for cellular
networks based on the Interim Standard-95 (IS-95) from the Telecommunications
Industry Association (TIA). Is a form of multiplexing a radio signal that allows multiple
signals to occupy a single transmission channel.

Distributed Antenna System (DAS): A network of relatively small antennas linked to a
centralized base station within a geographic area or structure.
DRAS: Dialing, routing, addressing, and signaling information of
communication events including phone calls, text messages, da
etc.

Drive Scan Test: See Radio Frequency Survey.
Fifth Generation/Fifth Generation New Radio (5

Fourth generation Long Term Evolutio
communication of high-speed data for devices.

Geolocate: Real-time, precision location device in a surveillance
capacity. Geolocates are commonly s “pings’” and will normally reflect a
latitude and longitude along wi Geolocates may be produced through
various means, and several m oviders can provide law enforcement
geolocates on a target dews equire some form of legal process.

stem for determining position via latitude and

the Int8fpet, and most Intranets, via packets of data.

Latitude and Longitude: A coordinate system that enables every location on the Earth
to be specified by a set of numbers.

Mobile Virtual Network Operator (MVNO): A wireless communications services
provider that does not own the wireless network infrastructure over which the MVNO
provides services to its customers. An MVNO enters into a business agreement with a
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cellular network operator to obtain bulk access to network services at wholesale rates,
then sets retail prices independently.

Neighboring Cell Sites: Cell sites that are in close proximity to the target cell site.
Neighboring Cell Sites can affect the outer boundaries of a target cell site’s coverage
area.

Omni-Directional Cell Site (AKA Omnipole): A cell site that contains only one sector
with 360° of coverage.

Optimal Beamwidth (OBW): An angular measurement expres SSithat is

reported by a cellular provider that reflects the best, or opti a
particular sector.
Pen Register (related Trap and Trace): A law enfo i nique that

monitors and records, in real time or near real timegth: tion identifiers
(i.e., dialed phone numbers) of a target’s phone call a transactions, or
other electronic communications. Pursuant to approp rity, pen registers

can also provide the cell site and sector, an on related to the device for these

Radio Frequency (RF): Any of the etic wave frequencies that lie in the
range extending from around 3 kHz to ich include those frequencies used
for communications or radar refers to electrical rather than

mechanical oscillations

equipment and ante . Thi i detailed map of the radio frequency coverage
for a specific gg i

ic that the survey was performed.
ion of a cell site that covers a specific geographic area.

be transmitted from the Base Transceiver Station (BTS) at the cell site to a remote
cellular device and back to the BTS. Other Ranging data may also be reported as Round
Trip Time (RTT)/ Round Trip Delay (RTD), Per Call Measurement Data (PCMD),
Timing Advance, etc. Specialized historic location data provides distance from cell site
antenna estimates along an arc within sectors.
Survey: see Radio Frequency Survey.
Recommendations for Historical Cell Site Analysis
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* Technical Review: A qualified second party’s evaluation of reports, notes, data and other
documentation to ensure there is appropriate and sufficient support for the actions,
results, conclusions, opinions and interpretations

* Tower: A cellular telephone site where an antenna and electronic communications
equipment are placed on a radio tower mast to create a cell site(s) in a cellular network.

* Trap and Trace (related Pen Register): A law enforcement surveillance technique that
monitors and records, in real time or near real time, the incoming oz ien identifiers

using a device but can be used to establish

Furthermore, cell site and sector info
location of a device at a specific dat

An advanced method of Cell
of RF survey equipment to
represent a sample of cellul@g coverage ed at the time the survey was undertaken and
may or may not reflect the onditions ffhat existed at the time of an event.

remote locat

5. Future Considerations

This document was prepared with the resources available at the time of publication. As with all
technology, Cell Site Analysis is a constantly evolving discipline, with frequent implementation
of new features and innovations. As time progresses, the data available from cellular providers
will change, as will the formats in which the available data is provided.
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6. Call or Communications Detail Records Data Preservation, Procurement,
Documentation, and Archiving

6.1 Introduction

Cellular service providers maintain records through the normal course of business or as required
by law, which contain certain historical information, to include CDRs with Historic Cell Site
Location Information. This information can be obtained through an appropriate legal process.
Additionally, data may also be available from other sources, including datagf on-cellular
providers which are considered official business records, from the forengi@’cxtractiomof mobile

cloud-based or remote locations.

It is beyond the scope of this document to discuss, in detail, v
might pursue to preserve or obtain CDRs with Historic Ce ation. Those
seeking Historic Cell Site Location Information should co
guidance in a particular investigation within their jurisdicti
become familiar with the particulars of each of the
' ys be mindful to comply with
their own organization’s policies and procedure e or obtain CDRs with
Historic Cell Site Location Information, pra€titi ay make¥se of one or more of the

6.1.1 Preservation Requests

Title 18 U.S. Code § 2703(f) officials with the ability to order the

preservation of records and by an electronic communications provider [1].

Preservation requests allow{law enforce rder providers to preserve data. In doing so,

data that may otherwise be peti .gu deleted by the provider) is preserved for a specified
Qi riate legal authority to secure the release of the

mergencies and Exigent Requests (e.g., kidnappings, hostages):

Federal and some state laws allow for the immediate and voluntary release of Cell Site Analysis
data by providers in certain specific emergency situations. Consult Title 18 U.S. Code §
2702(b)(8). Providers may require submission of their “Exigent” form prior to providing records.
Also, your jurisdiction may require you to follow your Exigent request with legal process.

Recommendations for Historical Cell Site Analysis
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6.1.4 Subpoenas, Search Warrants, and Court Orders

The most common method of obtaining Historic Cell Site Location Information from CDR data
through a criminal investigation is with a search warrant or, where permitted, other appropriate
court orders.

In civil matters, civil court rules allow for the use of a subpoena or court order.

Legal i issues change rapidly and are subject to 1nterpretat10n therefore always consult with your

6.2 Service of Legal Demands

In order to obtain Historic Cell Site Location Information data fr
requesting the data will typically need to serve legal demands
providers. While service in person may be possible, legal d.
electronically (e.g., email, website service), or via fax. It i
copies of legal demands be preserved and that the service o
documented.

In addition to the specific Cell Site Analys i it 1 portant to obtain any
applicable cell site lists from the time in quest ormation will aid in indicating where
cell site antennas are located and ho the involved geographic areas
Despite the specific latitude and longt the antennas used by a target device in a

CDR, it is necessary to have t ite [Ocations and information. This aids to
conduct Cell Site Analysis 1
longitude coordinates listed!

Other useful data in: rence sheets, instruction sheets, or legends that may
be available to as i g the provided data. For example, time zones may be

Finally,
applicabl
in court, it pically sufficient to obtain a business records affidavit for the CDRs, subscriber
information, Specialized Historic Location Data, cell site list(s), and any applicable
instruction pages or legend documentation. Practitioners should exercise caution, as records may
be purged by the time these affidavits are requested. It also may be important to use a local
jurisdiction’s business records affidavit (e.g., from the state where the prosecution is occurring)
rather than a business records affidavit from the state where the records are held or produced, if

applicable.

Recommendations for Historical Cell Site Analysis
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6.4 Potentially Available Location Data Other than Historical CDR Cell Sites

Additional location information may be available in the form of engineering and switch data,
mobile device forensic data, and pen register/trap and trace devices. Practitioners should
recognize that this data may not be held long and will require additional expertise to properly
obtain, interpret, analyze, and present.

6.5 Documentation

Practitioners should document the process and procedures used to conduct A naly51s It

Historic Cell Site Location Information used 1 is is typically obtained from
historical CDRs sourced from the cell service provi . i0Cell Site Location Information
may also be obtained in real-time from lega nce, namely, pen registers and
trap and trace of devices. It may also be possi reliable location data from cellular
devices utilizing mobile device fore 12-F-002-2.0 Best Practices for
Mobile Phone Forensics for details o ensics best practices. Those conducting
Cell Site Analysis should be type of records produced by the various service
providers and the intricacie itations associated with each provider.

generally contain the same basic information, including
ae originating and terminating phone number, duration, and cell

Many cellular ier providers do not provide hash values for the respective files the company
produces, and many times the files come in an uncompressed format. If hash values are provided
by the company producing the records, the hash value should be retained for later discovery.

7.2 Cellular Service Provider versus Mobile Virtual Network Operators

A cellular service provider is a wireless communications service provider that owns or controls
all the elements necessary to sell and deliver services to an end user, including radio spectrum

Recommendations for Historical Cell Site Analysis
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allocation, wireless network infrastructure (antennas and switches), backhaul infrastructure,
provisioning computer systems, and repair services. Examples of cellular service providers
include but are not limited to AT&T, T-Mobile, and Verizon Wireless.

A MVNO is a wireless communications service provider that does not own the wireless network
infrastructure over which the MVNO provides services to its customers. An MVNO enters into a
business agreement with a cellular network service provider to obtain bulk access to network
services at wholesale rates. The MVNO then resells network access and sets retail prices
independently. Examples of a MVNO are Straight Talk and TracFone.

It is important to note that in order to obtam records, data, or survellla

in add1t10n to the MVNO.

7.3 Differences in Time Zone Reporting

Service providers report CDRs in various time zones. For be reported in
the time zone where the deV1ce is located where the sw1tch alized location for

A single CDR could also contain a m
States, as well as change to or

Pen registers/traps and trace i r near real-time, surveillance actions conducted by
d traces provide real-time cell site and sector

ith Dialing, Routing, Addressing, and Signaling data
and receiver identifiers. This data does not include the content of

As a resull sis may be conducted with pen register or trap and trace data in
addition DRS. However, practitioners should be aware that more data may be
available 1 available in pen register and trap and trace data

Practitioners frequently conduct preliminary analysis and mapping to aid investigative efforts.
Those conducting Cell Site Analysis for these purposes should exercise caution when placing too
much confidence in Cell Site Analysis findings without additional verification. Practitioners will
often conduct Cell Site Analysis under short time constraints. In doing so, various methods may
be used to report preliminary results such as verbal reporting, quick hand-drawn maps,
automated cell site analysis mapping program, etc. For example, images may be captured via
screen capture utilities, sent in emails, or attached to other documents. While effective, those

Recommendations for Historical Cell Site Analysis
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conducting Cell Site Analysis should always strive to accurately report the data and reduce
confusion related to findings, especially with lay personnel. It is recommended that any
preliminary reporting reflect a disclaimer representing that the product is in draft form and has
not been fully verified.

9. Processing the Data for Court and Legal Proceedings—Final Reporting

When processing Cell Site Analysis data for court or legal proceedings, additional steps should
be taken to ensure that the analysis was properly conducted and verified (i
validation). Additionally, working with maps must be done with care sg

before any court presentation of Cell Site Analysis.
10. Mapping the Data

10.1 Omni-Directional Cell Site vs. Sectori

Omni-directional cell sites transmit their R s from a single antenna. The
single antenna provides 360-degree coverage ite. Orientation cannot be determined
from an omni-directional cell site. A gectorize i jzes directional antennas oriented to
provide coverage to a specific geographi 4 st common type of sectorized cell sites
utilize three antennas to comp
example of Omni-Directionah¥s. Sectorize 11 Site.
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Figure 1. Omni- tor‘i Cell Site Example

ominant configuration used by cellular providers are

g approximately 120-degrees of coverage, and therefore

round the cell tower. This is commonly referred to as Sector

enfigurations that may exist; for more information, consult the cellular
t. Coverage is not always uniform across all sectors and can vary

coverage
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Figure 2. Example of a sec ge Credit: SWGDE/Google Maps, 2017).

10.3 Azimuth and Orient

The azimuth, also kngw is the direction representing the center of a sector

le of the sector, represented in degrees. Half of the beamwidth
muth (counterclockwise and clockwise from the azimuth). Half
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Sector Angle :
Azimuth [T
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o o :
tor Angle measurements
GDE/Google Maps, 2017).
10.5 Optimal Be
When analyzingfe¢ eamwidth should be used instead of optimal
beamwidth. Actual issnore reflective of the sector angle.
10.6 S ¢ Location Data
Cellular propiderSften maintain Specialized Historic Location Data for engineering and
network op i poses through the normal course of business. The retention for these

types of recOfids can be relatively short, and requests to preserve the records should be made as
soon as possible after an incident. Specialized Historic Location Data provides an approximate
distance of the tobile device from the cell site. Specialized Historic Location Data are derived
from the measurement of the time required for the signal to travel from the cell site to the
handset and then back to the cell site. In some cases, confidence levels related to these
measurements are provided. Specialized Historic Location Data is non-technology specific and
can be found in GSM, CDMA, LTE, and 5G networks. In some cases, service providers also
provide an estimate of the approximate location of the device via latitude and longitude with
varying confidence levels. The coordinates provided in these types of records are generated from
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a proprietary algorithm and are not intended to provide an exact location of a device. As a result,
it is recommended that Specialized Historic Location Data be mapped at the listed approximate
distance from the cell site within the provided sector (Figure 4).

i o e Hermos
¢ £ Pari
f El Cortez Meat Market 0
g 163rd St
£ 1
n o Diana's) of: Figueroacustompy
ting Group g Fo and cabinets
>
s 164th St @ 164th St
Faculty Dr

Cedarvale St

pA|g 1a3uold

Cedarvale St

Pioneer §
165th St

g ff 166th St

Arkansas St
H. Niemes
Ery School
167th St

)
5
=
o
L
©
>
<
®

El Pollo Loco &)

AJ Padelford 168th St
g 168th St Denny's Park Facility

Motel 6 Artesia, CA &) Q/ )_//'Qh\ O 16t (o 10

Figure 4. Example of Specialized rigfoca h as shown with cell site, sector, and
approximate distance fi 1l mage Credit: SWGDE/Google Maps, 2017).

10.7 Precision Geolocati

Precision geolocation infor
real-time latitude ag 3]
error from that pg

nly referred to as a “ping” and will normally report a
device along with an uncertainty factor or margin of
rtant to map the uncertainty factor or radius reflected in

the geolocate dé , apping the latitude and longitude will not provide a valid result on
its own. Because P ion information is not kept in the normal course of business,
it is not the service provider as official business records at a later date. It should
be archi t. An example is provided in Figure 5.
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isionGeolocation Information (“Ping”)
GDE/Google Maps, 2017).

Data session reco om the cellular service providers for internet enabled
include the date and time, bytes sent from the device to the cell site,

e device, IP information, and may include location information.
When usi cation purposes, the records should be verified and validated because
the time stafhg associated with these records can vary amongst cellular service
providers.

11. Verificatic

Those conducting Cell Site Analysis must be able to verify results by manual mapping of
sampled data or using alternate automated cell site analysis mapping programs with different
underlying methodologies. The completed analysis should undergo technical review to ensure an
accurate result. Analytic approaches should be well documented and reproducible.
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12. Presenting the Data in Legal Proceedings

Cell Site Analysis practitioners should properly represent map data by providing legends and
distance scales that present proportionally-accurate maps. In addition, practitioners should
consult and coordinate with their appropriate legal counsel.

As a general rule, courts require the witness presenting Historic Cell Site Location Information
to be admitted as an expert witness. The witness needs to have relevant knowledge, training, and
experience interpreting CDRs. Those conducting Cell Site Analysis should begpeepared to
present a thorough CV detailing this relevant knowledge, training, and ¢ R
considerations such as Daubert and Frye standards, or any other applicable
requirements, may apply.
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