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1. Purpose

The purpose of this document is to provide background information for the proper forensic
analysis of malicious software (malware). This is a technical note document intended to support
analysts and practitioners by outlining key concepts, terminology, and behaviors observed in
malware.

2. Scope

The intended audience is computer forensic examiners performing incident response
investigations who are seeking guidance and an introduction to malware analysis with a novice
to intermediate level of experience. This paper is intended to provide a background on the
evolution of malware and an introduction to data structures, key forensic artifacts, and analysis
techniques. The content of this paper is not intended to focus on detection engineering. It focuses
on the main malware types and analysis techniques.

3. Limitations

This document focuses exclusively on malware analysis within Windows operating systems.
Keep in mind that malware evolves rapidly, and the tactics, techniques, and procedures (TTPs)
used by threat actors are continually changing. This is not intended to serve as a comprehensive,
step-by-step guide for conducting malware analysis, nor should it be interpreted as legal advice.
For guidance on reverse engineering and its legal implications, please consult with appropriate
legal counsel to understand the laws applicable in your jurisdiction.

4. Overview of Malware

Malware, or Malicious Software, is a type of software that takes an action on a system without
the consent of the system owner; this action violates one of the CIA (Confidentiality, Integrity,
and Availability) triad. Examples of these actions are: (1) the threat actor gains access to files
without having legitimate access permissions, which compromises Confidentiality. (2) A
malware modifying system settings exposes a weakness or a vulnerability, which compromises
Integrity. (3) Malware which encrypts files and/or renders systems inaccessible for usage,
compromises Availability of the file for legitimate user access.

In general, malware could contain multiple components including, but not limited to, the
following:

e Payload: malicious code that performs the action on the victim system.

e Packer: wrapper that is used to conceal the true payload.

e Obfuscation: a malware functionality that allows for concealing, removal, or obfuscation
of its presence, behavior, and components from detection and analysis.

e Communication Mechanism: used by the malware to communicate with the Threat
Actor or a Command & Control (C2) infrastructure to download payloads or perform
additional actions.
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o Self-defense Mechanism: anti-analysis programming techniques used to evade, hinder,
or prevent analysis of malware specimens

e Persistence Mechanisms: used by malware to maintain access on the victim’s system.

e Propagation Mechanisms: the component responsible to spread the malware to new
systems.

Modern threat actors arm their operations with malware using one of the following methods:

e Generate: use a tool or framework to generate the malware.

e Develop: where a threat actor creates malware specific to their intention or operation.

e Malware-as-a-Service (MaaS): the purchase of malware or the deployment of malware
directed at target(s).

e Al-Generated: utilizes large language models (LLMs) and/or Generative Artificial
Intelligence (GenAl) prompts to generate the code used to create malicious programs.

4.1 History

The term malware has evolved from different types of malicious binaries with various
capabilities. Malicious software is colloquially referred to as a “virus” but should be identified
by its specific malware family it belongs to, such as dropper, remote access trojan (RAT), or
ransomware.

Historically, viruses propagated by attaching themselves to other executables (i.e., carrier file)
and were only effective if the victim runs the carrier file. Another early form of malware known
as “Worms” are commonly armed with specific exploits which allow them to self-propagate to
other systems on the network with no additional user interaction, e.g. Stuxnet.

4.2 Affected Systems

Malware is used to target different systems and devices. This could fall into the following
categories:

e Endpoints: Malicious software is not restricted to one operating system, Windows,
Linux, and macOS are all susceptible to a malware attack. However, this document will
cover malware for Windows operating systems.

e Mobile and Internet of Things (IoT) Devices: similarly, malware targets Android, i0S,
and other mobile operating systems. This malicious software will have the same
objectives, similar to endpoint malware, and they have similar analysis methods, but
might require different tools.

5. Malware Types

Malware is developed mainly for malicious purposes, but behavior and goals may vary greatly. It
is important to understand the different types of malware and their objectives when conducting
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malware analysis. Below you can find a list of the most common types of malware that are used
by threat actors:

5.1 Loader (formerly Downloader)

Malware that downloads another file, known as a payload, of any file format or language, from a
remote location. For example, the loader could be written using C++, but the file being
downloaded and run is written in PowerShell. Typically, loaders are used as a first-stage
infection, often delivered through compromised emails, websites, hyper-links, or software.

Loaders could also be used as a method to load the payload and not rely on the operating
system’s default loader. Commonly known Loaders are Smoke, QBot (also known as QakBot,
QuackBot, and Pinkslipbot), Emotet, SocGholish, Raspberry Robin, Gootloader, Guloader,
Chromeloader, and Ursnif [1][2].

5.2 Dropper

A dropper is a type of malware designed to carry and deploy another malicious payload (such as
a file or piece of code) that is embedded within the dropper itself. The embedded payload is
typically hidden within the structure of the dropper file. When executed, the dropper locates the
embedded payload, extracts or loads it into memory, and then initiates its execution on the target
system.

5.3 Remote Access Trojan (RAT)

This malware provides the threat actor with unauthorized remote access to the victim’s system. It
provides the threat actor with different capabilities on the victim’s system depending on the
features of the RAT. These features allow the threat actor to remotely communicate and control
the system in order to carry out a variety of malicious activities, such as stealing sensitive
information, monitoring user activity, or executing commands remotely on the infected system.

5.4 Ransomware

Malware that, when installed and/or executed, encrypts or locks files, directories, device(s) and
or network rendering it unusable until the predefined encryption key is provided to unlock the
asset. Commonly, this key is provided after a ransom has been paid to a threat actor or group or
the key has been derived by malware analysts. Mainly, ransomware can be one of two types,
ransomware that encrypts files (whole hard disk or files of interest) and are usually referred to as
Encryptors, while ransomware that locks the victim device, access to specific programs, MBR,
screen, etc are also known as Lockers.

Another form of Ransomware is commonly referred to as “Wipers”, which are destructive in
nature. This type of ransomware prevents victims from accessing their files, by encrypting or
erasing data in a way that the data cannot be recovered regardless of the recovery methods used.

5.5 Information Stealers (Infostealer)

Infostealers, or information stealers, is malware designed to covertly collect and exfiltrate data
from a victim's endpoint(s). This malware type is specifically designed to harvest valuable data
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such as usernames, passwords, cloud access tokens, personal identification information (PII), and
other data. Spyware, Adware, Keyloggers and Banking Trojans, all fall under the Infostealer
category.
e Spyware is used to track a user’s activity.
e Adware is used to monitor the user’s browsing history or behavior and suggest products
or goods based on tailored ads, all without the user’s consent.
e Keyloggers are used to collect information by monitoring keystrokes typed by a user on a
computer keyboard. Note that the hardware keyloggers are out of scope of this document.
e Banking Trojans target banking information and financial related data.

5.6 Cryptominers for Cryptojacking

Cryptominers, also known as cryptocurrency miners or cryptojacking malware, are developed to
mine cryptocurrencies using the computational resources of victim systems. Cryptominers
leverage the processing power of the compromised system to perform the complex mathematical
calculations required for cryptocurrency mining. The mined cryptocurrency rewards are then sent
to the threat actor’s wallet. This is most effectively deployed where a threat actor has infected a
large volume of endpoints, using minimal Processing Unit (PU) resources on each endpoint to
run the calculations.

5.7 Rootkits, Bootkits, and Malicious Drivers

Malware with the goal of concealing its presence and maintaining privileged access to the victim
system without being detected.

5.7.1 RootKkits

Rootkits are divided based on their operating system run-levels between user-mode and kernel-
mode rootkits. The Windows system architecture and run-levels can be seen in Figure 1.
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Figure 1. Windows Kernal Architecture (Credit: SWGDE)

5.7.1.1 User-mode rootkit

This type of malware runs under the context of a user. This could be a user account or a domain
user account. User-mode rootkits have limited capabilities due to the account level they are
running on.

5.7.1.2 Kernel-mode rootkit

This type of malware runs under the context of the kernel, therefore, it has far more advanced
capabilities than user-mode rootkits, because it has kernel level access on the system.

5.7.2 Bootkits

This type of malware runs at the firmware level of the device and starts before the firmware
loads the operating system. Because it operates at a low level, it can hide from any traditional
security mechanisms and gain persistent and privileged access to the victim system. Bootkits
start during the boot process and can survive a system rebuild or upgrades. This type of malware
is very complex and can be difficult to identify and analyze. The analysis of bootkits requires a
thorough understanding of the interactions between firmware, the operating system, and
hardware.
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5.7.3 Malicious Drivers

This type of malware is loaded by the kernel as a driver on the system. It may take the form of a
fully developed malicious kernel module or leverage a vulnerable driver by injecting malicious
code into a process. Regardless of the method, these drivers provide threat actors with the ability
to execute payloads with kernel-level privileges. This is possible because drivers operate as
intermediaries between the operating system and hardware, inherently possessing high-level
access within the system. Examples of this type of malware include, but are not limited to,
RedDriver and HookSignTool [3][4].

6. Languages and File Formats Used to Develop Malware

It is important to understand the language used in the malware sample being investigated. This
will help to better understand how it works and what tools need to be used for analysis. There are
two types of source code:

e Managed Code: runs under the control of a runtime environment. This is programming
code that is written in a language that has an internal mechanism to automatically free
memory that has been allocated to the program. This type uses what is called a “Garbage
collector”. An example of this is the C# language.

e Unmanaged Code: runs directly by the operating system or machine's hardware, without
a runtime such as Common Language Runtime (CLR) managing it. The developer is
responsible for memory management, security, and error handling.

Most programs, whether they are malicious software or not, are divided into two groups,
compiled and interpreted [5], as shown in Figure 2.
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Figure 2. Compiled vs Interpreted Languages. (Credit: SWGDE)

6.1 Compiled Languages

Compilation is the process of converting the source code of a programming language into
machine code (i.e. binary instructions) which are the instructions that a processor can execute.
Languages that are compiled can also be divided into the following:

e Native Code
e Bytecode
e Mixed Code

6.1.1 Native Code

This is programming code that is written in a language that does not free memory automatically
(like using what is called a “garbage collector"). Examples of languages that are considered
native code include C which uses “free”, and C++ which uses “delete” to free memory, among
other methods.

6.1.2 Bytecode

This is an intermediary form of code that is not human readable, nor could be executed directly
like machine code on the processor. This type of code requires a translator usually referred to as
Just-in-time compiler (JIT). A JIT compiler uses a virtual machine (VM) to translate the code at
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runtime into code that could be run by the processor. The most common examples are the Java
Virtual Machine (JVM), which is used with Java applications and Common Language Runtime
(CLR) which is used with C# applications. Malware that is developed in the Java language gets
its source code translated into bytecode [6].

6.1.3 Mixed Code

Mixed Code refers to malware that uses managed code but is referencing unmanaged code, or

vice versa. Examples include malware written in C# using internally C programming language
code to communicate with the system directly at a low level, and malware written in C# using

Assembly programming language code to run a payload.

6.2 Interpreted Code

The code written by the developer is read and executed line by line by a program known as an
interpreter. Depending on the language used, the code is converted into bytecode and then run
using a virtual machine. The source code may be in a plain text format using a text editor or in an
obfuscated format requiring deobfuscation to convert to a readable format. Examples of
interpreted code used for creating malware are Python, PowerShell, Javascript, PHP, VBScript,
and Ruby.

Malware developed using these languages might not be directly readable since they can package
themself with the interpreter in the form of an executable. For example, malware written in
Python that is packaged into standalone executable files using a package manager such as
Pylnstaller, Nuitka or many others [7][8].

6.3 File Formats & Structure

Executable code follows a structure that enables them to be loaded and executed on a targeted
system. Each system’s loader will have their own method of loading an executable and then
executing it [9]. The file structure is a map that the operating system’s loader will use to allocate,
load, and find resources used by a program. Understanding these structures enables analysts to
uncover what actions a malware might perform and how it could exploit these structures to
conceal malicious code. The file structure varies across different file formats, with each format
having its own unique structure and layout tailored to its specific purpose and functionality.
Common file formats include, but are not limited to, the following:

e Portable Executable (PE)
e Executable and Linkable Format (ELF)

e Mach Object File Format (Mach-O)
e Java Class File Format [6]

6.3.1 Portable Executable (PE) File Format

Since this document covers malware on Windows systems, it is notable that the following
subsections are covered to give a brief overview of this type of file format.
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6.3.1.1 Overview of PE

The standard file format used on Windows is a Portable Executable (PE) and it is used for both
Executables and Dynamic-Link Libraries (DLLs), plus many others such as but not limited to
.ocx, and .sys files. PE files have a “MZ” or “4D 5A” (in hexadecimal) file signature, also known
as “magic numbers”. Aside from a few characteristics, the main difference between an EXE and
a DLL lies in a single bit in the PE (Portable Executable) header; otherwise, they share the same
file format. In Windows systems, both EXEs and DLLs are commonly referred to as "images."

Two other types of executables that are worth mentioning under the PE file section are:

e Self-Extractor (SFX): This type of file is a compressed file but has an .exe file
extension. When this type of file is executed, it will extract a file or multiple files all at
once and then run its payload. SFX files have the PKSFX magic value or “50 4B 53 70
58” in hexadecimal.

e Microsoft Software Installer (MSI): This type of file could be used to install, update, or
remove software from a Windows System.

6.3.1.2 File Headers

File formats follow a standard structure that describes a file and the information stored within it.
Part of the file format is the file header, which serves as an identifier that helps to recognize the
file type and interpret its contents correctly. The PE file header is constructed from multiple file
headers:

e Microsoft MS-DOS stub

e PE Signature

e COFF file header

e Optional Header; technically not optional

These file headers are followed immediately by section headers.

6.3.1.3 Sections

Programs are divided into multiple sections that are used within a program to logically organize
different parts of the code and data. This allows the operating system to achieve better memory
management by applying code separation, data organization, memory protection, and
optimization.

e Code Separation: An example would be to separate between code and modifiable data.
e Data Organization: An example would be to store data types in certain memory
locations.

e Memory Protection: An example would be to set the code section with read and execute
permissions, and since the code is not changing, it does not need write permissions.
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e Optimization: An example would be to allocate different memory regions for different
sections based on their need.

Each section has a header that includes the following:

e Name: the name of the section
e VirtualSize: the size of the section when loaded into memory
e VirtualAddress: the relative virtual address to this section when loaded into memory
e SizeOfRawData: the size of the section within the file while on disk
e Characteristics: the flags that describe this section.
e Other items found within the header:
o PointerToRawData
o PointerToRelocations
o PointerToLinenumbers
o NumberOfRelocations, and
o NumberOfLinenumbers.
e For more detailed information, please refer to the PE file format specification [9].

Some of the most common sections are:

e .text section: This section contains the program code and should have read and execute
only permissions

e .data section: This section is used for writable data that will change during execution,
therefore it requires read and write permissions.

e .rdata section: This section is used to store constants and literal values that are not
changing during execution time. This section is usually marked with read-only
permissions.

e .rsrc section: This section is used to store different data and objects needed by the
executable, such as but not limited to: icons, menu names, and permissions needed to run
the executable, etc.

A reference to more details can be found here [10].

6.3.1.4 Static and Dynamic-Link Libraries (DLL)

Developers regularly employ Libraries within their development of a program to efficiently
allow their program to have additional functionality or communication. This is efficient as a
library contains stable and trusted code that now the developer will not have to recreate, but
instead, simply access the library performing what is known as code reuse. A library is a set of
code that is reusable by other programs or libraries.
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Libraries provide reusable code that software or malware can leverage enabling all sorts of
common system communications or functions. Libraries make their code available to other
libraries or programs by exporting their reusable code. An example, a library that provides
network capabilities allows a developer to add network function to their program by utilizing this
library. Another example would be a library that can be used to interact with the operating
system or the Windows kernel. Malware developers could use this library to create new
processes on the victim system or connect to running processes. It is very rare today to find a
program that does not depend on other libraries (aka standalone programs); this applies to
malware. Most malware today depends on the libraries and functions that already exist on our
operating systems.

An important concept is static and Dynamic-link libraries. When a library is dynamically linked
to the executable, it will not copy the library into the final executable but will only add
references to the library and reusable functions such as Application Programming Interface (API)
that it needs. It is important for an analyst to understand when a Library has been referenced, it is
not necessary for the program to reference the entire library and has the ability to reference only
library functions the program needs. Whereas Static linked, the whole library is copied into the
final executable (aka binary). This also means that executables with statically linked libraries are
larger in file size than those using a dynamically linked library.

An important difference between a PE for a .exe file and a .DLL file is that a DLL file will have
the IMAGE FILE DLL flag set in the Characteristics field to true. Finally, a DLL cannot be
directly run; in other words, a user cannot double click on a DLL and run it. DLLs require other
programs to run them or a container (e.g. svchost.exe).

6.3.1.5 Common Directories (Import, Export, Relocation, and Resources)
There are different directories used by executables and each one has its own purpose.

e Import Directory: The Import Directory is a data structure in a Portable Executable (PE)
file (e.g., .exe, .dll) that lists all the referenced DLLs and the referenced functions within
them that the program needs to run. The Import Directory, used within the PE file (on
disk) as “addresses,” to reference libraries that an executable needs to operate, these
addresses within the PE file will be different from memory. An example would be a
malware that needs to create other executables, it will be referencing Kernel32.dll and
then within that entry, we will find a reference to CreateProcess function. Please note
that CreateProcess is only one form of creating a process, there are many other reused
code or functions that could create processes.

If the program is using a DLL, then its memory addresses get resolved automatically at
runtime. So once the library is loaded into memory and its addresses are known, the
operating system will map those addresses to the entries that are now referencing the
library and the reusable code or function within them.
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Imported Functions/APIs: These are predefined routines in shared libraries (e.g.
Dynamic-Link Libraries). Malware invokes these APIs to carry out various tasks such as
file manipulation, network communication, process injection, encryption, or privilege
escalation, etc.

Export Directory: The Export Directory is a data structure in a Portable Executable (PE)
file (like .dll or .exe) that lists the functions, symbols, or variables the file makes
available to other programs providing reusable code. All libraries that provide reusable
code have an export directory to list all of the functions that they want to share with other
programs and libraries and where they are located. An executable file with an export
directory is uncommon, even though permitted by PE format specifications, and should
be investigated further.

Exported Functions/APIs: These are predefined routines in shared libraries (e.g.
Dynamic-Link Libraries) that could be used by other programs. Malware that comes in
the form of a DLL usually requires these APIs to carry out its malicious purposes.
Relocation Directory: This section within a Portable Executable (PE) file (like .exe or
.dll) contains relocation information used by the operating system loader to adjust
memory addresses when the file cannot be loaded at its preferred base address. Used by
operating systems to move a program in memory and still have it work correctly, by
updating the memory addresses of code and data inside the file.

Resource Directory: PE files are capable of embedding resources (e.g. icons, images,
raw, dialog, etc.) within an executable or a DLL. These resources are usually located in
the .rsrc section but not necessarily. Dropper Malware uses resources to drop other files
or executables on the infected system.

6.3.1.6 Miscellaneous

Characteristics: The characteristics field uses a bitwise mechanism to define certain PE
behaviour. For example, it indicates if the file is an executable or DLL, if debugging info
was stripped, if it targets 32-bit or other architectures, or if it supports large address
spaces. The PE characteristics field helps the OS loader understand how to treat the file
during loading and execution.

Base Address: The preferred starting memory address where the operating system loader
tries to load the Portable Executable (PE) file into the process’s virtual memory. It is
important to note that this is not always the location where the system will load the image
at.

Relative Address: A relative address is an address specified relative to a certain
reference point, rather than as an absolute location.
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¢ Relative Virtual Address (RVA): is the address of an object (function, variable, data,
etc.) relative to the base address where the PE file is loaded in memory.

e Permissions of Sections: In a Portable Executable (PE) file, each section (like .text,
.data, .rdata) has permissions that control how the operating system treats the memory
region corresponding to that section when the file is loaded into memory. These
permissions are set in the Section Header of the PE file, specifically in the Characteristics
field for each section.

e Strings: are sequences of readable characters (usually ASCII and/or Unicode) found
within the PE file. Strings can provide valuable information during analysis, often
revealing human-readable data such as file paths, URLs, error messages, commands, or
API function names. Examiners can use strings to gain insight into what the executable
does, without fully disassembling or debugging it.

To learn more about the PE file format, you should consult the MSDN website [9].

6.4 Shellcode

Historically, a small piece of code that starts a command shell, which the attacker utilizes to
control the compromised machine. Currently, shellcode can be any code that has a purpose.
There is no structure or file format for shellcode, but it is a set of instructions that can be used to
exploit a system or start a remote shell for the threat actor. Since shellcode does not have a
format or structure, it needs to perform all of the work that operating systems do to resolve the
libraries, such as but not limited to locating the Kernel32 library itself. Below is a snippet of a
shellcode that is used to locate the base address of Kernel32. The code in Figure 3, is part of a
full reverse shell [11]. For further examples please refer to the references [12, 13, 14, 15, 16].
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global_start

section .text

_start:

XOr ecx, ecx

mul ecx

mov eax, [fs:ecx + 0x30]
mov eax, [eax + Oxc]
mov esi, [eax + 0x14]
lodsd

xchg eax, esi

lodsd

mov ebx, [eax + 0x10]
mov edi, [ebx + 0x3c]
add edi, ebx

mov edi, [edi + 0x78]
add edi, ebx

mov esi, [edi + 0x20]
add esi, ebx

XOr ecx, ecx

Figure 3. Shellcode to locate the base address of Kernel32. (Credit: SWGDE)

7. Malware Behavior & Capabilities

This section introduces common malware behaviors. Understanding these behaviors will aid the
analyst with identifying malicious activity. Malware behaviors are divided into operating system
operations examples include file system, process, and networking.

7.1 Operating System Behavior

Malware will interact with file systems depending on the intended malicious or covert actions.
There are several actions malware performs that are related to its interaction with the system;
these actions enable malware to achieve objectives.

Malware also utilizes the operating system features to achieve its goal. This includes, but are not
limited to:

e performing file operations (e.g., creating, copying, move, view, delete, modification of

files, folders, or libraries)

e modification of file and folder attributes, permissions, ownership, and timestamps

e query, add, modify, or delete Registry Keys

e create, delete, start, stop, or modify processes

e process communication mechanisms such as but not limited to Pipes, 1O ports, IPC, etc.
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e create, delete, start, stop, or modify a scheduled task for different reasons (e.g. establish
persistent access to the victim system)

e add or delete user/group accounts, or modify user account permissions

e tampering the system’s logs by clearing or disabling logging

e Dbackwards compatibility of malicious binaries leveraging SysWOW 64

e network operations such Download or upload a file, a folder, or a library

e suspicious files in hidden in system folders

Malware may manipulate, inject into, or hook running processes and threads. Common reasons
for manipulating processes and threads are listed below:
e create, delete, hide, inject, manipulate, and hook processes
e terminate or evade Endpoint Detection and Response (EDR) or signature based anti-
malware solutions by replacing memory sections of legitimate processes with malicious
code
e cnable threat actors to escalate to administrative privilege
e perform remote code execution
e data exfiltration

Common indicators of abused processes include:

e Child processes running under the incorrect parent process
e Privileged process such as System running inappropriate child processes

7.2 Network Behavior

Malware uses network communications to achieve different network related objectives. This
includes but is not limited to:

¢ Reconnaissance (Network Scanning and Discovery): mapping of open network
connections and ports.

e Download & Upload of files or other payloads to execute on the victim’s system.

e [Establish Command and Control: Create network communications between threat
actor and victim system to deliver instructions to malware.

e Lateral Movement: traversing endpoints and servers across the victim network Ex: TCP
Reverse Listeners, Remote Shells.

e Network Protocol Abuse: using native protocols in malicious manner Ex: Remote
Desktop Protocol (RDP) Session Hijacking, Microsoft Server Message Block (SMB),
NTLM (New Technology LAN Manager) Authentication, Mapping files shares.

e Data Exfiltration: extraction of data from victim system(s).
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Identification of Malicious Network Activity

e Using Network and Endpoint Logging
o Open Network Connections and Sockets
o Domain Name Service (DNS) Logs
o Firewall Logs
o Web Proxy Logs
e Application Programming Interfaces (APIs) within malicious binaries invoking HTTP
requests that resolve to specific Uniform Resource Locators (URLs)
e Obfuscated network traffic

7.3 Anti-Analysis Behavior and Obfuscation

Threat actors implement various anti-analysis and obfuscation methods when designing malware
designed to hinder analysis and or evade detection engineering, event logging, and other security
controls.

7.3.1 Obfuscation Methods

Obfuscation methods are techniques used to make the malware code difficult to understand,
analyze, or reverse-engineer. Obfuscation methods includes, but not limited to:

e Base64 encoding: using Base64 to encode sections of the malware or the whole code.

¢ Encryption: using any encryption technique to encrypt sections of the malware or the
whole code.

e Steganography: using steganography techniques to hide the existence of the malware or
hiding its behavior.

e Compression: compress the malware code to make the detection more difficult.

e Packing: using a wrapper to hide the malware code, like UPX. Packers could also use
compression to pack the malicious code.

e Polymorphism: changing the malware code while performing the same functionality,
usually with each new instance of the infection.

e Misleading: An example is adding additional code, with no effect on the behavior, to
mislead the analysis and making the disassembly more complex.

7.3.2 Evasion Methods

Methods used to avoid detection by security tools. Many evasion methods are used by malware
to evade detection. Malware will attempt to evade detection engineering and analysis tools. To
achieve its objective, therefore malware employs various methods to change its static properties
and behavior.

e Detection Mechanism Evasion
o Antivirus Bypass
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o Endpoint Detection and Response (EDR) Bypass
= Fileless Malware: runs from memory to avoid endpoint detection
e Process Injection and API Hooking

Patching: modifies system capabilities or functions to help bypass detection. Some
defense mechanisms malware attempts to evade using this method include:

o Patching Windows Antimalware Scanning Interface (AMSI)

o Patching Event Tracing for Windows (ETW)
Signature based evasion methods: alters code to evade detection

o Polymorphic

o Code Obfuscation

o Packing

o Encryption
Behavioral based evasion methods: alters behavior to evade detection
o Sandbox detection

= Malware will attempt to determine if network activity is present or if it is
running in a virtual machine by checking different system or hardware
characteristics

o Debugger and Disassembly detection

= Malware will not execute if it detects it is being debugged by analyzing
the hardware it is being run and or the timing of how fast it is executing
e Living of the Land Binaries and Scripts (LOLABAS)

o Native Windows utilities are utilized at various stages to effect actions on
objectives. The LOLABAS Project contains a more comprehensive reference of
known LOLBAS [17]

= PsExec

* PowerShell

= WMI/WMIC
e Additional Evasion Methods:

o Hide file to hide its tracks, change it to a system file, or simply change its
extension.

o Hide the process window by running in a hidden mode.

o Privilege Escalation utilizing system-level processes to hide a process, file, or
network activity.

o Timestomping: changing the timestamps (file modification, file access, file
creation time, or SMFT record change) to blend within the system. This helps the
malware to avoid detection and confuses the analysis timeline.

o Virtualization: Malware could create its own virtualization environment.
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8. Malware Analysis Methods

Regardless of the existing detection mechanisms used on systems such as Antivirus, Endpoint
Detection and Response (EDR), or Intrusion detection system, malware analysis is an essential
process in understanding the behavior, intent, and impact of malicious software on a victim
system. These detection tools often rely on predefined signatures or heuristic patterns, which
may fail to detect novel, obfuscated, or highly targeted threats. Malware analysis allows security
professionals to reverse-engineer malware, uncover its tactics, techniques, and procedures
(TTPs), and develop more effective, tailored defenses. It also provides crucial insights for
incident response, threat intelligence, and the improvement of existing detection tools.

Malware analysis is divided into static malware analysis, dynamic malware analysis, and
automated analysis.

8.1 Static Analysis

Static analysis is analyzing the malicious program without the need to run (e.g. execute) the
program itself. This pertains to analyzing the file itself and its structure using different tools.
This can help in basic understanding of the program’s functionality and also help in building
signatures that could be used for detection.

8.1.1 Basic Static Analysis

This covers the analysis of the file format itself, its headers, structures, referenced libraries,
strings, API(s)/functions, and other features that are found within the PE file. The referenced
functions and libraries (DLLs) can help build a hypothesis of what this malware actually does.
For example, using network libraries and functions could be an indication that this malware has
network capabilities like reaching out to a C2 or if the malware is referencing encryption
functions, this could be an indicator for ransomware malware. Note that many legitimate
programs could use encryption functions, so this is an indication but not 100% proof of the
program being ransomware.

8.1.2 Advanced Static Analysis

Depending on the file that is being analyzed whether it is using native code or not, this is mostly
referring to using a disassembler to analyze the malware sample. This is also referred to as
reverse engineering. A disassembler will dissect the program and translate the machine code
used into assembly language, which is a low-level, human-readable representation of the code. A
disassembler allows the analyst to inspect the malware's inner workings without needing the
original source code. This allows the analyst to trace and learn from the instructions flow what
the program “malware” is doing. Such a tool also helps group the parameters passed to functions
which will give a better understanding of what the function is doing. For example, the
CreateFileA function, depending on the parameters, could be used for opening and reading a file
or creating a file, plus many other functions. Therefore, understanding the parameters being
passed and their order, is critical to understanding what this set of instructions is doing.

When dealing with malware written using native code, it would also be important to analyze the
malware using a decompiler. Decompilers are valuable tools that translate compiled binaries
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back into human-readable source code. Decompilers provide a high-level abstraction of the code,
allowing reverse engineers to focus on the logic and algorithms rather than getting bogged down
in low-level machine code details. Their utility varies across programming languages, depending
on how the code is compiled or interpreted. For example, programs written in C# gets compiled
to Intermediate Language (IL), which retains a significant amount of metadata, therefore a tool
that can read that and translate it back to its code will be sufficient. On the other hand, malware
that is written using VBscript, which is an interpreted language, can be read directly. Another
important example would be PowerShell. While it is an interpreted language and we can read its
code directly, it might be compiled into .NET assemblies. In that case, we can use the same tool
that deals with C# for decompiling and understanding the code.

A few of the most commonly used disassemblers are IDA, Ghidra, and Binary Ninja. Each one
of those also has a decompiler, either built-in or as a separate addon to the tool. On the other
hand, dnSpy, ILSpy, dotPeek, and .NET Reflector are some of the most commonly used tools to
handle programs written in .NET.

8.2 Dynamic Analysis

The dynamic analysis of a malicious program requires the executing of the sample itself in a
contained environment. The execution of the program helps observe its behavior and understand
the activity performed.

8.2.1 Basic Dynamic Analysis

Basic dynamic analysis focuses on running the malicious program and observing its behavior. In
this phase, the analyst will focus on the processes created or updated, files created whether
dropped or downloaded, or just copied, the network connections that happened after starting the
program execution. The analyst will also focus on the interaction with the Windows OS itself
and the changes or updates done to the system, especially the Windows Registry. The analyst
needs to use different tools to perform these monitoring activities at different activity levels:

e Process-Level: identify newly created processes and sub-processes. Some tools allow the
analyst to run the program and track all of the activities that this program has performed.

o File-Level: identify the newly created files and where. Some tools allow the analyst to
take a snapshot of the file system before and after running the program.

e Network-Level: identify the newly created network connections or traffic. Tools here
would be able to capture the network traffic and then either use the same tool for
analysis, or use another tool to analyze the captured traffic.

e Registry-Level: identify the newly adjustments that happened to the Windows Registry,
whether those are new or modified keys and values. Tools here would be able to monitor
all the changes that happen to the Windows Registry.

After running the malicious program, the analyst will collect all this information and use it to
form a quick understanding of what this program does to a victim’s system.
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Another type of basic dynamic analysis that can be used by analysts is by monitoring the API
usage of a program. This can be done by using tools that are capable of being configured to
either monitor all or a subset of APIs of interest in order to understand the program’s behavior.

It is important to note that some malware will use delay execution methods to either fool the
analyst that the program does nothing, or to stop their monitoring tools and assume the malware
does nothing. This is why it is sometimes necessary to adjust the monitoring or observing period
to make sure that such behavior is caught.

Another important note to consider is that some malware can detect that it is running within a
monitored environment (aka sandbox), which means that it has some anti-sandbox detection
capabilities. Therefore, it is important to either try to hide the existence of the sandbox by doing
system modifications or having a separate system that can be used for your analysis.

Any tool that is capable of monitoring process activity, file activity, network activity, or
Windows Registry activity is good enough to use at this phase. In other words, as long as the tool
is capable of collecting information about all these activities or any of these activities, it should
be useful to form an understanding of the program’s behavior. A few of the most commonly used
tools are Process Explorer, Process Monitor, Process Hacker, API Monitor, NetworkMiner,
Wireshark, Zeek, Tecpdump, and RegShot.

8.2.2 Advanced Dynamic Analysis

This type of analysis is done in a way that the analyst can dynamically interact with the program.
Usually, this is done using a tool called a debugger. The debugger allows the analyst to run the
malicious program with full control over the execution of the program. The program execution
could be paused, stopped, some code could even be skipped (jump over) or modified, different
function parameters could be modified, etc, all of this depends on the needs of the analyst. Using
a debugging tool is not a straightforward process and requires deep understanding not only in
how programs work and interact with other programs or the system itself, but also the low-level
instructions that the analyst will be exposed to.

A short list of a debugger capabilities can be seen listed below:

e Start: The analyst can decide from where the program execution starts.

e Stop: The analyst can stop the execution at any point of the code.

e Break: Break points can be added to stop the execution before specific
instructions/functions are executed to enable the analyst to observe the change this
specific function will make before and then after the execution happens.

o Breakpoints can be
* Hardware
= Software
* Permissions

e Continue: This is where the analyst can resume the execution of the program.
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e Run-to: The analyst can run a group of instructions till a specific point in the program
instructions.

Another important note about using a debugger by an analyst is that it can help in patching the
program instructions. Patching the program requires a deeper understanding of the low-level
instructions of the program in order to modify the program without damaging it. An example of
patching a binary would be to remove some instructions that perform a certain operation or
disable or bypass an anti-detection technique used by the malware. In other words, if the
malware is capable of detecting that it is running within a sandbox, the analyst could use a
debugger to find the instructions responsible for doing the detection. The analyst could either
replace the instructions with other non-useful instructions or just have the malware jump over
that set of instructions.

Note: this is also sometimes how some analysts reverse engineering.

8.3 Automated Analysis

Automating malware analysis using different methods is sometimes needed either as part of a
quick triage process or to speed up the process of analyzing malware itself. It can help provide a
level of understanding of what this malware does, which in return would help the analyst decide
which tools are needed and why. Automated analysis can be done using a Public Sandbox,
Private Sandbox, or Dynamic Binary Instrumentation.

A sandbox is a secure, isolated environment built to execute and observe malicious software
safely. Using a sandbox minimizes the risk of the malware affecting real systems or networks.

8.3.1 Public Sandbox

Analysts may use publicly available sandboxes to analyze the malware sample. The skills
required are far less than those required from an analyst that is analyzing malware using non-
automated analysis methods. However, a potential risk might arise if the sample found during an
incident response was uploaded to a public sandbox, because the threat actor can query the
public sandbox for hashes related to his/her malware tradecraft. If they find the sample online,
they know that their malware has been discovered.

These sandbox environments could be either publicly available for free or are as a paid service.

8.3.2 Private Sandbox

Building a privately owned sandbox enables the analyst to analyze malicious software in a
controlled, secure, and confidential environment. A private sandbox requires isolation of
physical hosts and/or virtual machines, emulators, and use of counter-anti forensic techniques.
Private sandbox creation requires additional technical expertise. Unlike public sandboxes, a
private setup ensures that threat actors remain unaware of the analysis, preserving the integrity of
the investigation. This is very useful in an actively running incident response or investigation. A
Private sandbox should be fully equipped with all the necessary tools and storage to analyze, run
the malware, and report back its findings.
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Components of a Private Sandbox could include but are not limited to:

e Virtualization
e Operating System
e Tools
o Process Monitoring
Files/Directories Monitoring
Network Traffic Capture and Analysis
Logging Capabilities
Visualization and Dashboards

o O O O

When building your own private sandbox, it is very important to consider the isolation and
security measures listed below:

e Physical Isolation: Use dedicated hardware or ensure VMs are strictly isolated from the
host network to prevent accidental spread.

¢ Snapshot Management: Regularly take VM snapshots to restore systems to a clean state
after analysis.

e Resource Allocation: Assign realistic system resources (CPU, RAM, disk space) to VMs
to avoid detection by malware employing anti-virtualization techniques.

e User Simulation: Populate VMs with typical user data and applications to mimic real
user environments, deceiving malware that checks for such indicators.

8.3.3 Dynamic Binary Instrumentation (DBI)

DBI is a powerful technique in malware analysis, enabling analysts to observe and manipulate
the behavior of malicious software at runtime without altering the original binaries. Examples of
such frameworks are Frida, Intel's Pin, and Qiling [18, 19, 20]

DBI can provide significant and invaluable capabilities to perform malware analysis such as:

e DBI allows analysts to inject custom instrumentation code into a running process,
facilitating the monitoring of system calls, API usage, memory allocations, and control
flow. This is particularly useful for analyzing malware that employs obfuscation or
packing techniques to conceal its behavior. By observing the malware in execution,
analysts can uncover its true functionality.

o Many malware samples use packing or encryption to hide their payloads. DBI
tools can monitor memory allocations and changes in memory protection, helping
analysts identify when and where the malware unpacks or decrypts itself. This
facilitates the extraction of the actual malicious code for further analysis.

e DBI frameworks enable the hooking of specific API functions, allowing analysts to trace
calls to sensitive functions like CreateFileA, Virtual Alloc, or InternetConnectA. By
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examining the arguments and return values of these functions, analysts can gain insights
into the malware's operations, such as file manipulations or network communications.

e Advanced malware often includes anti-debugging or anti-virtualization measures to
evade analysis. DBI operates at a level that can bypass or neutralize many of these
techniques, providing a more transparent view of the malware's behavior.

e DBI frameworks support scripting and automation, enabling analysts to process large
volumes of malware samples efficiently. This scalability is essential for keeping up with
the vast number of new malware variants emerging regularly.

e By providing detailed insights into malware behavior, DBI aids in the development of
more effective detection and mitigation strategies. It allows researchers to understand the
inner workings of malware, leading to the creation of robust security solutions.

9. Terms and Definitions

Command and Control (C2): Network communications used to control the behavior of
malware

Debugger: Enable the step-by-step execution and analysis of a malware specimen in a controlled
manner

Disassembler: Converts machine code into human-readable assembly language. Enables the
examination of code structure without executing the specimen

Dynamic-Link Library (DLL) Injection: A technique used for running code in the address
space of another process by forcing the victim process to load a DLL. (*See SWGDE Glossary
for DLL definition)

Export: A mechanism being used to export functions that can be used by other libraries or
programs to complete a task

Function: A code block used to complete a specific task

Import: A mechanism containing code used by a function. An example is Dynamic-Link
Libraries (DLL).

Mutant (Mutex): A flag within programs used to serialize access to a resource

Packet Inspection: Used to capture and examine packets to reveal potential command and
control (C2) communication

Resources: A binary object accessed and utilized by a program
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