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1. Purpose

The purpose of this document is to define the SWGDE position regarding the digital acquisition
of data being used as a preservation technique. This document will also clarify caveats, outline
parameters to determine acceptable use of preservation by digital acquisition, and demystify the
process of acquiring data, while counteracting misinformation or misunderstanding of the
technique.

2. Scope and Limitations

This paper references the necessary preservation of ephemeral data stored within modern digital
devices. It is not meant to be extrapolated to digital devices that do not risk having their data
becoming unrecoverable. The continued evolution of digital devices requires regular updates
with regard to legal understanding.

3. Definitions

e Acquisition: In digital forensics, the process of using an access interface to read digital
data from a digital source and to create a destination object.

e Seizure: When an individual with the legal authority removes property from an
individual's possession following unlawful activity or to satisfy a judgment entered by the
court.

e Preservation: The intentional act to prevent damage, contamination, alteration, or
deterioration of anything contained within a scene.

e Unrecoverable: Data that has been rendered inaccessible and can no longer be acquired.

4. Background

Software and hardware manufacturers have implemented automated processes that render certain
data unrecoverable, causing investigators to lose access to crucial evidence before they can
acquire and analyze it. Network isolation alone cannot prevent automated processes on the
device from irreversibly altering data into a non-recoverable format, making prompt digital
acquisition critical to preserving crucial evidence. Time-sensitive data, such as logs, pictures,
messages, or location history, often plays a critical role in reconstructing events or establishing
evidence.

In digital forensics, preservation is the process undertaken to maintain the integrity of potential
digital evidence. The process of preserving digital data may necessitate immediate exfiltration or
other techniques that circumvent processes that render data otherwise inaccessible. Preservation
prevents automated, unintentional, or malicious triggering of irreversible data-removal processes,
preserving ephemeral evidence that would otherwise be rendered permanently unrecoverable.
Digital acquisition involves the technical process of extracting or copying digital information
from a device without interpreting, analyzing, or reviewing the data. However, current tool
methodologies sometimes involve presentation of interpretation upon acquisition. Tools should
allow the option to acquire without providing interpreted data. Multiple methods of preservation
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exist to include triggering local device storage (e.g., diagnostic and crash logs) and digital
acquisition of data to external media. By preserving data, investigators have the opportunity to
review potentially vital evidence both exculpatory and inculpatory.

The need for preserving modern digital devices by digital acquisition techniques ensures the
evidence data set contains the most accurate representation of the activity at the time of seizure.
The resultant file or files generated from the extraction should now be considered a preserved
copy of acquired data. This ensures that crucial evidence is not permanently lost.

Modern digital devices cause data to become unrecoverable over time. A contemporaneous
digital acquisition of a device allows for the most equitable and just outcome of inquiry. This
dataset will include both inculpatory and exculpatory data. Allowing this data to spoliate may
deprive any party from providing their best explanation of an event. Loss of power or a simple
reboot of the system can render data permanently unavailable with current technology. For this
reason, urgency exists to preserve data while it's still accessible.

5. Examples of Unrecoverable Data

Examples of current unrecoverable data due to specific automated timelines include, but are not
limited to, chat messages, media files, locations, log files that track both user and system activity,
operating system artifacts, and internet activity. Additionally, certain manufacturers have
implemented an automated reboot feature for mobile phones after a certain period, which can
result in data encryption, making all data unrecoverable without the access credentials.
Applications exist that allow users to delete all of their data with no physical interaction given a
preconfigured stimulus or timeframe. Some digital devices need to remain powered on, attached
to charging power, which may result in hardware destruction. Technological advancements are
inevitable and will undoubtedly drive further changes, impacting even more data types that could
become unrecoverable.

6. Analogous Preservation

Digital devices continue to present new legal challenges in the courts. While these devices will
never be completely analogous to tangible evidence items, we must find acceptable similarities
in our reach for a balance of privacy and justice. The courts have long held that there are
acceptable reasons to preserve evidence that would otherwise be destroyed.

6.1 California v. Trombetta, 467 U.S. 479 (1984)

In California v. Trombetta, the Court opined, “We have long interpreted [this] standard of
fairness to require that criminal defendants be afforded a meaningful opportunity to present a
complete defense” [1]. The risk exists whereby automatic security functions of the device may
destroy or otherwise render evidence, exculpatory or inculpatory, permanently inaccessible while
outside the possession of the owner/operator. With this understanding, best practice dictates the
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practitioner must perform the necessary operations required to preserve evidence in their
possession.

6.2 New Jersey v. Hempele, 120 N.J. 182 (1990)

In New Jersey v. Hempele, the State Supreme Court addressed the constitutionality of
warrantless searches of trash left at the curb for collection. They determined that trash is
protected due to personal and sensitive contents, same with digital devices [2]. State v. Pasanen,
229 N.J. Super. (1989) was reviewed simultaneously. The court determined the officer did not
require a warrant to seize the trash bags due to their reasonable suspicion and a warrant was
required to go through the contents of the bag [3]. This reasoning applies to digital data as during
the extraction process examiners are using a forensic tool to preserve a copy of the data, and not
reviewing the data (e.g., the digital trash bag can be preserved pending a warrant).

6.3 New Jersey v. DeLuca, 168 N.J. 626 (2001)

In New Jersey v. DeLuca, a detective seized a pager from a suspect of a robbery. Being familiar
with the volatile nature and limited memory of data on a pager, the detective recognized that new
incoming data would overwrite the stored data on the device. The officer read through and
recorded the numbers currently on the pager, preserving that data. The court ruled that the
detective did not need a warrant due to the probability that this data would disappear and become
nonrecoverable. A digital acquisition of a modern digital device is less intrusive than in DeLuca,
as the detective viewed the contents of the pager whereas data preserved via modern digital
acquisition can be obtained in a form that maintains the privacy rights of the owner/operator of
the device [4].

6.4 Illinois v. McArthur, 531 U.S. 326 (2001)

In Illinois v. McArthur, police officers responding to a domestic dispute suspected that the
defendant was hiding marijuana inside his home. In order to prevent the evidence from being
destroyed, they temporarily restricted him from entering the house alone while they obtained a
search warrant. The Court ruled that the officer's actions were reasonable under these
circumstances [5]. Conducting a digital acquisition for preservation can prevent the loss of data,
not only from automated processes, but also malicious intent attempts, such as manual deletion
of data (e.g., a user/owner deleting pictures). The aforementioned data examples are both
susceptible to being unrecoverable due to passage of time alone. For example, deleted pictures,
on some devices, are still recoverable with forensic tools if data was acquired and memorialized
in a timely fashion.

6.5 Holmes v. South Carolina, 547 U.S. 319 (2006)

In Holmes v. South Carolina, the Court found that the defendant had been denied the opportunity
to present a legal defense by being barred from introducing evidence that indicated the guilt of a
different party [6]. A legitimate defense could include evidence of malicious software having
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been responsible for a criminal act; it is necessary for examiners to preserve indicators of this
activity. Research has shown that this activity can be found in device system logs. These logs are
often of a fixed size that overwrite themselves in a matter of hours or days and become
unrecoverable.

7. SWGDE Position

Timely preservation of data on a digital device is crucial for forensic investigations because it
ensures the integrity and completeness of the evidence. By safeguarding data, investigators
maintain the reliability, admissibility, and evidentiary value of the information, ensuring a
thorough and just investigative process. Data is nonrecoverable if not captured during its window
of availability. It is essential to continuously update our understanding and methodologies to deal
with digital evidence.
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