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The purpose of this paper is to provide an abstract to assist the reader in understanding that
digital forensics is a forensic science and to address confusion about the dual nature of the
application of digital forensics techniques as both a forensic science and as an investigatory
tool.

Digital forensics as a science is the process used to acquire, preserve, analyze, and report on
electronically stored information using scientific methods that are demonstrably reliable,
verifiable, and repeatable, such that they may be used in judicial and other formal proceedings.
As with other forensic science disciplines, the key attributes of digital forensics applied
throughout the entire examination process, from collection through analysis and

reporting, are:

e Use of a quality management system containing standard operating procedures
and an effective quality assurance program.

e Proficient analysts with appropriate training, expertise, and experience.
e Use of validated tools, processes, and methodologies.

e Objectivity — the forensic analyst must be insulated from work-related undue
pressures that could compromise the quality of work.

However, when the techniques commonly associated with digital forensics science are applied
as an investigative tool, the focus is on the identification and recovery of information. This
approach encourages research and innovation in finding relevant information that could be
contained in any number of types of digital media and applications (e.g., computers, cell
phones, social media websites, vehicle infotainment systems, home gaming systems, and other
dynamic sources of information).

Information can easily flow from digital investigations into digital forensics, but it must be
subjected to the rigorous process demanded by the scientific method and rules of evidence. By
contrast, the output of digital forensics can easily be used as direct input in digital
investigations.

Digital and Multimedia Evidence (Digital Forensics) as a Forensic Science Discipline
Version: 2.0 (September 05, 2014)
This document includes a cover page with the SWGDE disclaimer.
Page 3 of 4



Scientific Working Group on
Digital Evidence

Digital and Multimedia Evidence (Digital Forensics)
as a Forensic Science Discipline

History

Revision Issue Date Section History

Draft 01/16/2014 All Initial draft for public comment.

Formatting and technical edit performed for
L0 02/06/2014 Al release as a Draft for Public Comment.

Re-write based on public feedback. Title changed
from Digital Forensics as a Forensic Science
Discipline to Digital and Multimedia Evidence
(Digital Forensics) as a Forensic Science
Discipline. Re-release as Draft for Public
Comment.

2.0 06/06/2014 All

Formatting and technical edit performed for

= 06/11/2014 All release as a Draft for Public Comment.

No changes made; voted to publish as an

2.0 08/28/2014 None Approved document.

Formatting and technical edit performed for

2.0 09/05/2014 Al release as an Approved document.

Digital and Multimedia Evidence (Digital Forensics) as a Forensic Science Discipline
Version: 2.0 (September 05, 2014)
This document includes a cover page with the SWGDE disclaimer.
Page 4 of 4




